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The intent of this document is to provide device admini
t he Gr an dbsCM6e3a0nk RP B X system. To | ¢ HhdNCMIN®dQ eAp hbase Vi
https:// www.grands$tor@damnt omds aplgortt onal gui des.
This guide covers following main topics:

Product overview Busy @amp

I nstallation Presence

Getting started Foll ow me

System settings Speed Di al

Provisioning DI SA

Extensions Call back

Extension groups BLF and event | ist
Anal og Trunks Di al by name

Vol P Trunks Active calls and monito
SLA station Call features

Cal |l rout es Cal |l recording

Meeting room. CTl Server

Meting schedul e Asterisk manager interf
I' VR CRM integration
Language settings for v PMS integration

Voi cemai |l Wakeup service

Ring group Announcements center
Paging and intercom gro Status and reporting
Call queue CDR (Call Details Recor
Pickup groups User Portal

PIN Groups Upgrading and maintenan
Music on hol d Backup/restore

Fax Server Troubleshooting
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1 % 1 / 1

section documents significandCMthIbhyges MmaomapsevODnl
features or maj or document updates are |isted her

documented here.

SEOI xAAOAOEE M8 pp8pm

T No major changes
&EOI xAOA 6AQOETT p8mn8pps

T Added Oper aODPERARBRORIPANEL

T Added time condition s KpepyorPtr efser ElveéRtkey events. [

T Added cloud I M abmdremal Ealeeantts davent . |

f Support setting to choos@awh2t aebl ¢ 03491 ayl F ok toevn Mie
Par amdteld s ojffaMd 2 | AX Extension ConAHRHoglulroyi aNbdnZz Par a me
FXS Extension Conf iAdwrl d tojwo ™MePar amet er s

T Add Fail 2Ban whiteli.gtdid@mmantWhiinfedrimat i on

T SuppOaltl Fl icp df€epd tl L rFd i p

T Added -RMudttdr Aut henti caMuldtmict or BGMhleoagicatf on

1T AddesdppotobTfdevice .mMahTa gbeBEMeINnGE MANAGEMENT

T Added option to enablleesasndr edmostidf MecRpeassss @ €ondnect Pl 3
Sett]i ngs

T Added opti on fASStoopp RRinngg inngg O . [

T Add option AEmai IEnMiiisls eMli sGapld Qaolglo.L og

T Added reb&@Mksf ot enResmahrtkus . [

T Added option to enable and disabl¥i viudluaQueuweu€alcla
Setfing

T Added Address Book MAdmdmgesnenBosk dMamagement

T Add option fASecurity Swveocduerdi tfyorMoNdAeeS settings. [

T Removed display for consumer Wsers Mam dwgseare nthanage me

f Support custom i gnoeari nlg8 31 8r0¢ §gpesmeomenk&0]aRdsponse

T Added option to enablEemalbPv6 | fPoer6 HA settings. |

&EOI xAOA 6AOOCEIT p8m8w8pm

T Addedp8&up for import/RrRixphed GZebal CBofli gy Categories

. Page |40
UCM6 3 ®BxAies User Manual

e Ver si dri.a. 0.



GRANDSTREAM

CONNECTING THE WORLD

T Added supporWavienrd eryanlcl eCont act ubBna&bWNadvlEe nex tChmd iacr .
T Added support for Custom ti Mémeugphedménbnti me condi
T Addedpomutp for CaRESRE$s$CTi]JCALLS. |

T Added support f oQUEREUWE UMETVWRItCS cs. |

T Added support for CP&r AaAPttRhddlI Rh({spklist. |

T Added support for Call Quurawke sxadtiisd fapftigidoatn sdadrtivisefytaic df:

statjstics
T The old API ConfiguratHTd®Si dPl e&Gprleneédgor Oliseg. |
f Custom permissions support the funcdeéeloat oef CARI| &@nd ng
recordilng files

T Added support to adjust Fielceo rsitionrga g el | Ma nsat goernaegnet p at h
T High Avayl &bature on HBM6300A series. [

T Paging/ I ntercom supPDaerltasy edde|IPaayga chgpagi ng. [

T UCMRC remote serkFigeB6i Rgmmtse sDi 4dgnosi s

f Support LDAP to automaticaDAY Apgtdeamdl ptdide ep Corcd eb ook
T Support meeting room BMeebbimalh i AGQain control . |
&EOI xAOA 6AOOETT p8m8xX8pc¢

T Added support for email reminder wheiEmadit Reg]jnlhdert
T I mproved extension status syncing process to the | M
&EOI xAOA 6ABGQEI 1T p8m8

T This is the initial version.
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7%, #1 - %

Thank you for purcb@&bdbB gsxe®ri e&rsd sltPr eRaBh éapM6 30806k i es al |l o

businesses to build powerful and scalable unified comm
PBXs provide a platform that wunifies al/l business comn
videal | i ngmeetvbobnge video surveillance, web meetings, dat

and morédCMa@d@RA i es suphpbultsersp and i nich uwels me dneiiedtdi sn ga n
solution that allows employees to connect from the des
be pairedCWM63ledtohsey st em to offer a hybrid platpgroem stersat
I P PBX with the r eurbtso lawtdE&dmd 3 0dkbleas ycsiteem coWavapp Dor t
desktop and mobile, which provides a hub for coll abora
traversal service for ensuri UE M6 8 OsOerei erse maadt seo | omafimneescett i ug
management through GDMS and apaAPlk Pobatf ot engreantlly awnfi i tel
communications and collaboration solution packed with
tool sUCMemeseries provides a powerful pICMEf3SAEMRAE20p p@amty
1 x ARM-AGO®r tGade CPU and 2GB of mem6 BAgs8uwlpiolra R2C M6 3ARM

A53 QQ@ade CPU and 2GB for master and 1GB sl ave memory.

Changes or modifications to this product not expressly
anway other than as detailed by this User Manual

AWarni ng:

Pl ease do not use a difflCMdMOICpAWer magapgtaars ewidtaimatglee t c
void the manufacturer warranty.

, coul
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This document is subject to change without notice. The

for downl dhad plser/d www. grandstream. com/ support

Reproduction or transmittal of the entire or any part,
purpose without pkeméspiessofwr Gtaaedstream Networ ks, I n
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02/ $5#4 | 6%26) %7

A4AAET EAAT 3PAAEAEAEAAOEITO
The following table resumes all the technical specific:
codecs, telephony faeatpgradel pngwiagle@MMe JaBes eesi ngs for

Tabl:e Technical Specifications

I nterfaces

T UCM630M@pAor t

f UCM6302RR ports with |ifeline suppor
Anal og Tel eph
5 ¢ f UCM6304A ports with | ifeline suppor
orts
f UCM6308A8 ports with |ifeline suppor

Each port supports 3 REN

T UCM630@pAoTr t

f UCM6302AR ports
PSTN Line FXO Y UCM6304A ports

f UCM6308ARR ports

Al I ports have |ifeline capability ir
Net work Inter Threeaflaptive Gigabit ports (switched

NAT Router Yes (supports router mode and switch

f UCM6300ASB 3. 0, and SD card interfe
Peripher al Po 1 UCM6302ASB 2.0, use 3. 0, and SD car
T UCM63M46$3082x USB 3.0 and SD card i

T UCMG6 3 060320 YAEM6 304 Non e
T UCM6 308 Power 1/ 2, FXS, FXO, LAN, W/,

LED I ndicator

T UCM6 3 @030 B5R/MA4 320*240 LCD with touc
LCD Displ ay and Scroll Bar
f UCM63M08128xm&t diox graphic LCD with

Reset Switch Yes, |l ong press for factory reset and

Voi €Capabilities

) LEC with NLP Packeti zed -Walieneg tPhr octadcci oi
Voi-oeePracket

L Echo Cancell ati on, Dynamic Jitt-swi tBa
Capabilities o o
G. 711, Net EQ, FEC 2.0, jitter resilie
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) Opus, GlLawhidyw, G. 722, G722.1 G722.138.2
Voi ce and Fax )
G. 729A/iBRBC, GSM; T. 38
Qo S Layer 2 QoS (802.1Q, 802.1p) and Laye
Signaling and Control
DTMF Met hods Il nband, RFC4733, and SIP | NFO
) ) ) Mass provisioning usicmoognfABS  rert ddoyspctfoawv
Provisioning ) ) )
autpad ovisioning of Grandstream | P end
Pl vagn® 1| ay ;
mul ticast SI P SUBSCRIBE mDNS), eventl
TCP/ UDP/ I P, RTP/ RTCP, | CMP, ARPP, THNP
Net wor k Proto HTTP/HTTPS, PPPoE, STUN, SRTP,-ETH,S, |
Frame Relay (pending), |1Pv6, OpenVPNE
AP I Full API avapdrnrty eplfatrf ahmralnd applic
; Busy/ Congestion/ HRew e rToale, WRodblar kit gsh
Di sconnect Me

Di sconnect

Security

Medi a Encrypt SRTP, TLS1.

Physi cal

2 ’

HTTPS, SSH, 802. 1x

T UCM630®ARAB2Z A4 | nput : 100 ~ 240VAC,
1.5A
Uni ver sal Pow
f UCM63M08 2x DC 12V IPopvetr: JBEC&~240VAC,
DC+12V, 2 A
) ) T UCM630GBARAK23 A4 270mm(L) x 175mm(W) x
Di mensi ons
f UCM6308485mm(L) x 187.2mm(W) x 46. 2
. f Operati-hgy3UB2/ 0 ~ 4500 % nHuom densi i
Environment al . .
f Storagéd40UEO0/~ 60UC, -BO® dintcomnd s i n
T Wal | mo un-t (Uni t wi || be fixed on
Mounting UCM6300A/ 6302A/ 6304A.
T Desktop & Rack mount for UCM6308A.
T UCM6300ANiIi t7 oge i gPhatc k a gle2 @0ei g ht
e - T UCM6302AnNni t7 2dge i ghphatc k a gle2 e i g ht
ei g
T UCM6304ANiIi t7 e i gPhatc k a gle2 gde i g ht
f UCM6308ANi t2%w4g0) gPackag3ed @bei ght

Addi ti onal Features

UCMb6 3 BxA i es
Ver si dri.a. 0.
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T Web UI: Engl i sh, Simplified Chines:
Portuguese, German, Russi an, I'talie
) Customi zable | VR/voice prompts: Enc
Mul-ltdanguage SI . ]
Spani sh, Gr eek, Frencseh, IRadt waqye:
Swedi sh, Tur ki sh, Hebrew, Arabic, N
f Customizable | anguage pack to suppc
Caller 1D Bell core/ TefFSKr, diPASIFETSIIBT22RTT

Pol arity Reve Yes, ewiatbhH e/ di sabl e option upon call

Mul ti ple configurable call gueues, 8
Call Center i ) . )

agent skills/avagluabeéel anyd woe &imemtd, i
Customi zabl e ) )

Up tloayser s of | VR (I nteractive Voice

Attendant

Tel ephony Ope ) .
Based on Asterisk version 16
System

UCM6 300C User s: 250

=

Concurrent calls (G. 711

Max concurrent SRTP cal

UCMG6 302 T Useb9oD
Concurrent od&alls (G.711)
Max concurrent SRB®»P cal
Maxi mum Cal |
UCMG6 3014 T Used®00
Concurrent &&8DIs (G.711)

Max concurrent SRIA® call

UCM6 30 8 1T Used&00
Concurrent 28Dl s (G.711)

Max concurrent SRI® call

Maxi mum Atten yUCM630 f 3Meetr m@ms arbdp arpt it es
Meet iBomg dges

UCM6 30 : f 5Meetrn om@ms arvdp aurpt it s
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UCMGB6 30 ¢ T 7Meetriomgms arnd®paptti @s

UCMG6 30 ¢ T 9Meetrn mgms arndpaptti @s

Cal | park, call forward, call transf ¢
ringtone, |IVR, music on hold, call r«
simultaneousdhyedut eme PI N groups, ca

Cal | Features . . ) i

paging/intercom, voicemail, call wake
cal |l back, di al by name, emergency ¢
meeting, eventlistampeadt ca¢ |lccodenp,| el i

Al 1l ows Androi d & i GhSo sutseedr smeteot i jnaisn &U

WavRkobile App )
other users/solutUGCM$306di stered to t

Supported by Grandstream DeGDMSR) ,Mhao a:
Firmware Upgr cloud provisioning and management sys¢
provision, manage, monitor, and trout
f FCCPart 15 (CFR 47) Class B, Part 6
T CEEN 55032, EN 5530235 ,ENGRIBOJOOOBER 62368

021, I TU K. 21
Compl i ance
| CI.CE®BO3,08SPart | |l ssue 9
RCMAS/ NzS ClI SPR 32, AS/ NzZS 62368. 1,
Power adlalp t6edl9:5d0r ULl 623638
ANotd=.Ji:M630xA FXS ports I|ifeline functionality:

The UCM630xXxA FXS interfaced X®Dr e nmetrdlalciec.t hfouadrteo itsh
will fail over to FXO 1 port, FXS 2 port will fail over
with the FXO interfaces from FXS interfaces.
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) . 341, ,14)/

Before deploying &6 8 OskeNiigeusr,i ntghet hkeevi ce needs to be
connected to a nedevoecki.belhidetsicltedni nformation on ins
pol i cyU®Me6 I GxA i es.

»NOEDI AT O 0AAEAGET ¢

Tab2&CM630xA Equi pment Packaging

Main Case 1
Power Adaptor 1
Et hernet Cabl e 1
Qui tkstallatio 1

WA N

F Heartbece

Rese LAN por Groun

Fi gurCM6 3 0Bk k Vi ew

SD car dUSB ports
Fi gRreCM6300A Front View

. Page |48
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5#- om0l 10 AT A AAAE OEAx

WA N

F Heartbe: 2x FXO P

Groun

Rese LAN p 2x FXS

Fi gBrleCM6 3 0B2akc k Vi ew

SD CardZX U['.SCBTIS
Fi guur éCM6302A Front View

5#-gomEOI 1O AT A AAAE OEAx
Power L

Navigat.i 4x FXS ILAN LH 2x USB

GRANDSTREAM

o
®

OK but 4x FXO L WAN LE

SD carc
Heartbea

Fi gbrleCM6 30FA nt Vi ew

Powe WAN pc
Heartbea

DC 12v

RESET  Coeo?d

Grout LAN p:

Fi gwbr eUCM6304A Back View
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5#-oommEDI 1O AT A AAAE OEAx

Power L
Navigati 8x FXS ILAN L 2x USB

WAN LE

OK but 8x FXO L

SD carc
Heart bea

Fi gwrleCM630F8rAdont Vi ew

Powe

WAN pc 8X X0 pol
Heartbea

L |

|

-
JL L L1}

Grout

3AEAOU

O T S e

Fi gBr eUCM6308A Back View

#1 1 D1 EAT AAO

Th&CM630xeA i es | P PBX complies with FCC/ CEBCMAOIOpxoAETr OUS
is compliant with the UL standard. UEBI63IM>xA un

only. The manufacturer d6shevadewindcy daowesecholdy conwvse
adapters.

adapter
package

7AO00AT OU

I f UGhM6 3BxA i es I P PBX was purchased from a reseller

was purc
cont act
returned

hased for replacement, repair, or refund. I

f

our Technical Supportl sSTeAmt iori aat IRMA) (Remue m
. Grandstream reserves the right to remedy war

V- S

. Page |50
UCM63®BxAies User Manual

Ver si dri.a. 0.

I



GRANDSTREAM

CONNECTING THE WORLD

AWarni ng:

Use the power adaptU€M6@Bioekiideesd IwWh dPBXt.sheD@a di fferent pow
may damage (Tihe sd édyapreeegoef i s not covered under warranty
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' %4 4)3.4'1 24 %$

To get st arUtCevd 3sixedAhu gt hper oces s, use the following avail s

port al
T The LCD display shows hardwar e, sof tware, interfac
navigated via the Slide control and Touch keys. Fro
run diagnostic tests, and factory reset.
T The web parltsol b(emayferred to as web Ul in this guiod
UCM.
This section Wwisltlepprionvsitdreu csttieopns on how to use these in
start making and receiving calls with it.

50B8EA , #$ -ATO

T Idl e Screen
Once the device has booted up completely, the LCD wi
addr ess. Upon menu key press timeout (30 seconds), ttF
T Menu

Pressing then Hwinmel bsuhaw t he main menu. All[Tab&keCdbIl e
Menu ORjtions

T Menu Navigation

Scrolling sown usonghsthedemeontopti ohs. Press the OK
T Exit
Selecting the Back option will return to the previous:c

screens that have no Back option, ppreevd oiursg memear. OK but
T LCD Backlight

The LCD backlight will twurn on upon button press and

The following table summarizes the | ayout of the LCD m

Tab8e LCD Menu Options

. Page |52
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T Critical Event s
Vi eBwent s
T Ot her Events
T Hardwarkar dware version number
T SoftwarSeftware version number
T P/:N Par't number
Device | nf
T WAN MACWAN side MAC addr ess
T LAN MACLAN side MAC addr ess
T Upti:meSystem upti me
T WAN Mode&©HE€Patic | P, or PPPoE
T WAN I PI P addr ess
Net work I n § WAN Subnet Ma s k
T LAN:I PP addr ess
T LAN Subnet Ma s k

WAN Madeel ect WAN mode as DHCP, St
Net wor k Me
f Static Rout®8elResttt his to reset st

T Reboot
T Factory Reset

T LCD Test Patterns

Press DOWN and OK buttons to scro
patterns to test. Once a test is

previous menu.

Factory Meﬂ Fan Mode

Sel ect Auto or On.

T LED Test Patterns
Al I  oaf,f Aldnd Blinking are the ava
menu wi | | revert the LED indicator
f RTC Test Patterns

Sel ect eiOtzh2r220220%Hrl 20111 to sta
Ti me Cl ock) testthepastytsetrenm tChmeec kf r o
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screen or in the weASywtrdml | rFyGsetmea
page. To revert back to the correc

T Hardware Testing

Select Test SVIP to verifydbardwar:
will display on the LCD when the t

ProtoctWwkeb access protocol (HTTP/ H
Web I nfo

T PortWeb access port number, which

f Enabl e SSH
SSH Switch 9 Di sabl e SSH

SSHccess is disabled by default

z

50A OEA , %$ )T AEAAOI 0O
Th&dCM630®BARANOh2as LED indicators on the network port to d

picture shows the other ports status.

WAN

Heartbeat

SD Card

uSB

xs D00 DE8D

FigwrePorts Status

The UCM® 3BAMh8as LED indicators in the front to display

the status definitions.

Tab#e UCM6304A/ 6308A LED Indicators
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LED I ndicato]LED St atus

[

Power 1/ Powe

PoE

LAN @BsSol:i dConnected

WA N BBrast Bl:i Daitrag Transferr

USB BBS| ow BIl:i nTkriynigng t o conr

SD OFF Not Connected

FXS ports

FX@orts
50ET ¢ OEA 7AA 5)
| AKAOOET ¢ OEA 7AA 5)
The UCM' s web server responds to HTTP/HTTPS GET/ POST
configure the device through a web browser such Micros
etc. To access the UCM' s web portal, follow the steps I

g GRANDSTREAM

Welcome to the UCM6302

Fi gure UCM6302A Web GUI Login Page
1. Make sure yeoruri scooonmputhe same network as the UCM.
2. Make sure that the UCM's | P address is displayed
3. Enter the UCM's | P address into a web browsers'

see the above i mage).
) Page |55
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4. Enter default admiadmitma@ataoamd upaes sswmoned can be found
of the UCM.

ANote:

By def aUCWM6e3thta®edi rect FremaPbed. 8Rs such, UCM6G8&PAs t )
address in the web browser, the web page wil!/ be auton
8089. For example, if 11B6&,LE8DdshO@s16824068670i s enter
web page willt dotet pedir®2e2ed68. 40. 167: 8089

The oRedonect FromnPbetf80ndCMOIMDeAt BE8YstBett AHGTP

Server

After logging into the UCM web portal for the first t
configurations such as time zone, .network settings, tr
Setup Wizard
o Change Password Network Settings Select Time Zone Extensions Trunks / Routes summary

Change Password

Fi gurie UCM630xA Setup Wizard

The setup wizard can be closed and reopened at any tim
condrigti on changes can be reviewed before applying then
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There are 8 main sections in the web portal to manage
T System Siastpuisays the dashboard, system information, <c
T Extensi onsMalmaugnekss :extensions, trunks, and routing rul
T Call FeMaonages various features of the UCM such as t|
T PBX SetMamgges the settings related to PBX function

settings.

T System SeMatnianggess: t he settings related to the UCM sys
settings.

T CDRContains the calll det ai l records, statistics, and

T Val-Added FedMammges theobefeangres unrelated to core
Config provisioning and CRM/PMS integrations.

T MaintenMacages settings and |l ogs related to system
user management, activityeleoegsttihgseskapdsetbubbseshopy

7AA '5) , AT COACAO

CurrentCiMm6BreA i es Web @&hlglsiusphporSismpl i fi ed Chinese, Tr e
Spani sh, French, Portuguese, Ressi an, I'talian, Pol i sh,

Users can selectdtbhpl HEZMl angabhgtlti cotrmeert g t he page.

g GRANDSTREAM

AR
TERgh
Welcome to the UCM6308A

Pycckuid
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UCM6302
X English
Space Usage Resource Usage De! apacity
(#\ System Status iR
o onfiguration Partition )ata Partition - oo e - > i N -Lihcg ,
- \ 23% Francais
e H Portugués
Pyccx =
5% -
EPU ti=age SD Card
®Space  220MB 528 F 384MB z100ve
o lnode 1507 32763 e lnode 5687 19562 No SD Card Inserted
Fi gur2e UCM630xXxA Web GUI Language
7AA '5) 3AAOAE "AO
Users cahoseapthons in the web portal with the search

Apply Changes

Space Usage | RTH| Q Devig

Configuration Partitic Q PBX Settings
SIP Settings = ToS = ToS for RTP Audio Memory
\\ SIP Settings > ToS = ToS for RTP video Usage
SIP Settings = ToS = RTP Timeout
SIP Settings = ToS = RTP Hold Timeout Tots sD

SIP Settings > ToS = RTP Keep-alive

J—— e
® Space saue/il RTP Settings = RTP Settings = RTP Start
® Inode z052/12 0= CpuyL
= CPU Usage
RTP Settings > RTP Settings = RTP End 2 0/ -
RTP Settings > RTP Settings = Strict RTP
RTP Settings = RTP Settings = RTP Checksums .
NOV Cios ok cs -

Fi gurde Web GUI Search Bar
3AOET C AT A 1 PPIUET C #EAT CARO

After making changes to a page, <click on Ityhe h"'aSiagwees™ buw!
that finalizes the changes. | f a modification requires

-

3A00ETI ¢ 5B Al %@OATl OEI 1

Power doeMBEB&NMAl your SI P endpoint. Connect bot hhedewviegess

bel ow to set up an extension.
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1. Log into the UCM web portal AExd emasviogjpyast e to Exten

2. Click on the "Add" button to start creating a neyv
information wild.l beewtsends iton .r eTgoi ssteetr uwpo vtohiicse mai |
wi || be required.

3. To register an endpoint to this extension, go intc

Enter the newly created extension's mumhoerr,e s$lom di
fields on the endpoint. Enter the UCM' s | P addres
enter *97 into the Voice Mail Access Number fi el

devices.

4, To access the eatkensusa’' sheonewmy registered exte
per sonal voicemai l system. Once prompted, ent er

now be prompted with various voicemail options.

5. You have now set up amneéxtension on an endpo

. Page |59
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3934%- 3%44)."'3

This section wildl ex pwWwiad en pahrea meevtaeirlisa ba ned scyosntleCrig@ 3 @x A o n
series. This includes settings for the following ite
OpenVPN, DDN S eSaitrtiitrygsS,et ti ngs, LDAP server ,-089me setti

' AT AOA1T 3AOO0OET ¢O

System administrators can prevent the UCM from making
recordings, etc.) once theeslhosteémofreatbeaga spage faed
These options are | oca®Bek nier atth eSe3ytsdthgm Petgtei.ngs

General Seftings

Device Name:

Enable CPU Flow Control:
CPU Flow Contro G008 v
Threshold:
Data Partition Write G0 v
Threshold:
Fi gurde General Settings Interface

Tabbe General P&rdame ngrs
General Settings
Devi ce Name Configure the name of the UCM.
Enable CPU FlovEnables the CPU flow control

Used to set the threshold generat

CPU Flow ContrcSystem CPU rtehacetséhsoltdhe it will pro

De f avualltu3®e0 % s
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- Used to set a threshold to stop w
Data Partition

partition reaches the threshold c
Threshol d

st oepdp. Def au9@%value is

y- 3AOOET CcO
#1171 OA ) -

After enabling Cloud | Nr aintd sme ®iasn 8Mlaateed!| | nl Mhdatatennal
is no longer stored | ocalldwdM ns drCmM.cGD MSo rc alhC M odnefviigcuerse. CAt

synchronizes the configuration item information.
IM Settings
Cloud IM IM Server
Enable Cloud IM:
* Cloud IM Server Address: im.ucmrc.cloud
* Service ID: 100042
* Key: NN E BT
* Company Name: Grandstream
Trusted User:
Prepend:

Fi gurse Cl oud I M
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Tab6:e Cloud I M Parameters

Cloud I M configuration parameters

I f you have purchased UCM Cloud 11

I M server, you <can c o mfoitgupmuwer cihta.
Enable Cloud IV ) ) .

configuration wil/l not take eff ec

Pl ease note that after enabling,
Cloud I'M server The domain name or | P address of
Service | D The service I D of the Cloud I M se
Key The Key of the Cloud I M server.
Company Name Company Name

The trusted user of t he cloud |
Trusted User

characters are all owed.
Prepend As the exrefnisx,onit is added beforce
Not e:
Only account details and department information wil!/ b
such as profile picture, work syatamsld anddreef esvtoorrietde icno nito
cloud I M respectively. Therefore, pl ease be aware that

the data cannot be synced and the previously stored da
switchwid It ohbe retrieved.

) - 3A0O0AO

I f Enable I M Server Mode is toggled on, UCM will functi
remove PBX related services and-rswgpponr tUsCM e vh icredsi. n gr heef
wastto bind the I M server address is also boudahbyst wurmim
Wavies stored in this I M server.

Page | 62

UCM6 3 ®BxAies User Manu al

e Ver si dri.a. 0.
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Company Name: G5test
Server Address:

Key: 18706 1>

Close IM Server Mode

Bound Device Information

DEPARTMENT MAC ADDRESS

Fi gurée | M

TabV7:e Il M Server

Trusted User:

Service ID:

server

GRANDSTREAM

CONNECTING THE WORLD

CO74AD0ABCS4

100001

DIAL PREFIX

configuration

parameters

interface

Company name The entered company name
Server Address The domain name or | P address of
Service | D The service I D of the Cloud I M se
Key The Key of the Cloud I M server.
The trusted user of t he cloud I
Trusted User
characters are all owed.
Bound device informati on
Depart ment The depart ment represented by the
MAC Addr ess MAC address of the bound UCM devi
Di al prefix Extension prefix
(440 3A0OO0OAO
ThECM630sAembedded web server responds to HTTPS GET/ PO¢
the UCM via web browsers such as Microsoft | E, Mozil |l e
access thestUCMypynguits | P address into a browser add
redirected to HTTPS wusing port 8089. For example, typi
the browsemst d/ 192.168THDSs Sctaan® @Bed ocrh a nJyesdt eirm SHHE TR g s
Server. page

UCM6 3 ®BxeA i

V- S
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Tab8e HTTP Server Settings

UCM Web Settings

Toggl es aut omati c redirection to

) di sabl ed, useman wa lllly naededd tthoe UCM
Redirect From F

port to the server address when

br owser . Def aul t is "Enabl ed"

Speci fies the port number wused to

Port )
is "8089".
lédnabled, only the server address:¢
UCM's web portal. |t is highly

Enable | P Addr e
currently used to access the UCM

Def aul t i s "Disabl ed".

Liet addresses that can access t h
Permitted | P(s)
E x : 192.168.6. 233 / 255. 255. 255 . 2

Configure a URL and port (optiona
the UCM is behind NAT.

External Hos't

Grandstr edmtWawe s

Configure a URL and port (optiona

External Host

if the UCM is behind NAT.
m . The port Wav ¥ecbhc edadsr Blobi | e. | f beh
or

make sure to map the external por

Certificate Settings

Selects the method of acquiring S

Two met hods are currently avail ab

T Upl oad Certificate: Upl oad th

Certificate Opt
PC.

T Request Certificate: Enter tth

certificate for from ALet's Er
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Upl oads the private key for
TLS Private Keynote Key file must be under
name wi | | automatically be

Upl oads the certificate for

TLS Cert

t he

2 MB

chang

t he

Not@ertificate must be under 2MB

H

e

H

wi || be used for TLS connections
and signed certificate for the se
i Enter t hre tdo maiequest t he certi
Domai n
RequestCertlﬁcate reqguest the certific:
I f the protocol or port has been changed, the user

AOx7T OE 3AOOEI CO

After successfuUCHM6ETOOWAEébei ngtwbek for the

go Syost &ent t ANgswor k Seot tcionngfsi gure t he networ Kk

first

ti

T UCM63GBxuAports Route/ Switch/ Dual mode functions.

I n t his section, al |l t he avail abl e net wor k

GUASYystBemtt ANgswor k Speatgtel ntgs confi gure LAN

Forawdi ng.

"AOEA 3AOO0OET CO

setti

ngs,

A

me

setting

paramet er s

op
W/

Pl ease refer to the following tables U€M6B3QEBEBNMG6 hWREZ2AVOT

UCM630@INAICM6308Aespectively.

Tab®e UCM630xA Net WAdBralsi SetSteitngsngs

Sel ectt e RoU Swi tch" or "Dual " mold @ MG 0 xtA

default Switté¢mg is "

Met hod f Rout e

WAN port will be used for uplink

rout er port.

connec

UCM6 3 ®BxAies User Manu al
Ver si dri.a. 0.
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T Switch

WAN port wild.l beonsedt ifomr. ulpANngkort wi

connections.

i Dual
Both WAN and LAN ports wild.l be used fc
LANZ1, respectivel y. The port selected
gateway | Poafldgesed if it is wusing a s°
MT U Speci fies the maximum transmission uni't

| Pv4 Addr ess

Preferre
I f configured, this wil!/l be used as the
Server

WAN (when "

| Met hod Se

()
(9]
—

DHCP, Static | P, or PPPoE. The del
I P Addre Enter the I P address for static I P setti
Subnet MNENnter the subnet mask addr esssdtotri rsdg aitd c:
Gat eway Enter the gateway | P address for static
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter the DNS server 2 s@address for stati
UsernameEnter the username to connect via PPPOE.
PassworcEnter the password to connect via PPPOE.

Layer 2
802.1Q/\VAssign the VLAN tag of the | ayer 2 QoS p
Tag

Layer 2
802.1p FAssign the priority value of the | ayer 2

Val ue
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LAN (when Method is set to "Route")
| P Addre Enter the | P address assigned to LAN por
Subnet DMNEnt ersutbneet mask. The default setting is

DHCP Ser ) ; )
Enable or disable DHCP server capability
Enabl e

DNS Ser\vEnter DNS server address 1. The def aul t

DNS ServEnter DN@dseessr 2. The default setting i

Al Il ow | F i

Enter the DHCP I P Pool starting address.
Addr ess
Allow | FEnter the DHCP I P Pool ending addr ess.

Address the defaullt92s.elt68.n2g 2554 .

Def aul t _ )
~Enter the I P |l ease time (in seconds). Th
Lease Ti

LAN (when Method is set to "Switch?")

|l P Met hcSelect DHCP, Static I P, or PPPOE. The defl
I P Addr e Ent er adhder elsPs for static | P settings. The
Subnet MNEnter the subnet mask address for static
Gat eway Enter the gateway | P addressséotinagatsco
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter the DNS server 2 address for stati
UsernameEnter the username to connect via PPPOE.
PassworcEnter the passwaorPdPotEc connect vVvi a

Layer 2 As
802. 1Q/ \

sign the VLAN tag of the | ayer 2 QoS p
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Tag
Layer 2
802.1p FAssign the priority value of the | ayer 2
Val ue
LAN ULAM 2 (when Method is set to "Dual ")
I f "Dual" is selected as " Method", user s
Def aul t
nt - ( mappedC M6a3 M2AAN port) or LAWNCMNG ImPADpedrt d
nterfac
configure network settings for LAN 1/ LAN
I P Met hc Sel ect DHCP, Static | P, or PPPoOoE. The del
I P Addre Enter the I P address for static I P setti
Subnet DMNEnter the subnet mask address for25b5afbb
Enter the gateway | P address for static
Gat eway ) )
interface. The default setting is 0.0.0.
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter the DNS server 2 address for stati
Username Enter the username to connect via PPPOE.
PassworcEnter the password to connect via PPPOE.
Layer 2 Assign the VLAN tag of the |l ayer 2 QoS p
802. 1Q/ \
Tag The default value is 0.
Layer 2
802. 1p FAssign the priority value of the | ayer 2
Val ue

WAN(when " Method" is set to

|l P Met hc Sel ect Auto or Stati c.

The

"Route")

def aul t setti

UCMb6 3 BxA i es
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| P Addre Enter the | P address for static | P sett.i
I P Prefi Enter the Prefix | ength for static setti
DNS ServEnter tder DANIS 1 address for static setti:ai
DNS ServEnter the DNS server 2 address for stati
LAN (when Method is set to "Route")
Sel ect Disable, Auto or DHCPvVG.
T Di sablhe: DHCPvG6 server is disabled

DHCP Ser

T DHCPvSt:at ef u

T Aut 8t atel ess

address auto configurat:.

address auto configurat

The default setting is Disabl ed
DHCP PreEnter DHCP prefix. (Default is 2001: db8:
DHCP . . .

i Enter the Prefix |ength for static setti

prefixl e
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter theebN2 @aedress for static setting
Al Il ow | F . ) .

Configure starting | P address assigned b
Addr ess
Al l ow | F _ ) ) )

Configure the ending I P a®deéss asdi QRHE®
Addr ess
Def aul t . .

~Configure the |l ease time (in second) of
Lease Ti
LAN (when Method is set to "Switch")
| P Met hcSelect Auto or Static. The default setti
| P Addre Enter the | P addetetsisndgo.r static | P
. Page | 69
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I P Prefi Enter the Prefix | ength for static setti

DNS ServEnter the DNS server 1 address for stati

DNS ServEnter the DNS server 2 address for stati.i

LAN 1 / LAN 2 (whehDWMathpd is set to

Users will need assign the deflddM6é 3 0OMAMNe Ip i

Def aul t
or
I nterfac

LAN 2 (UGNM6ErdaxMNoport) and then config

1/ LAN 2. The def aul t interface is LAN 1.

| P Met hcSel Aato or Static. The default setting i

| P Addre Enter the | P address for static | P settd:i

I P Prefi Enter the Prefix | ength for static setti

DNS Ser\vEnter t he DNS server 1 address for stati

DNServe Enter the DNS server 2 address for stati.i

T Met hod: Rout e

When UWaGM6 3 thxals , met hod set to Route in network settin

connecti on

and LAN port interface iagruasnedbealsow rout er

V- S
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Method: Route

A
\em o

I | w7\

D BB
A IP address: 172.18.25.10 DHCP Server: 192.168.2.1

i

b

Fi gurife UCM6302A Network Interface Method: Route

T Met hod: Swi tch

WAN port interface is used for wuplink connection; LAN |

) Page |71
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T Met hod:

Bot h WA
def aul t

LAN Internet

Ethernet 0/0

1P Address:192.168.40,1
Subnet mask: 255.255.255.0

Fi gur8e UCM6302A Net work

Dual

N port and LAN port are

interface in option "DeflhRBlItifndteatfiacel'Paingd

WAN Port
IP sddress: 192.168.40,10

GRANDSTREAM

CONNECTING e WORLD

PC: 192.168,40.15

Interface

used for

Met hod: Switch

uplink connec

V- S

UCMb6 3 BxA i es
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Router
IP Address: 192,168 40,1
Router
IP Address: 172,18.25.1 I
192.168.40.x

172.18.25X

LAN 2 (WAN Pert)
1P address; 172.18.25.10

2] r i
LAN 2 (LAN Fort) ﬂ cﬁ ¢ @
P address: 192.168,40.10

Fi gur9e UCM6302A Network Interface Method: Dual

gmg83p8

| EEE 802.1X is an | EbEaEs edt amedtaw odr kf oarc cesrst contr ol . It
mechani sm tbodevilkte ®device can access | nUEMBBGBuUpMPoOTtite
802.1X as a supplicant/client to be aut W&€MEI3 diastee d8.0 2T. hleX
mode AMDSBR on WAN port as clienermetthe network to acce

. Page |73
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Authenticator

2

RADIUS

Authentication server

Switch

WAN port connected to Switch

Fi gw®r0e UCM630xA Using 802.1X as Client

MNetwork Settings

T
Basic Settings

802.1X Mode:

802.1X Settings

Static Routes Port Forwarding

EAP-MDS -

B02TxxUCMEe302

AEEERREERARREA

The

foll owi

Fi g®rle UCM630xA UsinhDBO0O2.1X EAP

ng table shows the c¢&CM6PBOXaAtdieont ipgar amat ewDSH
are required for authentication, which should be
RADI US sebBAFELSOI 6 fPEEMPAR HAP® 20 i s used, users wil
Certificate and 802.1X Client Certificate, which shoul
Tabl@ UCM630xA Net MBM0OR.3Xttings
Sel ect nBo0d2e..1 XThe default setting is "
802.1X Mode
ar e:
. Page |74
UCMG63®BxAies User Manual

V- S

Ver si dri.a. 0.



GRANDSTREAM

CONNECTING THE WORLD

1 EARMDS
1 EAPALS
i1 EAFPEAPVO/ MSCHAPV 2
l dentity Enter 802.1X mode I dentity informatio
MD5 Passwor Enter 802.1X mode MD5 password inforn
802.1X CA CSelect 802.1X certificate from | ocal
802.1X Clie
S Select 802.1X client certificate fron
Certificate
30AO0EA 21 O0OAO
ThECME63 PpxAMvides users static routing capabohfifguriedtra
rather than information only from dycMeid OeHo uBdynsgt eomm ¢
Sett ANgswor k @3BtasimcgsSetwtifogsward traffic. It can be use
routes are ewvesdarby,e oorr msed i n compl e maJrCtMB r3yaxswAi a hf aeixli osy
backup, etc.
T ClichAAdan | Pv4 Stoatoi crRatttea new | Pv 4 Adtda tliPov 6r dSu tad i acr F
create a new | Pv6 static route. The configuration par
T Once added, usr+',‘tso ceadni ts etlheectst at i c rout e.
T Sel "t o delete the static route.

Tabl® UCM630xA Net BStit ket Reotuttiernsg s

Configure the destination | Pv4 addre
UCM63 A reach using the static route.
Destination Example:
|l Pv4 add92sk68. 66. 4
| Pve s-290dt 740: D: : 1/ 64
. Page |75
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Configure the ¢$hkenatbomasidesoi nati on
default value is 255.255.255. 255,

Subnet Ma s k

Gat eway

Il nterface

Exampl e:

255.255.255.0

Configure the I Pvd or | PvBCHGI@Examy ' r ad

destination via this gateway. Gateway

Exampl e:

192.168. 40. 5 or 2001: 740: D: : 1

Specify the net wdJICM6i3 fibodrrfeaacceh otnh et hdee ¢

static rout e.

LAN interface is ethoO; WAN interface

Static routes

The foll

oOWwWi

ng

configuratiAdMetcwmor beMeres.et from LCD menu

di agram shows a samplCaMea8BPptlAi cati on of

(;
192.168.69.131 s

&

Gateway: 192.168.69.1

"

GXP1160 LAN 1:192.168.69.91

VPN connection is established between
network 192.168.40.0 and network 192.168.66.0

Network: 192.1

68.69.0

UCM6 30 ¢

Network semngs memnoa: uuar mode —
LAN 1 connected to 192,168.69.0 network GXP2130 and GXP1160
LAN 2 connected to 192,168 40.0 network Call each other

Fi g 2r2e UCM6304A Static Route Sampl e

V- S

. Page | 76
UCM63®BxAies User Manual

Ver si dri.a. 0.

st



GRANDSTREAM

CONNECTING THE WORLD

The network topology of the above diagram is as bel ow:
T Network 192.168.69.0 haBCNMe3IppMNDInésaddgesstsered to
T Network 192.168.40.0 haBCNee3IpMNDIne2saddgesstsered to
T Network 192.168.66.0 haBCNM6&3 hAan¥PNregi stered to
T Network 192.16&.0hh.e@ctheoxn ¥BNablished with network 19

In this network, by defaul't the I P phones in network
192.168.66.0 when registereUdWCMO3IUWIAerenor éntwedtaeeidc o0
rout e WAGMG&HMBIA t hat the phones in isolated networks can

Create New IPV4 Static Route

* Destination 182.168.66.0

Subnet Mask 255,255.255.0

Gateway ! 192,168.40.3

¥ Protocol Type VAN ~

Fi gw®r3e UCM6304A Static Route Configuration

0i OO &i OxAOAET C

The UCM network interf acvwhiscuhp pprrdawi dreosutiesgerfsuntchte oabi | i
LAN mode is set t o "ARDwg teB entutnAdNegrs whe tk @Bfatsii g S @ptatgien g s
port forwarding is available for configuration.

The port forwarding conAS$yterBettitoMN g sswournkd e@é tdfeitbn gad wa r d i
page. Pl ease see related settings in the table bel ow.
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Tabl?2 UCM630xA Net wWd®Prok tSdtotriwagsi ng

Specify the WAN port numbénl| omi ted amuyg
ports can be configured.
Not e:
WAN Port . .
When it is set to a range, WAN port a
same range, such -4a80%WAHKNNQPoOLANL 0p0d50,0 :a nl
access from WAN port wild.l beé hfeoswanred ¢
number, for example, WAN port 1000 wi
LAN | P Specify the LAN I P address.
Specify the LAN port number or a rang
Not e:
LAN Port
When it is set to a range, OMANS ipgpurte
same range, such -A80%AANMdOL AN 0p0650,0 :a ni
from WAN port wil!/l be forwarded to t|
example, WAN port 1000 wil/l be port f
Sel ect protocol type "UDP Only", "TCP
Protocol .
the selected port. The default settin

The foll owing figures demonstrate a port forwarding exsza

T UCM63 A work mode is set to fARouteo.

T UCM63ONAAN port i s connected to uplink switch, with a

T UCM630LXAAN port provides DHCP pool t hat connects to m
192.168. 2 M6OXThes WGed as a router, with gateway addr

T There is a GXP2160 connected und&cCcM6BOXBAANObrtaémnisad®

192.168. 2UCNMOBI3MHLR pool

UCMb6 3 BxA i es
Ver si drl.qal .
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T On tUKCeM6 3 ONedh @BS8Bly st em SANet wgrsk BJJPoritndgoHr,wacganfniggure a

forwarding entry as the figure shows bel ow.

WAN Porfthis is the port opened on the WAN side for ac
LAN:I AHhis is the GXP2160 | P address,UaMea®&0xAhe LAN
LANWRortThis is the port opened on the GXP2160 side fo

Protocol We pxrelect TCP here for Web GUI access using

Create New Port Forwarding

* WAN Port: 82088

w LAR B 192.168.2.100

* LAMN Port: 8088

* Protocol Type: LUDP Onlby ¥

Fi gw®rde Create New Port Forwarding

Netwaork Settings

Basic Settings 802 1X Settings Static Routes Port Forwarding

WAN PORT LAN 1P LAN PORT PROTOCOL TYPE OPTIONS

Fi gw®r5e UCM630x AwBodtnfo€onfiguration

This wil!/ all ow users to access the GXP2160 Web GUI froc
1.1.1.1:8088) .
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[1]1.1.1.1:8088#page:status_network

Grandstream GXP2160

GRANDSTREAM

CONNEC

TING THE WORLD STATUS ACCOUNTS  SETTINGS NETWORK

7
Network Status

Account Status

Network Status

MAC Address 00:0B:82:59:A9:9A
System Info
IP Setting DHCP
|Pv4 Address 192.168.2.100
IPv6 Address 2001:470:d:10a2:20h:82ff:fe59:a99a
Subnet Mask 255.255.255.0
Gateway 192.168.21
DNS Server 1 4221
DNS Server 2 4222

Admin Logout | Reboot | Provision | Factory Reset SIS v

MAINTENANCE  PHONEBOOK

Version 1.0.5.23

Fi gwre GXP2160 Web Access usi

1 283A00ET CcO

ng UCM6302A Port Forwardi

The ARP settings can beASyntfSeg u rAdNdtswmod &r SWRIP i Bdlst i ngs
Tabl® ARP Settings
ARP GC Mi ni mum number of entries to keep. Ga
Threshol| are fewer than this number. The def au
ARP GC Threshold when garbage <coll ector bec
Threshol entries. Entries older than 5 second:s
default value is 512.
Maxi mum numbRERMANENN nei ghbor entrie
ARRGC . .
when using | arge numbers of interf ac
Threshol )
numbers of directly connected peers.
. Page | 80
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| PAT 60. "

OpenVPNE s eotw itnhges uaslelr sUG M6 3cOoxoAf uger & PN features, the f
details about the various options in order to configurq

Tablé UCM630xA SysANeit Betki B@penvVeNE

OpenNP

Enable / Disable the OpenVPNE featur
Enabl e

Select OpenVPNE configuration method
Configura

Met hod

Manual ConfAlguows$ i obam:configure OpenyV
Upl oad ConfigArlhowent &i Upl caothifl ®ev ptho

and to automatically configure OpenyV

OpenVPNE

Server Ad copfigures the hostname/ |l P and port

OpenVPNE Speci fpyr otthoec o | user, user should wuse
Server Pr server

Use the same setting as used on the
OpenVPNE
) 1T Dev TOMNeate a routed I P tunnel
Devi ce mo

i Dev T@GrPeate an Et hernet tunnel

OpenVPNE Compressphauokeéeb using the LZO algor

Compressi enable this unless it is also enabl e

Enabl e We

. Either to enable the Weak SSL cipher
SSL Ciphe

OpenVPNE

_ Speci foyr ytpteogr aphi c ci pher . Users st
Encryptio

) setting that they are using on the C
Al gorithm
OpenVPNE Upload as SSL/ TLS root certificate

Cert automatically.
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OpenVPNE

) Upl oadd ieent certificate. This file wi
Client Ce

OpenVPNE
Client Ke

Upl oad a client private key. This fi

UCMe302
OpenVPN®
OpenVPN® Enable:
Configuration Method: Manual Configuration ~

Manual Configuration

* OpenVPN@ Server

L4 System Settings Address: Upload Configuration File
OpenVENE Server UDP M
Protocol
OpenVPN® Device mode: Dev TUN N

OpenVENE Use

Compression :

Enable Weak 55L Ciphers:

OpenVPNE® Encryption BF-CBC(Blowfish) N
Algorithm:

OpenVPN® CA Cert: Choose File to Upload =]
OpenVPN® Client Cert: Choose File to Upload

OpenVPNE Client Key: Choose File to Upload

Fi g2rfe Open VPNE FeldGM&X0A t he
$$.3 3A0O0ET CO

DDNS setting all &WM6BEeira tdoo naacicne snsame i nstead of | P add

The UCM supports DDNS service from the following DDNS

. Page | 82
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T freedns.afraid.org

T zoneedit.com

T oray. net

Hereniexample of Gsrn®PDN&i p. com

1. Register domain in DDNS service provider. Pl ease
access.

Hostname Information

Hostname: haograndstream.ddns.net =]
Host Type: @ DNS Host (4) © DNS Host (Round Robin) © DNS Alias (CNAME) =]

© Port 80 Redirect © Web Redirect
IP Address: 1.234 Last Update: 2015-01-07 17:29:20 PST @
Assign to Group: - Mo Group - BWM @
Enable Wildcard: Wildcards are a Plus / Enhanced feature. Upgrade Fow! =]
Advanced Records: TXT, SPF, and SRY records and the use of some special clients are Plus / Enhanced features. 1@

Upgrade now to use them.

Fi g 2r8e Regi ster Domain Name on noip.com

2. OnWeb @8kstem SANet wgmk t ADDNS Setdnalglse DDN&nder vi
configure username, password, and host name
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UCMe302

DDNS Settings

DDNS Server: no-ip.com N
Enable DDNS:
#lsername: user_no_ip
L__-,':; Systemn Settings
*Dgssword: | assssasesssasass
* Host Name: MyGSPBX.ddns.net

DDNS Settings

Fi gw®r9e UCM630xA DDNS Setting

3. Now you daemausename instead ofthP &8€M6898x At WeboGhect

“ c [ MyGSPEX dang.met : | v ® ©
B

i
@
S

UCM6302

- ™~ 23%
5%
04 4 \ O .

Fi gwBroe Usi ng Domain Name to Connect to UCM630xA
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SAAOOEOU 3AOO0ET ¢O

ThaJCM630xrAovides users firewal!l security <configuratiol
UCM63GB¥yAtem. Users could configure to allow, restrict,
and bandwi dt h UQM6p3o0sx¢éAs o TdmeesovFai | 2ban feature for aut h
REGI STER, I NVITE and SUBSCRIBE. tT@ChkhM680Kk faoreoABWgbwa@thi s

Sett ABgesurity pSaegtet.i ngs
3O0AO0OEA $AEAT OA

Under WAIBYyG&UEM SA$dd nrpiettt ABgati c DPafgensesers will see
information:

T Current service information with port, process, and t
T Typical firewall settings.
T Custom firewall settings.
The following table shows a sampllCMauxIOxMQt service st a

Tabl® UCM630x AASti ateiwal HEdensret Service
7T7T7T7 Asterisk TCP/I P SIP
389 Sl apd TCP/ |1 PLDAP
6060 zero_conf UDP/ I P UCM63Q&xAo_conf i
5060 Asterisk UDP/I P SIP
4569 Asterisk UDP/I P SIP

38563 Asterisk udp/ip SIP

10000 gs_avs udp/ipgs_avs
10001 gs_avs udp/ipgs_avs
10002 gs_avs udp/ipgs_avs
10003 gs_avs udp/ipgs_avs
10004 gs_avs udp/ipgs_avs
10005 gs _avs udp/ipgs_avs
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10006
10007
10010
10012
10013
10014
10015
10018
10019
10020
6066
3306
45678
8439
8088
8888
25
636
4569
42050

7681

For typical

gs_avs

gs_avs

gs_avs

gs_avs

gs_avs

gs_avs

gs_avs

gs_avs

gs_avs

gs_avs

>

Pyt ho
My sql d
Pyt hon
Lightt
aster.i
Pbx mi d
Mast er
S|l apd

aster.
aster.

Pbxmid

firewall

udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
udp/ i
tcpl/ i
udp/ i
pd tcp/i
sk tcpl/i
tcpl/i
tcpl/i
tcpl/i
sk udp/i
sk udp/i

tcpl/i

Tablé Typical

settings,

pbxmid
master
SLDAP
SI P
SI P

pbxmid

Firewall

GRANDSTREAM

CONNECTING THE WORLD

us erWbBCM603UdXdA conf i gur e

Settings

V- S
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Enabl e

SYNI| ood

Defense Er

Pi nogiDe at h

Def ense Er

GRANDSTREAM

CONNECTING THE WORLD

I f enabl ed, | CMP response wil/l not
setting is disabled. To enable or di
WANUCM630XAnterface.

Al |l owgdCMBBOXA handl e excessive amoun
source and keep the web portal acces

only one of these options may be ent

T eth(O0O)LAN defends against attack
téh UCMB30xA.

T eth(1) WAN defends against attack
the UCM630xA.

SYN Fl ood Defense wil|l i mit the amc
from one source to 10 packets per se
wil di sear ded.

Enabl e to poafeeanh ®tinhmhagck to the dev
di sabl ed. To enable or disable it,
UCM630OXANnterface.

Under " Custom Firewall Settings", users could create n
t hroughCM6MRBe0 X A0 create new rul e, click on "Create New [
for users to specify rule options.

Ri grhe x t to "Create New Rul e" button, there is a checkb
rul es wil/ be rejected except the firewall rules | iste
meets all t he memltisqgwitmge roeduiome " Reject Rules" wild.l be
T Action: "Accept"”

T Type "I n"

1T Destination port is set to the system |login port (e.c

T Protocol

S not UDP

V- S
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Create New Firewall Rule

* Rule MNames: Reject S5H_WAN

® Action: REJECT V

* Type: I v

* |nterface: WAN “

* Service: S5H “

Fi gwBrie Create New Firewall Rul e
Tabl®2 Firewall Rule Settings

Rul e Name Specify the Firewall rule name to i

Select the action for the Firewall t

1T ACCEPT

Acti on
1T REJECT
1 DROP
Select the traffic type.
T I N
Type I f selected, users will need spec
(fu€M630xAor the incoming traffic.
1T OUT
I nterface Select the interface to use the Fire
Service Select the service type.
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and Po

Destin
Addr es

Protoc

Save the
the uppe

rul e nam

$UT Al EA

GRANDSTREAM
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1 FTP

T SSH

T Tel net

T HTTP

1T LDAP

f Custom

| f Cust omél et ed, users wil need
Destination (I P and port) and Prot
Pl ease note if the source or the d
as "Anywhere".
o Configure a source subnet and port.
S
. from all addresses and ports will b
r
can be specified-20000),. 10000, 1000 (
- Comfuire a destinat ilofn sseutb nteot "aAnndy whoer rt
atic
can be sent to all addresses and pot
s ar
specified (e.€.0,0000000, 10000
ol Select the protocol for the rule to

change and click on "Apply" button.

Then subm

r right of the web page. The new rule wild.l be
e, action,cepr odteosctaln,attiyopne,, asnodu oper ati on. Mor e
1 Clicl,_,'—'tom edit the rule.
T Clic ™~ pa delete the rule.
$AEAT OA
defense iUCHaPGBekhkti ed.ontttan bl acklist hosts d

Dynamic

is set to "RoutASYysu®dnet AWgbwGUk HBatsimgSetagiengs f enabl

traffic

cColCM@3 cxmMo behenoni t ored, which hel g mprtesv eonrt bm

V- S
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force attacks to the device. The bUGM&3IFsA eavah | hbe whi € &t
be displayed in the web page. Please refer toCMBES8OKXAlI I o
Tabl®& UCM630xA Firewall Dynamic Defense
Dynamic De .
Enable dynamic defense. The defaul't
Enabl e
Bl acklist Configure the blacklist update ti me
I nterval 120.
) Configure the connection threshol d.
Connectior
same host reaches the threshold, it
Threshol d ) )
setting Iis 100.
Al l owed | Ps andppertld rmrandgessms!| taind
Dynamic De
. . For exampl e:
Whitelist
192.168122.10®8. 2. 105, 1000: 9999
The foll owing figure shows a configuration example 1|ik:
T I'f a host at | P address 192.168.5.7 UGaM63 @atAasvimdbr et la
i NUGBGM63 M Ack!l ist.
T This host 192.168.5.UCM63Fxhe5000ocskednkdyg.t he
T Since | P rangel 920.21618.85 .52 @@i0isg ,i m fwhai host initiates m
to WGM630xXA wi | | n o tU Cove6 3aduddAe dk li ingd to. I't can still estab
UCM630xA
) Page |90
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Static Defense

Dynamic Defense

Dynamic Defense Enable:

# Blacklist Update Interval

(=):

# Connection Threshold:

DOynamic Defense

Whitelist:

Dynamic Defense

FailZ2Ban

500

20

192.168.5.100-192.168.5.200 1500:2000

S5H Access

Fi gwBr2e Configure

&AET ¢ A

Al

Faidr2Bf eat uUUEMBGB e i des i

Dynami c

Def ense

ntrusion detection and preve
REGI STER, I NVITE and SUBSCRI BE. Once the entUCMBS8OHAL e
will act to forbid t hefihmed ifror" BRBaenned nDwpreatiioadn "a.s Tdhi s
force attacks to the PBX system.
) Page |91
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Security Settings

Static Defe

nse Dynamic Defense Fail2Ban 55H Access

Global 5ettings

rm
o
o
1]
T
i1
ns)

Local Settings

Fi gwBr3e Fail 2ban Settings
Tabl® Fail 2Ban Settings

Gl obal Settings

Enabl e Fail 2Ban. The default setting
Enable Fail Fail 2Ban"” and "Asteri sk Service" ar
aut henti calGMM3 bxnA t he

Configure the duration (itn tsoe cboen dosa)n nfe
Banned Dur a ) ]
setting is 600. I f set to 0O, the host

Within this duration (in seconds), i
Max Retry D ) ) ) o
defined in "MaxRetry", the skdadti nwgi lils

Configure the number of authenticatio
Max Retry . .
the host is banned. The default sett]i

. Page |92
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Configure I P address, Cl DR mask or DI

) ban the host with matching address in
Fail 2Ban Wh . . )
i nt ol itshte De £ ormmetnitesns an be added for

to |l og whatodés the whitelist | P addres
Local Settings

Enabl e Asterisk service for Fail 2Ban.
Asteri sk Se sure both "Enable Fail 2Ban" and " Ast e

for SIP aut heb€M63a0kxAn on the

Listening P Configure thenulnmbsetrenfionrg tphoer tser vi ce.
Number used for UDP and TCP, and port 5061 w

Configure the number of authenticatio

Max Ret ry the host is banned. The defaul't sett
properly configured as it will overr.i
Enabl es defense against excessive | o0g

Logitnt Ac k D
The default setting is disabl ed.

This is the Web GUI | i stening poSystr

Listening PgeottpnHgsSer WloTI t
Number
The defsa BlOt8 9 .

When the number of failed | ogin att
Max Retry .

Max Retry number, that | P address wil|
Bl ackl i st

Users wil|l be able to view U@GHK. | Ps th

1T BANNED TYPE:

al ae %l i 50 Check the | P blocked bylWGCpMpandst hel b

types.
T I P:
View the I P blocked by UCM, it suppor

. Page |93
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33( ! AAAOGO

SSH switch now is availabl e emnabIWe bo83Hi aaentdé sLsCDd.i rlescetrl vy
GUI or LCD screen. For welbCMdGHOImeAC ¢ saand et BB gt ¢ m
Sett ABgsurity ASStHt Acge®e s s.

The "&n&8BH access" option is for system debugging. |If
access. The SSH connection also requires the user name
is turned off by defawmltof fl tt hiis roe@dcdomme whed tde btugrgi ng

Enable the "Enable remote SSH (via GDMS)" option, the
platform. This option is turned off by def auwhte,n arednoitte
troubl eshooting is not required.

Security Settings

Static Defense Dynamic Defense Fail2Ban SSH Access

Fi gwBrde SSH Access

Tab?2@ SSH Access

This option is used for system debug

access. Thhen nESH i on requires super é
Enabl e SSH . .

password. The default setting is "No"

no need for debugging.

I f this option is enabl eadl,|l orweendo tteh r S
Enabl e Remo i
) pl atfor m. |t i s strongl y recommende
vi a GDMS

troubl eshooting is necessary.

. Page |94
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, $1 0 3A006AO

TheaeCM6 3 OhxaAs an embedded LDAP/ LDAPS server for user s t
centralized manner.

T Bydefaul t, the LDAP server has ¢gPeBnXeraM e=dp kt xh,ed cf=iprbsxt, dp
based UEMBBaQXSATr extensions already.

T Users could add new phPmeheombmkokoirDNMtdedi fefxereemtal cont

ou=peopplbex,,ddecc =com" .
T AI'l t he phonkbMwekEs:POMAR $bdever hBase t'id =pdme dc=com" .

Term Explanati on:

cn= Common Name

ou= Organization Unit

dc= Domain Component

These are al/l parts of the LDAP da2849ntewhcbhnge Rowma
is filtered.

I f users have the Grandst rleGME 3pdhxofnhee plr DA/Rv sd iBredradtudpryyo n h &
phone and can be used right away for users to access al

Additionally, u sceornsf icgouwrled tnmaen uLaDAIPy cl i ent -isnetltD ARy ss etrov en
t heCM6 30X A fUCIMIE S Ohxads mul t i pl e LDAP phonebooks created,

users could use "dc=pbx,dc=com" as Basre tDINEM6® ORAAR ac
server, or use a specific phonebook DN, for example "ou
Phonebook DN "ou=people,dc=pbx,dc=com " only.

UCM can also act as a LDAP client tolL®&®éaWnbkeadephonebool

To access LDAP server Weld éBkEethhAbBAPtSegeer go to
, $10 3A00OAO #11 EZECOOAOQEITT O

The following figure shows the dedGME3I0OXAAP server conf

. Page |95
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LDAP Server
LDAP Server Configurations LDAP Phonebook

* Baze DM dc=pbx.dc=com
PBX DN: ou=phx .dc=pbx.dc=com
Root DM cn=admin Jdc=pbx,dc=com

* Root Password: gl

* Confirm Root Password: Bt
LDAP Cert: server.crt |
LDAP Private Key: private.lkey |
LDAP CA Cert: Server.ca |

Fi gBr5¢e LDAP Server Configurations

Th&CME63O0XDAAP server supports aommhy)moly adefcasglst (r EBlaer ef c

does not have to configure username and passwor ddto ac

"Root Password" here are for LDAP management and con
aut hentication purpose before modifying the LDAP infor.
The default phonebook Ilist in this L DAFZ fs @mwevte ri resan pbheo nve

under LDAP Phonebook.

TheCM63GBuAhport secure LDAP (LDAPS) where the communica
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{3} Phonebook Download Configurations 51 Import Phonebook

PHONEEOOKDN & OPTIONS

[2] ou=pbx.de=pbx.de=com [30] ©

1 Towsl:1 | 10/ page~ | Gow |1

Fi gwBr6e Def ault LDAP Phonebook DN

< Edit Phonebook: phx

EXTENSION CALLERID NAME = OPTIONS

1000

1001

&

1002

®

1003

®

1004

1005

1006

®

1007

R

1008

&

1009

1 2 3 Total:30 | 10/pagev | Goto |1

Fi gwBr7fe Def aul t L DoAP ARthtorniebbuot e s

Users could use the default phonebook, edit the defaulf
the LDAP server as well as export phonebook from the LD
dn "ouepplxddc=com" displayed on the LDAP server page
add or del et e contacts directly. The contacts i nfc
GUAEXxt ensi oAEXtr em&kfiiornsst . The default LDAP phonebook wil

. Page |97
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{3} Phonebook Download Configurations 51 Import Phonebook

PHONEEOOK DN

r
[5 ©

[2] ou=pbx.de=pbx.de=com [30]

OPTIONS

1 Towsl:1 | 10/ page~ | Gow |1

Fi gwBrBe LDAP AleDARTrPhonebook

T Add new phonebook

A new sibling phonebook of the default PBX phbbABook

Phonebook" section.

Add Phonebook

* Phonebook Prefix:

Phonebook DM

Fi gwBr9e Add LDAP Phonebook

Configure the "Phonebook Prefix" first. The "Phonebool
configuring "Phonebook Prefix"ilals B e efoipllled'd wihteh ""Pdhw=npee&
Once added, uszmw eantsehectphonebook attributes and co

Oto delete the phonebook

< Edit Phonebook: GStest

ACCOUNTNUMBER CALLERID MAME EMAIL OPTIONS

062514356 Dr. Smith @ m

1 Total:1 | 10/ pagev | Gow | 1

Fi guwuroe Edit LDAP Phonebook

. Page |98
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Click on

Import Phonebook

The file

nebook

from your computer

Al mport Phonebookodo an

to be

Notepad and s adv

Here i s
Users <co
to start

how a s
ul d exp
wi t h.

o5V

Choose File to Upload

Fi gurie | mport

d

a

GRANDSTREAM

CONNECTING THE WORLD

to LDAP server

dialog will prompt a:

Phonebook

i mported must b-8
eenictodwiingh. UTF
ample file I ooks |

ort a phonebook

fil

an @Q@&¥ins\eCKB «oranX Mlp efni It

k e. Pl ease note fAAcc
e ffomsthaeandCM&20x A |

A E
First MamiLast Name
John Doe
Jane Doe
William Chung
Linda Kuo

[ T, B NNV

Steve Chang

C
Account Number
1001
1002
1003
1004
1005

8] E F G
CallerID Mame Email Department Mobile Number
1001 IT 1001000000
1002 Sales 1002000000
1003 Marketing 1003000000
1004 Accounting 1004000000
1005 Support 1005000000

H 1 J
Home Number Fax Phonebook DN
phonebook
phonebook
phonebook
phonebook
others

The
phoneboo
phoneboo
file is
I n the C

already
phoneboo
thisepbo

Phonebook D

Fi guwr2ze Phonebook

N field is the

CSV File Format

S

ame

fiPhonebook Prefi xo e
enfiPhonebook DNo f i

k DN Aou=phonebook,dc=pbx, dc=cl@N6 vbhA ebehauC8]

k. Theref eres, dipfronbboakeé&r i
i mported.
Sv file

, users can specdiffyf edriefnfte rceonntt apchtosn.e blofo |

e xUGM6s3 loxdMA P hBhonebook,
he phonebod&EMOEINLDAELs Phomebdboiokt @annkelve ph

k . I f t
R DN wi

|1 be created.

t he

contacts in the CSV

V- S
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The sample phonebook CSV file in above pictubUEM&BODKATr es

LDAP Server

LDAP Server Configurations LDAP Phonebook

Note: The first phonebook is for extensions in this PBX. The contacts cannot be added or deleted directly. To add or delete the contacts, please modify the accounts in "Extensions” page first. To modify the
read-only atiributes, please edit the corresponding items in "Extension” page, and the phone book will be automatically updated when the change is saved and applied. Users can add other phenebooks for
external accounts. For those phonebooks, users can edit LDAP attributes and add or delete contacts directly.

{3} Phonebook Download Configurations 51 Import Phonebook

PHOMEEOOK DN + OFTIONS
[2Z] ou=pbx.dc=pbx.de=com (0] ©
E] ou=GStest,de=pbx.de=com () B o

1 Total: 2

10/ page~ | Goto

Fi guwur3e LDAP Phonebook After I mport

As the default LDAP phoneboozkcowiot hc alhM ofi o b=ep bexd, idtce=dp b,
phonebook section, users cannot 1Iimport contacts with P

T Export phonebook to WY&M6 30xDMoR tsear fagrom

Select the checkbox for the LDAP phonebook and then ¢
selected phonebook. The exported phonebook can be used
the users to add moreoc ¢Uh@M&EI®gANnNit and i mport t

LDAP Server Configurations LDAP Phonebook

Note: The first phonebook is for extensions in this PBX. The contacts cannot be added or deleted directly. To add or delete the contacts, please modify the accounts in "Extensions” page first. To modify the
read-only attributes, please edit the corresponding items in "Extension” page, and the phone book will be automatically updated when the change is saved and applied. Users can add other phonebooks for
external accounts. For those phonebooks, users can edit LDAP attributes and add or delete contacts directly.

£} Phonebook Download Configurations 5] Import Phonebook [3 Export Selected Phonebook

= PHONEBOOKDN = OPTIONS
' —
[2%] ou=pbx.dc=pbx.de=com ) ©
E] ou=GStest.dc=pbx,dc=com §) B o
1 Total:2 | 10/ pagev | Goto

Fi guwrde Export Selected LDAP Phonebook

,$10 #1 EAT O #11 £ZECOOAQEITO

The configuration on LDAP client is wuseful when you us
how to configurne otnha hleDAJIEMc!I i en

. Page | 100
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Assuming the remotfdcspbxedi,bamanfdingurse t he LDAP client
T LDABervEnmter a name for the remote LDAP server

T Ser vAadrdr eBrst:er t he | P address or domain name for ren
T Base dDN=pbx,dc=com

T Usernamet:er username if authentication is required
T Passwd&Emd:er password if authentication is required
T Fil Eater the filter. Ex: (| (c€&)herl DName=%) (Account
Y9 PorBEnter the port number. Ex: 389

T LDAP Name AtEtnrtieruttéhse: name attri butes for remote seil
T LDAP Number Aetnttreirb uthees :number attri butes for remot e
The UCM can automatically update t he pthiocn elbpodoakt,e bGy ccloendf
options are: 1 day/2days/ 7 days. It is set to 6Noned b
The following figure gives a sample configuration for |
Phonebook Download Configurations Cancel Save

DAP Server: LdapClient = Server Address: 182.168.0.240

Base D de=pbx,dc=com * Username: cn=admin,dc=pbx dc=com

______ ter: (CallerlDName=%)

*Port: 339 LDAP Name Attributes: CallerIDMame FirstName LastName

Client Typ LDAP = LDAP Number Attributes: MobileNumber HomeNumber AccountMumber

DAF Automartic U e Cycle Nane

DAP Clent CA Cert clientca -

DAF Client Priva clientkey [ |

Fi gurse LDAP Client Configurations

To conGigmndetream | P phones as the LDAP clients for UCN
T Server AdHdeebsP: address or domain name of the UCM

T Base dDN=pbx,dc=com

T UsernaPhe:ase | eave this field empty

. Page | 101
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1T Passwdrldk:ase |
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eave this field empty

E WORLD

rst Name

Number

on

T LDAP Name ACdlrliduitEBName Emai l Depart ment Fi
T LDAP Number AdccoumtuMNember Mobil eNumber Home
T LDAP Numbei AEiclouat Number = %)
T LDAP Name (Emalteri DName=%)
T LDAP Displ:dAgcNHamé Number Call er |l DName
T LDAP Verdi ex:i sted, please select LDAP Versi
1T Por3g8o9
The following figure shows the configuration i
LDAP server agdFicgaBmseiLdDWPe Herivnier CConfigurations

LDAP

LDAP protocol
Server Address

Port

Base

User Name

Password

LDAP Number Filter
LDAP MName Filter
LDAP Version

LDAP MName Aftributes
LDAP Number Attributes
LDAP Display Name
Max. Hits

Search Timeout

Sort Results

LDAP Lookup

Lookup Display Name

LDAP

192.168.40.134

389

dc=pbx,dc=com

{AccountMumber="0)

(CallerIDName="%)

O Version 2 ® Version 3

CallerIDMName

AccountMumber

AccountMumber CallerIDNal

50

30
® No O Yes

¥ Incoming Calls ¥ Outgoing Calls

o | Sovears oy | st |

Fi gure GXP2170

LDAP Phonebook

Configuration

V- S
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\

4EI A 3AO0ET CcO

0

1 OO01T 1 AGEA $AOA AT A 4EI A

O

The current syHCBHGM3 kake ben ftohuemd ASBSdst st ADHIN b APBXK
Status

To confi JCrM6 3 0thdd update time automatAiSyslh ISye,tt §digswen We
Sett AAgsomatic date and Ti me

Not e:

Theonfigurations  ASetdtehANdMeed SEIAuhgmati ¢ datpgagaendr €g unier
reboot to take effect. Pl ease consider configuring au
UCM630wA the first time toi mwtodldl steirovn caend ndeplrayme ratf t

Tab2® Ti me Auto Updating

Specify the URL or | P addri@GM6 0 x
Remote NTP Ser\v i )
synchronize the date and time. Th

I f set t oUCM®G3sOtxaM t et provi sionec
Enabl e DHCP Opt DHCP Option 2 in the | ocal serve

"Yes

I f set t oUC'M6e3skxa t et provisioned
Enable DHCP Opt DHCP Option 42 in the | ocal ser ve
manually configured NTP Server. T

Select the proper tU@MM6 ZXbxam dpspb

time accordingly.

Ti me Zone

A0 $AO0A AT A 4EITA

To manually setJCMBE8OXifme t mM\\Blylsa Beht t AMigme SeASeitnglsat e an
Ti me The for "MMMDD sHH:YWM: SS.
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Time Settings
Automatic Date and Time Set Date and Time NTP Server Office Time Holiday Cance

Current Date and Time: °

Date Format yyyy-mm-dd

Time Format: Use 24-hour Fermat

Fi gurfe Set Ti me Manually

NotManually setup time will take effect i mmediately aft
would i ke UOMGEXMBb0At kebp the manually set up"Reimog es eNtTtPi |
Server ", "Enabl e DHCP Option 2dptainodn s" EunnadflSe tVep® BGIEIp t i «

Sett AAgso Ti me ppeopgeatamg unchecked or set to empty. Othe
this page will take effect after reboot.

40 3A00AO

Th&CM63@kxam be used as an NTP server for the NTP client
t hCM6 3 axsPret NTP server, set "Enable NTRSyst@&ett ATgmé Yes"
Sett ANGR Ser vOoenr t he client side, poi RCM6IRBE XPHN TaRd dsreersvse ro ra
name t o WCGM6 3tthxeA t he NTP server.

| FEEAA 4EI A

Oon tUCeM6 30x A he system admi Hoifsftircdet otrwhmieahh dafhi me used t
condition for extension call forwardbn§i gahedgod €tioa eVilethi |
GUASYystem SATitme gSeAQfifnigtsene Cl ikt oncreate an office tin
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Create New Office Time

Cé System Settings Show Advanced Options:
Meonth: Jan Fepb | Mar | Apr
May | Jun | Jul | Aug
Sept | Oct | Nov | Dec
Day 203|als|6|7

5|16 |17 (18|19 |20 | 21
2223124 |25| 26|27 |28
29|30 |31

Fi guwur8e Create New Office Ti me

Tab22 Create New Office Ti me

Start Ti me Configure the start time for offi
End Ti me Configureitmee feoend of fice hour
We e k Select the workdays in one week.

Check this option to show advanc
speciMoynmt h® and " Day" bel ow.

Show Advanced (

Mont h Sel ect the mont hs for of fice ti me

Day Sel ect the omer kmbaaytsh . i n

Sel &8&tart Time", "End Time" and the day for the " Week"

define month and day of the month as advanced options.
for the othkeeefimettoThe office time wildl be I isted i
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Time Settings
Automatic Date and Time Set Date and Time NTP Server Office Time Holiday
NDEX TIME WEEK MONTH DAY OPTIONS
1 09:00-18:00 Mon Tue Wed Thu Fri Default Default B O

Fi guwr9e SetATiinnges SeAQfifnigcse Ti me

i Clicr'i')toon edit the office ti

| Clic,ﬂ,]]toon del ete the office ti

T ClicKKedrett® del ete multiple selected office times at

On tWUICME6 30xAhe system admi"nhiosltirdaayo'r, cwhni cdhe fcianne b e

used
for extension cal/l

ifoboamdi myl eccodneft egduerl gaorhdToi dAaSyy, sGUd m

Sett AMgme SeAHolnigdssagl i"a#dtoon create holiday ti me.

UCM6e302

Create New Holiday

¥ Name: Labor Day
Holiday Memo: National Labor Day
L__-.':; System Settings =
Yea 2019 v
Month: Jan Feb Mar | Apr
May Jun Ju Aug

9 011 (1213|114

617 (18|19 |20 | 21
2223|2425 26|27 |28
20130 N

Show Advanced Options:

. Page | 106
UCM6 3 ®BxAies User Manual

e Ver si dri.a. 0.



GRANDSTREAM

CONNECTING THE WORLD

Fi gwbroe Create New Holiday

Tab2® Create New Holiday

Na me Specify the holiday name to ident
Hol i day Memo Create a note for the holiday.
Mont h Select the month for the holiday.
Day Select the day for the holiday.

Check this option to shdwcdaewdan pd
the days as holiday in one week b

Show Advanced (

We e k Select the days as holiday in one

Enter HdNlaimedy and "Holiday Memo" for the new holiday.

administrator canoakswed&fiase adawsiced options. Once d
"Apply Change"” for the holiday to take effect. The hol
bel ow.
Time Settings
Automatic Date and Time Set Date and Time NTP Server Office Time Holiday
4+ Add
NAME WEEK YEAR MONTH DAY HOUDAY MEMO OPTIONS
Labor Day Default 2019 May 1 & O

Fi gwbrie SetATinmges SeAHoilnigdsay

T Clcik Elto edit the holiday.

1 Clicm]'oo del ete the holiday.

T ClicKedrett®e del ete multiple selected holidays at once.,
Not e:
For more details on how to use office time and holiday,

https:// www. grandstream. com/ hubfs/ Product Documentati ol
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%i AEI 3AOOEIT ¢O

%i ABAIOOET ¢O

The Emai l appuUCMéaBixmmam ddre tuhseed t o send out alert-Tevent
Emai |l ) et c. The configuration par ameSyesrtseSmcamBimei lacc
Sett ABmail Settings

Tab24Emai | Settings

Enabl e or di sable TLS during tr
TLS Enabl e

anot her SMTP server. The defaul't

Sel ect Emai l type.

T MTAMai l Transfer Agent . The E
configured domai n. When MTA i s
up SMTP server for it or no u:

Type _ :

Emails sent from MTA might be
SMTP eerv
T ClieSuhbhmid't Emails to the SMTP
required, and users need | ogin
) Specify the domain name to be u

Domai n
"MTA" .

SMTP Server Specify the SMTP se't@lkiremwh®n usi
Enabl e SASL Authentication. When
the username and password for ma

Enabl e SASL of the mail server requires | ogi

Aut hentication privvnatid servers allow anonymous

this option to send Email as nor

di sable this option.

Username is required when using
User name
addr ess.

Password to |l ogin for the above
Password

when using type "Client
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Monitors the inbox of the confi
) subj eectab,lleitdhe UCM will get a cop
Enabl e -tEdax | i )
email and send it to the XXX ext
in PDF/TIF/TIFF for mat.
Ema-t B ax The wuser can endhbFlaex tBhl ea c k iftanisd al
Bl acklist/ Whit Whitelist
; Select the email subject XXiXmedtel
Ema-t Bax Subj ec ) ;
the extension that the faanwohl yl
For mat
number s .
I nternal Bl ack Emai | address blacklist/whitelis
Emai | addr ess bl ackllosdl/ witiotné laic
External Bl ack i ) . i
mul tiple addresse(si .wa.t"hxxx;myxy' )
Fax Sending i
) | f enabled, the UCM will send an
Success/ Failur )
_ ) the fax sending result.
Confirmati on
Configure the POP/POP3 server ad
POP/ POP3 Serve )
Example: pop.gmail.com
Configure the POP/ POP3 server p
POP/ POP3 Serve
Exampl e: 995
Di spl ay Name Specify the display name in the
Specify the sender's Email addr e
Sender
Foexample: pbx@example. mycompany.
The foll owing figure shows alU CsMbr3p)Ixefa sEsnuamiiln gs etthtei n g maoil
192. 168a% .20 SMTP server.

V- S
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Email Settings

Email Termplate

TL% Enable:
Type:
Email Ternplate Sending Format:
£ SMTP Server:
# Enable SASL Authentication:
& Lisername:
& Password
Enable Email-ta-Fax:
POF/POPS Server Address:
POF/POPS Server Port:
# Display Name:

+ Sender:

Ernail footer hyperlink Ernail Send Log
| Client v
MWL -
| 192.1658.6.202:25 |
=
| G5test@gmail.com |
|mw e

| PEX

| G5rest@gmail.com

Fi gwbrze UCM630xA Emai l

Settings

Once the confiingwrhetdi,orcliixck on "Test". I n the prompt,
to verify the EW&EMBb3S&®Ati ngs on the
%l AET 4AiI p1 AGAO
The Email t enmpdMb6t3etxad nbe hesed for email notification
accessed ViASeWelNBE@UHI | SAEmMainigsTempl ates
. Page | 110
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Users can customize email templ ates for password rese
meeting M&porGDR, P emergency cal |, mi ssed cal | s, al ert
=
fClic ~“dmon to edit the template.
Email Settings Email Template Email footer hyperlink Email Send Log
TYPE NAME TIME OPTIONS
Extension account_template. html 2021-11-03 10:00:21 UTC+01:00 I'_}
Call Queue Statistics callqueuestatistics_template.html 2021-09-13 10:57:28 UTC+01:00 A
Meeting Report conferencereport_template.html 2021-059-13 10:57:28 UTC+01:00 &
PMS pms_template.html 2021-09-13 10:57:28 UTC+01:00 I'_}
Missed Calls missedcall_template.ntml 2021-09-13 10:57:28 UTC+01:00 I'_)
Fax Sending sendfax_template htrn 2021-08-13 10:57:28 UTC+01:00 [EA
Fax fax_template.html 2021-09-13 10:57:28 UTC+01:00 I'_}
Meeting Schedule mcm_template.ntm 2021-09-13 10:57:28 UTC+01:00 I'_)
Alert Events alert_template html 2021-08-13 10:57:28 UTC+01:00 [EA
Scheduled Meeting Report conferenceschedulereport_template.htm 2021-09-13 10:57:28 UTC+01:00 I'_}
Reset Password resetpassword_template.htm 2021-08-13 10:57:28 UTC+01:00 |—_;
Voicermnail voicemail_template.htm 2021-08-13 10:57:28 UTC+01:00 [EA
Emergency Calls emergency_template.html 2021-09-13 10:57:28 UTC+01:00 I'_}
CDR cdr_template.html 2021-058-13 10:57:28 UTC+01:00 &
Fi gbrde Email Templ at e

Email Footer Hyperlink

Under UCM AVEhsGEM RPeBmainlgsHAeEmadinlgsFooter Hyperlink, us e

and URL to modify the email footer hyperlink.
Email Settings
Email Settings Email Template Email footer hyperlink Email 5end Log Cance =3
*Text Company Info *URL: https:/iwww. grandstream.com e
=Text Contact Us *URL: https:ifwww.grandstream.com/contact-us? e
Fi gwbrde Emai | Footer Hyperlink
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%i AE1T 3ATA ,1¢C

Under UCM AV®RYSs tGddh SAEmMmainlgsSAEmMainigs Se,ndurssogoul d search,
check whether the Email i's sent out successfully or n
message if the Email is not sent out successfully.

Email Template Email footer hyperlink Email 5end Log

\AIL GENERATED TIME EMAIL SEND MODULE RECENERS LAST SEND TIME LAST SEND ADDRESS SEND RESULT RETURN CODE

Fi gwbr5e Email Send Log

Tab2® EmaiilDilsopgl ay Fil ter

Start Ti me Enter the start time for filter
End Ti me Enter the end time for filter
Receivers Enter the email recipient, while

separ atwd tthhecommma and no spaces.

Send Resul t Enter the status of the send resu
Return Code Enter the email code to filter wi
Emai | Send Mo Sel ect t he emai | modul e -downf il it

cont ai ns:
T Al Modul es
T Extensi on
T Voicemai l

f Meeting Schedul e

. Page |112
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T User Password

T Al ert Event s

T Test
Emai | l ogs willl be shown on bottom of the AEMail Send
- - RETURN CODE
EMAIL GENERATED TIME EMAIL SEND MODULE RECEIVERS LAST SEND TIME LAST SEND ADDRESS SEND RESULT OPTIONS
A

2020-12-22 18:00:03 Video Conference Schedule  m.g@gmail.com 12-22 18:00:05 m.g@gmail.com sent 250
2020-12-21 18:00:04 Video Conference Schedule  m.g@gmail.com 12-21 18:00:06 m.g@gmail.com sent 250 U
2020-12-20 18:00:04 Video Conference Schedule  m.g@gmail.com 12-20 18:00:07 m.g@gmail.com sent 250 i
2020-12-19 18:00:03 Video Conference Schedule  m.g@gmail.com 12-1918:00:06 m.g@gmail.com sent 250 i
2020-12-18 18:00:03 Video Conference Schedule  m.g@gmail.com 12-18 18:00:06 m.g@gmail.com sent 250 i
2020-12-17 18:00:03 Video Conference Schedule  m_s@email.com 12-17 18:00:06 m.e@email.com sent 250 i v

1 2 3 4 > Total:32 | 10/ pagev | Goto |1

Fi gwbrée Emai |l Logs

Bel ow are the codesdieguemad!|l whand their description:

Tab2é& Email Codes
250 Mail sent successfully
501 Address format parsing error, 501
unacceptabl e charact erasddirre stshéda nr
Pl ease check if the recipient's &€
"sender" configured on the client
535 The user name and password verifi

Pl ease checkuswdretmame tdaed passwor

correctly.

550 Possible reasons:
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1. The recipient's mail box user n
state, please check whether the e
addr ess.

2. The ndembernafi on addresses sen
maxi mum | imit per day and is temp

sending frequency or try again th

3. The sender's I P does not pass
domai

=)
(2]

Emai i ® MTA mode may retur

they are sent.
552 The sent email is too | arge or th

553 The send

sender a

r and the email account

(0]

(2]

y ourc oagmeeiclt layccount

554 The email was identified as spam.
or try again the next day

none I ndi cates that there is no return
I f the sending result iIis "deferre
service area@a isceomécppluy.e Pl ease
configuration is correct.
I f the sending result is "bounced
receiving email address domain na
the email recipient idfthe dorieac
pl ease check whether the "domain"
domain name as the "recipient?

(!

Duslystem hot standby provide€el ar ahnitgh¢ gl urteiloinabf @er aemt efr
series/ UCM6300A series. Based on two UCM devices of the

is in the "Active" working state in real time, and the

server wilkedetsybhbkrrenhiaandby machine in real time, and t

of the host at all ti mes. When the host fails, includir
Page |114
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machine will i mmediatelandt ah¢é eovehet HAchiuvieieswor ki ng st a
that the business is not interrupted, and the call willdl

Before forming -say sgeinr ehdotHA adcukaulp, two UCM devices rikeed
settings. The network mode can only be switching or rout

(1 OAOBOET CO
The users can conSy gtuemr 3 AMAtdiAiHAg Lunddgea.s

HA

Cance!
HA Settings HA Log - m

Fi gwbrie HA Settings

Tab2® HA Settings parameters

'iili'iiiii'lll'iii'IIIHiIIiiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Hi gh Avail abEnabl es/ di sables the HA functionality. I
Force switchkAfter c¢clicking the button, the activel/l s

) Themaster and sl ave static configuratior
HA Station T

decided dynamically by the active [/ st a
) To carry the service, the main and stan
HA Virtual | ) )
intranet ter mitreal ashhdo wlsdke rtehgei | P addr ess
Page | 115
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I P address of HA peer device.

to specify this peer MAC address w

Heartbeat PcThe number of the hecaanshiesatte mptorwi tshh otuh e

Heartbeat Ti
Period (5s)

I f ot

Soft ware FautEnabl

meout occur s, services wil/|l be tra

e Software Fault Swi tch

| f i ssues ar e sdeelteecctteedd cwintnhe ctthieon i nt er f

Har dware Faittake

over services after the master/ sl a

a fault al ar m.

Enable | Pve | f enabl ed, HA on UCM can be used with |

(130A000

Once the HA is con

figured, styhset euns esrdp HoAA A AvsiSe \a s iutsh owma tbe d «

HA

HA Settings HA Status

HA Status:

HA Full Backup Status:

Role of Current UCM:;

MAC Address of Current UCM: C0:74:AD:99:99:0

dle

Cne7 og-n7

£

Active

(t ,1¢
The user can Vview

execution results

switchover.

Fi gbr8e HA St atus

st HA sk AL cspatget. heThe HA | og effect
of past full backup actions, as wel |l

V- S
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4 Zt0 w

To conf i-0g6u9r eo NTRGr andstream @aviamed erset foll owing
Enabl & 6BR Toggle it onrO6G%. elntabilse eTrRabl ed by def aul
ACS URL URL f eOr6 9TRAut o Confi guration Servers (AC
TRO69 Userna ACS userna#é9f omuBR be the same as in t

TRO69 Passwo ACS passwoD@89f omuIR be the csamkei gqer ani o1

Periodic I nfEnables periodic inform. I|If set to 'Yes'
Periodic | nfPeriodic UCvM@3mhAh send infol6O paCXK eser \
Interval This option is specified in seconds.

ACS Connect.i

Request User

The username for the ACS to connect t o

ACS Connect.

The password for the ACS to connect to
Request Pass

Connection fFPOrt for incoming connection requests.
Port The defaulb64value is
CPE Cert Fil The Cert file for UCM to connect to the

CPE Cert KeyThe Cert key for UCM to connect to the .
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02/6)3)/.)."

| OAOOEAX
Grandstream SIP Devices <can be configured via Web int
TFTP/ HTTP/ HTTPS downl oad. Al Grandstream SIP devices

file and XML for mat UCMB 8 Bpg wrva tdieasn af iPlleu.g Tahned ®lraow i mae m:

the Grandstream SicR ndewiuoes iionn amaznenreor by generating XM]

to downl oad it within LAN area. This allstwartusessngot !
devices in a managed way.
To provision a phone, three steps are involved, i . e..,

explains how Zero OCWMBEBgxAbrkseoni nhbe for thisWeéebatur
GUAVal-added FeAaZtewroesConfig

#1 1 ZECOOAOQEI T ' OAEEOAAOOOA £ O w1 A 01l ET O $AOE.
Started from firmware version 1.0.7.10, the end point
following three | ayers wihteh hprgihersittty from the | owest t
T Gl obal

This is the | owest | ayer. Users can configure the mos

devices during provisioning via Zero config.
T Model

I n this |l ayer, u ssepresc i fanc doepftii men smdtoermptl haet econf i gur at i
1T Device

This is the highest |l ayespetbstre opni consffgur € hdexeiod
device here.

Each | ayer also has its own structure in different | ev
explained [Ghobakt ConkMgudreat comfliag@reavtiicoen Conf.i gur ati on
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Device Layer Special Settings
Advanced Settings

Basic Settings

Model Templates

Default Model Templates

Global Templates

Global Layer

Global Policy

Fi gwbr9e Zero Config Configuration Architecture for End |

The configuration options in model |l ayer and device | a
options in gl obal |l ayermadadcgela Isaywesretamd dewi oegtlidyner .i nl -
|l ayers with different values, the highest | ayer value v

selects English for Language settiggage <étotbiamg Pioni Dg

Templ at e, the |l anguage setting on the device to be pr
priority than gl chalf ilgayeart.i oThos siunm huipg,her | ayer will al
for &ame eptions/fields in the | ower | ayer when present
After understamdaifng thefizguoati on architecture, users
end point devices t oUChwvs 3xyAv g s i 0 g e dthhbrgeuay il ea yheer s . Thi s
architecture allows users to set up and manage the Gra
centralized way.

N

I 001 o001 OEOGETTEI ¢ 3A0OO0OET CcO

By default, the Zero ConflU@M6f3e0bxbAur auit & eThharbd es d oantinim @ dhse

autpg ovi sgonare used.
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/

SIP End Device

/ UCM630X

4 Boot up
Discover Device 4%

Assign Extension
to Device

Create XML

Config File A

Send Downloading
URL to Device

Download
Config File

J

A 4

Reboot, Get 3

[ Provisioned |
2 /

Fi gwroe UCM630XA Zero Config

T SI'P SUBSCRI BE

When the phone boots up, datmuwsletnidesa otutl B UBSICHRAMBE Oitxréh t
di scovers it and then sends a NOTIFY wit hl hteh ep hXMle owd
then use the path to downl oaCM6h3etaxtAb ntfalge fihe mewecan

1T DHCP OPTI ON 66

Route mode needs to beWmsen ttlhe uplso ndbiysedfadaaatud tre DHCP (
turne,d iotagwadd tiDHACBI SCOVIEERq u e sTh@M6 3 OrxeAcei ves it and r e
OFFER widdnftihge ser veOptpiadm &RL fiamr exampl e, hth®s: //

phowel | tthilegatuhset o downl oad t he cWQMEOKA il e generated
T mDNS

When the phone boots wup, it sends out mMDNEMGBOWW It o

respond with its own address. The phone will then ser

t hCM6 30xA
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theiagteprprcegss iAvadanrd dWab F@&dddteuroe sCohefriocg Conf i g

| i t he nf ormati on.

n auto provision i

Zero Config

Zero Config Global Palicy

| Basic Settings
Enable Zero Config:

Enable Automatic Con

signment:

Ass

| Extension Assignment

Madel Templates Model Update

Global Templates

Zero Config Settings

Zero Confi Ten: 52 ero Config Extensi egmen
e Exte:
k Extension Segrnent: 4000 - 48¢ Pick Extension Segment
k Extension Period (hour)
| Network Settings
Subnet Whitelist: 192.168.6.0/24
Add Subnet Whitelist o
Fi gwrie Auto Provision Settings
Tab2® Auto Provision Settings
Enable or disabféegtheatrare on the
Enable Zero Cor
is enabl ed.
By default, this is disabl ed. | f
UCM6 3 0mi A | not send the SIP device
file and therefore the SIP device
Enabl e A“tomat'thLdzCMesoxA
Configuration /
Not When di salleevd,ceSI Ran still be
sending NOTI BEM6 B awhA tcthe wi | | i ncl
file URL for the SIP device to do
. Page | 121
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Aut o Assign Ext

Zero Config Ext

Segment

Enabl eEPi eksi on

Pick Extensi on

Pick Extensi on

Subnet Whi tel i s

« DCRANDSTREAM

CONNECTING THE WORLD

| f enabl ed, when the device is d
assi gextaemmnsi on within the range d
Segment" to the device. The def au
Click on the |Iink "Zero Config Ext
range to be assiicganleldy iAs s"iAgunt oBwnxatte 1
default raPyr9.i sZbr0DO0Confi g Extens
defined i nAPWBe&Xb SeGUAtGiemges al 8€enel

pafdeExt ensi on Preference section:

| f
t he

s el

t he

request .

extension | i st WA
Thi s

be

enabl ed,

device's featur ¢
ng
di sabl ed.

ect i extension to provi si

i s

Cl i
be

c k

sent

nk " Pick

devi ce.

the | i
t he

range

Extension
The def aul
Seg beA FBRX i Setds Gang &N
SettiMmMdgGenerpalgd Extensi on
Ext e

on
t o

me nt can

Prefere]

nsions

Specify the number of mi nutes to

pick extensions.

Thi s

t han

feature all ows t he

Uucw™m

UCM lmetps ¢

net wor k.

| P addresses to all

i sioned. <ITP>eCEDPRP ax

Enter subnet s

prov i s

Exampl es

10.0.0.1/ 8

192.168.6.0/ 24

Not &nl vy
supported.

private I P ranges (10. 0. (

V- S
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Pl ease make sure an extension is manually assigned to
enabl ed during provisioni nguCMe6f3tOsxed t BEI coafigkrani isawu
" Once the phorme kontfs gu P CHNEE fpibark svihlep tt ake t he
right away.

Changes

$ EOAT OAOU

Grandstream endpoints are automatically discovered aft
by specifying the | P addr ess kor Tshcraenen i nmegt htohdes eanrtei rseu pLp
devices.

T PI NG
1T ARP
T SI'P Message (NOTI FY)

Click on "Auto Di sAYaleaddeddREerZWe toe &£Iefriog C,o nffiilgl in th
Met hod" and "Scan | P". The | P addreeds si ns elganeend owvi | hee
det ect ed UBGMG6 3tOhxeA f users need scan the entire network
192.168.40. 255) instead of a specific I P address. Then
same nlktwba successfully discover the devi dJ€Civ6 3"0eehr o Co
GUAVal-added FeAateurroe sChAUtiog Provisioning Settings

Auto Discover X

The PBX can automatically discover new devices via ARP, PING or SIP Message by scanning the

entire network segment or a single IP address.

PBX LAN/LAN1 192.168.5.147

Address:

Network Segment: 192.168.5.0- 192.168.5.255
Broadcast IP: 192.168.5.255

Scan Method: SIP-Message v
Subnet Whitelist: Local Subnet Only v
Scan IP: . . .| 137

(o |

Fi gwr2e Aut o Discover
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The foll owing fidyiuxcoweéroems phdnesst. ofhe MAC address,
Ver si on, Vendor, Model , Connection Status, Creat e
Devi ceGWe)b are displayed in the I|ist
MAC ADDRESS IP ADDRESS EXTENSION RSION VENDOR MODEL CREATE CONFIG OPTIONS
[0 ooosaz2000001 192.168.2.111 unknown GRANDSTREAM GXV3275 FEolad®®
0D0B3227FB15 192.168.2.108 1.0.3.208 GRANDSTREAM GXV3275 |’_,‘ o & -7
Q00B32A46ACE 192.168.2.106 1.0.0.36 GRAMNDSTREAM I—_, m -7
000B22D33AC4 20.19.10.30 GRANDSTREAM [
000BB2F66470 10.19.9.26 GRANDSTREAN [
Fi gwrde Di scovered Devices
5Dl 1 AARET C $AOEAAO , EOO
Besi des -itrhedibsuddwery method on the UCM, users could pre
it by clickimlgmpoartdheebutwhoaoh a success message prompt
Users need to make sure that the CSV file respects the
entered information is correct (valid I P address, val.i
ot herwise the UCM wihlel orpeejreacdti otnhewiflill & aand
A B & D E F <} H | J K L M N
1 |========Device Start ======—=
2 |config_name wvendor state ip account_secre file_url  url_paramete last_access  mac version ad_state model hot_desking port
Grandstream 1 192.168.5.172 https:fflﬂz.lﬁ&.s.ld?:&mWﬁ 000B8249¢1.0.7.10 0 GXWA4248 no 5060
5 |========Device Start ========
& |config_name wvendor state ip account_secre file_url  url_paramete last_access  mac version ad_state model hot_desking port
7 Grandstream 1 192.168.5.114 https://192.168.5.147:30¢ ##HH#EH#EEEE 00088268 1.0.3.227 0 GXV3240 no 5060
8
9
10 config_name wvendor state ip account_secre file_url  url_paramete last_access  mac version  ad_state model hot_desking port
11 Grandstream 1 192.168.5.201 hittps://192.168.5.147:30¢ ####EEaE84E48 000B826FC 1.0.1.106 0-- no 5080
Fi gwrde Devi c@SVifsitl e Sampl e
- AT ACET C $EOAI OAOAA $AOEAAO
9 Sortinghotessssort per MAC Address, | P Address, Ver
columns from |l ower to higher or higher to | ower, re
Fitter: | Al ‘-’
T Filter S.. .o to display corresponding re
o Al Di splay all discovered devices.
0 Scan Resudy sanlIDy spdnually ®iscovergd devices. |
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o | P Address: Enter device I P and press Search bu

o MAC Address: Enter devi baatMA@.and press Search

o Model : Enter a model name and press Search butt
o Extensi on: Enter the extension number and press
Zero Config
Zero Config Global Policy Global Templates Model Templates Model Update Zero Config Settings
Filcer: | All RS import
Export
H MAC ADDRESS IP ADDRESS EXTENSION VERSION VENDOR S~ JDEL CREATE CO... OPTIONS
000B825C59CE 192.168.5.183 - 1.0.8.148 GRANDSTR Copy 2140 L fl]' @ g =
000B8262583D 192.168.5.179 - 1.0.9.25 GRANDSTREAM GXP2130 L.I m m G
000B226B1AG3 192.168.5.160 - 1.0.3.225 GRANDSTREAM GX\V3240 2021-01-18 ... L EI]' @& g
000B826F91E3 192.168.5.113 - 1.0.1.106 GRANDSTREAM L] fﬂ' CJ
000BR227119B5 192.168.5.37 - 1.0.3.23 GRANDSTREAM LJ m G

Fi gwlr5e Managing Discovered Devices

From the main menu of zoerrno tchoen ffiog ,| ousi enrgs ocpaenr apteirofn s :

i Clicin order to access to t heDidsicsocvoesreyc tyi one n u
1 CIic“to add a new devgi cdeattaob azseer ou scionngf i t s MAC ad
1 Cl|cto del ete selectedcdeaeVvigedatabmsehe zero

i Clicmto modi fy selected devices.

T Clic to batch update a |list of devices, the U

message to elvliceesl dnt @ed dler t o update them at once.

f ClicWlt o reboot selected devices (the selected de

extensions since the phone will authenticate the se

T Clic to cléadeaices configurations.
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i CIicto upload CSV file containing list of devic
i CIicto export CSV file containing |list of devic
to quickly set it up with the original UCMbés device

1 Clicto copy configuration from one device to an

deviceotend hmt this feature works only between devi

All these operations wil/ be detailed on the next sect|
"1 1T AAT #1711 ZECOOAOQET I

Gl obal configuration wil!/ apply to all the connected Gr
UCM6 3(hwA matter what the Grandstream device model it is

T Gl obal Policy

T Gl obal Templ ates

Not e: Gl obalc olnefmpgluartaetsi on h aGs olbiag h éPoonl fifcyar at y oh o

"1 TAAT ollEAU

Gl obal Policy can be&Vatwadsedd FicAaZteweoe sCBGIfad bgal pPadd.cyOn
the top of the configuration tabl e, users can select c
the caThgocwtegories are:

A Localizatommi gure display | anguage, data, and ti me.
A Phone Settciomgd gural Idifad atpuraems, cNAT, call progress t
A Contact d¢omsfti gure LDAP and XML phonebook downl oad.

p>

Mai ntenawcoefigure upgrading, web access, Telnet/ SSH

A Network Settctoinfiggure | P address, QoS and STUN settir

A Custominzatustomize LCD screen wallpaper for the sup
A Communication Senftiggse Email and FTP settings
Select the checkbox on the Il eft of the parameter you Ww(

par ameter.
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Fi gwrée Gl obal Policy Categories
The following tables |list the Gl obal Policy configurat,|

Tab2@ Gl obal Politlyo®alriameticors

Language settings

Language Select the LCD display | anguage oI

Date and Ti me

Date For mat Configure the date display for mat

i Configure the thoner dhsp? affor matl 20
Ti me For mat i
deviceds LCD.

Enabl e NTP To enable the NTP service.

Configure the URL or | P address o
NTP Server . i
may obtain the date and time from

NTP Update I nteConfigure the NTP update interval

Ti me Zone Configure theedi me ZzbeeSI P end de\
Enabl e DaylightSelect either to enable or disabl ¢
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h Prae adett teirsg s

) Configure the rduwelfea.ulRordisaylntpaxanand
Di al Pl an )
to user manual of the SIP devices
When enabl ed, fADo Not Disturbo, ACcC
Enabl e Call Feebe used via the | ocalnd.ea®Ouher wios
feature code wil/l be used.
) I f set to fAYeso, pressing the nunm
Use # as Dial -
input digits.
I f set to AYeso, the phoseewkler @I
answer incoming calls after a shol
Auto Answednby Call hfo header sent from the servel
The default setting is enabl ed.
NAT Traver sal Configure if NAT traversal mec hani
| f tsoethYeso, this parameter will f
User Random Por
|l ocal SI'P and RTP ports.
General Settings
Configure call progress tones inc
tone, message waiting WwWaneinginhgn
and reorder tone using the foll owi
fl=val, f2=vadrn2/ <coviodn2l[/o fof f3f]1[] ;
Cal | Progress 1
f Frequencies are in Hz and cadenc
f Aono is the period (in ms) ofenri
Up to three cadences are support
T Please refer to user manual of
more details
Sel ect ADefault Moded or fAToggl e
HEADSET Key MocPl ease refer to udervimarmsualo dfe tph
det ail s.
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Pol i t@o Ptaa atmelt ieg ts

LDAP Phonebook

Sel atManual 6 or APBXO0O as the LDAP
T I'f AManual 0 is cehfficgedat it e k&I
Sour ce the SIP end device.
T I f APBXO0 is selected, -4 he fUW6P3 0
Web @B8kstem SALDARgSewmividr be appl
Addr ess Configure the I P address or DNS n:
Port Configure the LDAP server port. TI
This is the |l ocation in the direct
Exampl e:
Base DN
f dc=grandstream, dc=com
f ou=Boston, dc=grandstream, dc=cc
Configur efiUsheer nbaintmeddo f or querying I
User name
be | eft blank if the LDAP server
Configure the bind fiPasswordo for
Password )
|l eft blank if the LDAP server al/l«
; Configure the filter used for num
Nu mb eirl tFer )
for more details.
) Configure the filter used for name
Name Filter )
more details.
i Select the protocol wemdiobme floirnd
Ver si on )
default value i s 3.
Specify the finameo attributes of
Name Attribute LDAP search result.
Exampl e:
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gn
cn sn description
Specify the finumber o attributes o
LDAP search result.
Number AttributExample:
tel ephoneNumber
telephoneNumber Mobil e
Configure the entry information tc
can be displayed.
Di spl ay Name
Ex ampl
%cn %sn %telephoneNumber
_ Specify the maxi mum number of rest
Max Hits ) )
Valid range is 1 to 3000. The def ¢
Specify the interval (in seconds)
Search Timeout cilent waits for server to return.
Valid range is 0O to 180. Default \
Sort Resul ts Specify whether the searching resi
i Configure to enable LDAP numba&lrl ss
l ncomi ng Call s } i
default setting is No.
) Configure to enable LDAP number
Outgoing Call s ) )
default setting is No.
Configures the display name when
Lookup Display call or outgoing calll
|l tust be a subset of the LDAP Name
XML Phonebook
Phonebook XML ¢<Select the source of the phonebool
. Page | 130
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1 Disabl e
Di sable phonebook XML downl oadir

f Manual

Once selected, user s need spec
HTTPSTHTP and the server path to
file. The csocewrlvderbepaltm address o

character s.

T Local UCM Server

Once selected, click on the Seryv
XML file. Pl ease nhbeephbheboakl
server, the original file name
the file wild.l be renamed as phor
Phonebook Downl Configure the phonebook downl oaod
Il nt erval automatic downl oad wi |l be di sabl
Remove manual l yIf set to AYeso, when XML phonebo
entries on dowrmanually wil/ be automatically reil
Tab82 Gl obal Pol i tMaiPatr aman ee s

Upgrade and

Fi

rrmwar e

Sour ce

Provision

Firmware source via ZeroConfig pr

server addr es s, | ocal UCM directo

UCM6 30xeAlSect a source to get the f

T URL

| f sel ect to use URL to upgrade
foll owing four parameters: AUpg!

and AFile Postfixo.

T Local UCM Server

Firmware can be UQGNVMeERAWeA et oaal h:

V- S
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firmware upgrade. I f selected, ¢
ADi rectoryo option, wupload fir myv

device to retrieve the firmware

T Locd&EB Medi a

| f sel ected, the USB storage de
UCM630CxnAMd the firmware file must
AZC_firmwareo in the USB storage

f Local SD Card Medi a

I f selected, an SD car tdh@@MadxtxnA
the firmware file must be put u
the USB storage root directory.

When URL is selected as fir mwar e

Upgrade vVvi a
HTTP or HTTPS.

Wh e n URL i s ddlremomaa e &sour c e, co
Server Path }
upgrading server path.

File Prefix Configure the Config Server Path.
When URL is selected as firmwar e

Config Server Fpostfix. | f configured,t elnyattdchei rc
postfix wild.l be downl oaded and f

~I'f DHCP option 43 or 66 is enabl e
Al'l ow DHCP Opti _
be redirected.
I f enabl ed, the &awmtdo mpatiindaldleyw iwpeg m
is detected. Users can select aut

mi nut e.

T By week
Aut omati c Upgr ¢
Once selected, specify the day

server for firmware upgrades or

T By wWa

Once selected, specify the hour
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FirmawabUpgrade F

Zero Config

server for f
f By minute

Once selecte

request for
Specify how fi
Sel ect either

i rmwar e

d,

rmwar e

t o

s Xe chiafty
newmf noumear e

enabl e

GRANDSTREAM

CONNECTING THE WORLD

upgrades or

tthhee SilnPt e

every

upgrading ant

or disabl

Admin Password

EndJsePPrasswor d

Web Access Mode
Web Server Port
RTSP Port

Enabl e UPNnP Di s
Login Settings
User Login Ti me
Maxi mum Consec.!l
Failed Login At
Login Error Loc

Configure the administrator passwi
Configur alstere pasdsword for the end
Select HTTP or HTTPS as the web at
Configure the port for web access.
The valid range i 1 to 65535.
Configure Pome .RTSP

Select either to enable or disabl
Configure the | ogin settings.
Configure User Login Timeout.
Configur e CMdasiemwmi ve Failed Login
Configure Login Error Lock Ti me.

Enable Telnet/ SSH access for the
) supports Telnet access, this optio
Di sabl e Telnet/ )
if the SIP end device supports SS
access of the device.
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Sysl og Server Configure the URL/I P address for f
Sysl og Level Select the |l evel of | ogging for s\
Send SIP Log Configure whether the SIP | og wildl
Tab82 Gl obal Pol i tNetPworalmeS etrtsi ngs
Basic Settings
Configure how the SIP end device
PPPOE can be selected.
T DHCP
Once selected, users c@opsiperci Iy
| P Addr ess end device as DHCP client, and )
the client and server to exchang
1 PPPOE
Once selected, users need speci
Service Name for PPPOE.
Speci fies the name of the client.
Host Name ) )
by I nternet Service Providers.
Vendor Class I[LUsed by clients and servers to ex¢
Account | D Enter the PPPOE account | D.
Password Enter thRa®PPWRWoEd.
Service Name Enter the PPPOE Service Name.
Advanced Setting
Define the Layer QoS parameter.
Layer 3 QoS i i .
Di-$érv or MPLS. -¥#¥8lid range is O
. Page | 134
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Assign the priority value of the 1
Layer 3 QoS For
Val id rabn3g.e i s O

Assign the priority value of the 1
Layer 3 QoS For
Val id rabn3g.e is O

Assign the VLAN Tag of the Layer

Ny

Layer 2 QoS Tac
Val i d r adn0g%5 .i s O

Assign the priority value of the 1
Layer 2 QoS Pri
Valid r&nge is O

Configure the | P address or Domam-i
STUN Server ) .
symmetric NAT routers work with S1

Keep Alive Select either to enable or disahbl e
Specify how often the phone will s

Keep Alive Intein order to keep the @Apiomnpenhol\adl
10160.

Regi ster ExpireSpecify the Register Expiration.
Local SI P Port Configure Local SIP Port.
Local RTP Port Configure Local RTP Port.

Aut o-HOm k Ti mer Conf i gur eHoAawk oTiOmer ( s) .

Ring Ti meout ConfigulTem®ounyg.
SIP Transport Select either UDP, TCP or TLS/TCP
Direct | P Call Select either to disable or enabl e

SI P Proxy Compe ) )
Sel ect either to disable or enabl e
Mo d e

Unregister On FSelect either to disable or enabl ¢
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Whiteli st Select either to enable or disabl e
SI'P Phone NumbeConfigure the SI P Phone Number Whi
TabB84 Gl obal Pol i tQu Ptac mimz4d teir s n
Wal | paper
Check this option if the SIP end «
the LCD screen wall paper.
f Source
Screen Resol uti Configure the | ocation where wal
600 )
T File
I f AURLO is selected as source,
ALocal UeCrMo Sieg vsel ected as sour ¢
fil e UCaVM6t3Mex A
Check this option if the SIP end
the LCD screen wall paper.
f Source
) Configure the | ocation where wal
Screen Resol ut.
T Fil e
I f AURLO is selected as source,
ALocal UCM S$erwel ected as sourc
fil e UCdM6t3Mex A
Check this option if tHh80SkrPEd@ldut
the LCD screen wall paper.
Screen Resoluti 1 Source

Configure thewhobtpapenswheerestor

T Fil e

V- S
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| f AURLO is selected as source,
AfLocal UCM Servero is selected
fil e UCaM6t3Me A
Check this option if the SIP end
the LCD screen wall paper.
f Source
i Configure the | ocation where wal
Screen Resol uti
T File
| f AURLO is selected as source,
nLocal UCAOM iSsersselrect ed as sour ce
fil e UCaM6t3Me A
Tab8® Gl obal Polit@ommaumimedteiren Settings
Emai | Settings
Check this option to confi guwreentth
provisioned phones:
f Server
| P address of the SMTP server
f Port
SMTP server port
T FromM&Ei | addr ess
Emai | addr es s
MT P i
S SEEE 1 NEE f Sender User name
Username of the sender
f Password Recovery Emai l
Email where recovered password v
T Al arm rEmai vel
Emai | address where alarms notif
T Al arm receive Email 1
Emai | address where alarms notif
. Page | 137
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f Enabl e SSL
Enable SSL protocol for SMTP

Check this option to configueeattlh
provisioned phones:

f Storage Server Type
Either FTP or Central Storage
1T Server
FTP server address
T Port
FTP port to be used
T User name
FTP user name
1T Path
FTP Directory path

obal Templ ates can hMVadadasese - eAadierWe sCAHO@IUfla ga | Templ at

Users can create multiple global templates with differe

when t he

user configures tAred vdaenvciecde Sent tHE dnigts |, et vhied e sdeisa

of the gl obal templ ates f or [Mareagdee \Diefecrc e d reea scke tr xeifles d
gl obal templ at es.

When creating gl obal templ at e, users can select the <ca
used in the templ ate. The gl obal policy and the select
the config fil e.d Hplwelvaelr ,t ¢ hel sted eltde hi gher priority t

S ame set

selected

gl
Cl

ting option/field. I f the same option/field h:
gl obal template, tbelealted fHbobahi sempt abe/ Wi

obal policy.

i ck on

"Add" to add a global templ ate. Users will se

TabB8B& Create New Templ ate

V- S
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Templ ate NamCreate a namnehitso gildoebnatli ftye mpl at e.
Description Provide a description for the gl obal

Acti ve Check this option to enable the gl ob

1 ClicEtom edit the global templ ate.

The window for editing tghebfadl It ewmipdh @tfei gsr es.holwm t me

option name key word, the options containing the key

be modi fied under the global templ ate.

Edit Global Templates: test

* Template Name Branch
Description: Branch office phone providion
Active
Cptions Phone Settings v

v Phone Settings

Default Call Settings

o Dial Plan )| [xh | Fxt | Fectes}
o Enable Call Features: )| Yes v
o Use # as Dial Key: | Yes .
o Auto Answer by Call- - )| Ne v
Info:
Fi gwrrfedit Gl obal Templ ate
The added options will/l show in the 1ist. Users can

i O]

W

t he

gl obal templ at e. On the Il eft side @foedeheaddedigpo'po

templ ate.riOght hsi de of each QpbioeseUsehe ophiohivehkl!| aoan

Y

Click on AiSaved to save this global templ ate.
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1T The created gl obal templ atAeVsalaigldled s Fé&d@ et 0o ne ik foilp b C

Templ ates page. | dros dedrtel itdle agnh obal template or d

at once.

T Click on fAToggle Selected Template(s)o to toggle t he
templ at es.

-TAA1T AT 1T £ZECOOAOQEIT 1

-T AAT OAI 1 AGAC

Mo d e | l ayer configuratiompeaelclidws woerrfd gtuoc adp pinysy mod d@li f
create/edit/ delete a model templ aVal-aldyd e ch ¢ cFectadteuTrae s We
ConfAMpdel Templ &t ensillt itpdmeplmotdees are created and enabl ec
device in EdiAtAdbewiceda ®&iedltoqmgs, the user can select to
device. Pl ease[Mamred ger Difodrsemdrieondet ai ls on using the mod
For each created model templ at e, users can assign it a
templ ate, the values in this model template wil!/l be ap

one default modcaln tbemmlsasti g ntelatdCMO6Bd@x Ai me on t he

The selected model template and the default model templ
for the device. However, the model templ at e cloame shitghaeéarh
same setting option/field. I f the same option/field ha
and the selected model template, the value for this op
value i modefaukmpl at e.

T Click on AAddo to add a model templ at e.

Tab8® Create New Model Templ ate

Mod el Sel ect a model to apply this templ
are |isted in the dropdown I|ist for
Templ ate NameCreate a name for the model templ at
Description Enter a description for the model t
Default Model Select to assign this model templ at
of the dpfiaohti model templ ate wil/
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model template has a different val.

Acti ve Check this option to enable the moc

i CIicE'tom edit the model templ ate.

The editing window for model template is shown in the
name key word, the option that contains the key word
modi fied under the model template.

Once added, the option wild/l be shown in the |i<l bel o
to remove this option from the model templatef}t@n t h

reset the option to the default value.

User could also click on AAdd New Fieldodo to add a P v
foll owing figure shows setting P value AP13620 to fAendo
English. For P wvalueentnf onochat son pbeasded frefer to co

https:// www. grandstream.com/ support/tools
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Edit Model Templates: GRP2613_template

* Model:
* Template Name: GRP2613_template

Description:

Default Model Template:
Active:
Options: v

w Custom Parameters

| Custom Parameters
Please enter P-values into the Name fields. Example: To configure Language to English, enter "P1362" into the Name field and "en_US" into the Value field.

L P1362 en Possible Match Exists

4+ Add New Field

Fi gwrBe Edit Model Templ ate

Click on Save wheomheldone.mplTate wi || be AVa lsgpd caeyce d
Feat AZes o CAHMdIdel Te nppalgaet.es

Clic,m]toon del ete the model template or click on fADel et

templ ates at once.

Click on AToggle Selected Template(s)o to toggle the
templ at es .

Click the |"aQoep"y bTetmpon to copy the configuration item
templ ate, thereby reducing template editing work. Not
devices of the same model

Click the "I mporplE&axpbexfpfobuttioa model template 1|i st
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-1T AAT 5PDAAOA

UCM63 Ao config feature supports provisioning all mod

device model s.

h9a a2RSft a

Users can associate OEM de\Grae dmdbdrealasd endi tno dtehlesi,r aolrliogwil
devices to be provisioned appropriately.

, Add OEM Models
T Clic button.

T I'n $dwer ce fMoed dl, select the Grandstream device that th
| i st .

T For DOehset i nat iaonn® eMondaetli onf Vvelhdorenter the custom OEM m

name.
T The newly added OEM model shoul dMod&l dledsel ectabl e as

Fi gwlr9e OEM Model s

OEM Models X

* Destination Vendor

a2RSf ¢SYLXIGS tIO11F3S [Aad

Templ ates for mo st of the GrandsUCHKE&O0atho daaldsy . aMe mplua t
GrandstreamdWs&vanduwsrtveialplr sdoue us r esed ws edro waarh @ aidm s d We b
GUAVal-added FeAaZteuwroe sChHMAd dllp d aftiebef ore they ar & CMBBI0Ixab I

for sel Adttiean damwad | omdthalghode |t a eth@pd6a3tQex At wi I | show in
list for fAModel 6 selection when editing the model temp!
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4

T Clice—=tom downlemml athe. t

T Clic tom upgrade the model templ at e. Users wildl see

templ ate updavmMedox A t he

| Model Template Package List
VENDOR MODEL VERSION (REMOTE / LOCAL) SIZE OPTIONS
Grandstream DF750 1.0/- 271K &
Grandstream DP752 1.2/ 58K &
Grandstream GACZ500 1.0/ 25K i
Grandstream GD53705 1.3/- 56K &
Grandstream GD53710 1.3/- 97K &
Grandstream GRP2612 1.0/- 495K &
Grandstream GRP2612P 1.0/ 495K i
Grandstream GRP2612W 1.0 435K &
Grandstream GRP2613 1.00- BTK &
Grandstream GRP2614 1.3/- 52K &
1 z 2 4 Towsl:37 | 10/ page™

Fi gwroe Templ ate Management

7 A -

X 2FR a2RSt ¢SYLX TGS tFO(1F3S

I n ctahddeC M6 3 0xA pl aced in the private network and | nterne

to get packages by downloading and installing from the
upl edfdrom | ocal devicePladserowpmt Welh GUlndstream cust ome
package is needed for manual upl oading.

| Upload Model Template Package

Choose Model Package to Choose File to Upload ™

Upload:

Fi guwrie Upl oad Model Template Manually
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$AOEAA #1171 AECOOAOQET I

On Web GUVal-peadyeed F eAdZteuroe sSCAhefriag Conudsiegrs could create ne
existing device(s), make special configuration for a si
# OAAOA . Ax $AOEAA

Besides configuring the device after theadeviaceeiws deéivs
configure basic settings befWCM63helPnceceitclke i devdiceoiverp
then be discovered and provisioned. This gives the sys

beforehand.

Cilck on "Add" and the following dialog will show. Fol I ¢
device.
1. Firstly, sel ect a model for the device to be created

version (opdaoromedpondindiefield.

2. Basic settings wildl show a | ist of settings based o
extensions to account s, assign -Hurnpcasieodn sKeyos Liifn es uKpep

selected model

3. Click onofnsaveothe configuration for this device.
Edit Device: C074AD112233 Cancel m

* Model:

* MAC Address:

IP Address:

Version:

Basic Settings Advanced Settings

| Accounts

Account 1:

Account 2:

Account 3:

Account 4:

Account5:

Fi gwr2e Create New Device
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- AT ACA $AOEAAO

The device manually created or discovered AValra dAduetdo Di
Feat AZes o Chhdriagg CpafgE@gers can see the devices with thi
vendor, model &etc.

MAC ADDRESS IP ADDRESS EXTENSION WERSION VENDOR MODEL CREATE CONFIG OPTIONS
[] oooB82000001 192.168.2.111 1000 unknown GRANDSTREAM GHV3275 r_l 0 & Jkl/‘ A

000B8227FB15 192.168.2.108 - 1.0.3.208 GRANDSTREAM GXV3275 |—_| I &

Q00BE2A45ACE 192.168.2.106 - 1.0.0.36 GRANDSTREAM |—_| il

000BE2D33ACE 192.168.2.105 - 20151030 GRANDSTREAM L ]

Q00B82ZF66470 192.168.2.107 - 10.19.9.26 GRANDSTREAM |—_| )

Fi guwrde Manage Devices

1 clic“tom access the Web GUI of the phone.

i
i Clicl,_,—'toan edit the device configuration.

A new di aldogpwialyledbd or the users to configure fABasic
settings have the same configurations as displayed wh
key and MPK settings; fAAdvaniceuroe smedrta ndrse s Il oswi rusetr fs
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Edit Device: 000B8273C559

IP Address: 192.168.5.197
sion
Basic Settings Advanced Settings
5 Custom Device Settings Preview

ettings

4 Model Templates

O item Idle 0 Befecred

3 Default Model Template

Fi gwrde Edit Device

A preview of the fAAdvancedo settings is shown in the
described in (1) (2pr i(o3r)i t(yd)f r(o5n tbheel olwo,wewsitt ht o t he hi gh
wi || take effect for the device. I f there are same opt
value confi gulrevdel tdaen fhii ghreaa i logiweavwiell | cowmdri rgiude ttilon.

(1) Gl obal Policy

Thi s i s t he | owe st l evel configurati oAValTahdedeg! ob.
Feat AZes o ChHGIfdlgal WwWiollli cgpe applied here. Clicking
redirectVvat mdpldgEealdiares CoHGIfabgal .Pol i cy

2) Gl obal Templ at es

Select a global template to 3tousaeddd.foMuItthiepIdeevg'Icoebz

be selected, and users can arrayenheAIpIritomgéItoqbeaIU@/ct

templates will take effect. I f the same option exi:
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the template with higher priority wild.l overtdce t he
remove the global template from the selected I|ist.
Default Model Templ at e

Def aul 't Mo d el Templ ate wildl be applied to the devi
configured i n model t eAnVpall aatded e d n dreedaZteMveob s CHNM d Ig

Templ| ptage. Pl ease see defaul[Tabmed €F e AteempNeavt &Mp o @It i Toer

Model Templ ates

Select a model template to btuoseaddd‘.orMthtei pdleev i ncced el

be selected, and users can arragaen.heAIpIritohe‘tsyerQ/ct

templ ates wil/l take efsftescton ImMultthel|l samel egttieadn mexie
the template with higher priority wild.l overtdoa t he
remove the model template from the selected | ist.

Customize Device Settings

This is tlheeveni gchoensf i gurati on for the device. Click

following dialog will show.
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Edit Device: 000B82A35F94
ode Grandstream GXF2170
MAC Addres 000B282A95F34
P Address 92.168.5.115
ersion 0.8.132
Customn Fields
| Custom Fields
Please use P- es for the Mame fields. <br /=Example nfigure Language, enter "P1362" into the Language Value fisld.
m P1362 en Possible Match Exist
+ Add Mew Field
Fi gwrse Edit Customize Device Settings

Scroll down in the dial egetcad
which are ndefinedhbkiptre cli
configuration. The above fig
LCD is set to English. The w
and clicking on it wild.l l ead

configuratéeohdttempl/d content .

f v idefw pdmed russde rts tvwhoeu Idde vliickee

ck on AAdd New Fieldo to
ure shows setting & emaltulrerf
arning information on righi

to the matching option. F

grandstream. com/ hubf s-/ Gr an

template.zip?hsLang=en

T Sel ect

mul ti pleed dteov ibcee smotdhiafti ende and

thenbaticbk modi & Yp

I f selected devices are of the same model, the configu
five levels are all available for users to modify.
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Modify Selected Devices

WARNING: Performing a batch operation will override all the existing device configurations on this page.

Basic Settings Advanced Settings

| Programmable MPK Settings

Cancel

WORLD

VIPK 2
MPK 3
K4
MPK 5
MPK &
Fi guwree Modi fy Sel eeSameé DMewdietes
| f selected devices are of di fferent model s, tB
view more devices of ot her model sdi fUsceartsi oamrse
Gl obal Policy |l evel
Modify Selected Devices Cance Save
WARNING: Performing a batch eperation will override all the existing device configurations on this page.
Advanced Settings
| 5 Custom Device Settings | Preview

Available only for single model

| 4 Model Templates

Preview prepared for 00088227FE15

Fi gwr7ie Modi fy Sel ee®i ¢l ebewnitcdModel s
NotRerforming batch operation will override all t
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After the above configurations, saRValt-hed ed abh epteurand
ConfAiZgr o CpafBeg Users cou®d stemaln NOITit ok tdie SI P end poi

trigger the provisioning process. The device will start
contained in the NOTIFY message.
Zero Config
Zero Config Global Policy Global Templates Model Templates Model Update Zero Config Settings
[ omocor | s [ oves | ] e [ s | o |
Filter: | All -
MAC ADDRESS 1P ADDRESS EXTENSION VERSION VENDOR MODEL CREATE CONFIG OPTIONS
000B82000001 92.168.2.111 1000 unknown GRAMDSTREAM GXV3I275 L U_] Y ‘Ll)" L
Q00BB227FB15 192.168.2.108 - 1.0.3.208 GRAMDSTREAM GHW32735 L ]j] oD L
000BB2A46ACE 192.168.2.106 - 1.0.0.36 GRAMDSTREAM L U_] g
000BE2AS5F54 1.05.132 GRANDSTREANM GHP21T0 BEDa g
Q00EZ2D33ACS 20151030 GRANDSTREAM L U_] g
000BB2F56470 10.19.9.26 GRANDSTREAM - - I'_. U_] g
1 Tozl:& | 30/ page~ | Gom |1
Fi gwr8e Device List in Zero Config
I n wbbspage, users can also click on AReset Al |l Extensi

3Ai DI A ' DDl EAAOQOEIT 1

Assumimga small business office where there are 8 GXP
GXV3275 phone used mty swpderomesors.uppoof the 8 customer
and the rest speak English. We could deploy the foll ow
the customer support team.

1. Go to WAaNalGdd ded F eAaZtewroe sChoMhdriog Confi g SeftwtichgdsiEnabl

Configo.

2. Go to WAWNalGWdded F eAaZteuroe sChGIfabgal ,Poclonfyi gur e Date Foc
For mat and Firmware Source as foll ows.
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Localizatdon

| Language Settings
a * Langusge: D | English

| Date and Time

[+ | Date Format: 9 | yyyy-mm-dd
a Time Format: D | 12-hour Clack
Enable NTP: )

NTP Serve 3]
NTP Update Interval: D
Time Zone: b
Enable Daylight Saving Time D

Frone Settings
Contact List

Maintenance

| Upgrade and Provision

[+ | Firmware Source: Source: D | URL
Upgrade via: D | TP
Server Path: D | fm.grandstream.comygs
File Prefix: 2
File Postfix: 2

Fi gwre Zero Conf-Ghgo®ampPel i cy

3. Go to WAVYalGWdded F eAaZteurroe sChHMddegl Templkatas e a new mode
AEnglish Support Templateo for GXP2170. Add option A
option fiDefault Model Templ ateenpl tad emake it the def aul

4. Go t o WaVWalGdded FeAaZteuwroe LChOMddegl Tempkatase anot her mo
ASpanish Support Templ at ddamguag@ePl@nhilEsgdfolipti on
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5, After 9 devices are poweredetwoankd aemanédédted Dbstbeet
New Devicedo function to add the AVali-added oF ¢eAllturdes i
ConfAizgr o Config

6. On WebAGdl-added FeAaZteuroe sChIhefriag Cpaffeg users could iden

. e . :
by their MAC addresses or | P add-é¢vseditdi sphbeavyedi ce ¢t

7. For each of the 5 phones used by English speaking cus
exteas for account 1 and click on ASavedo. Then click
di al og. Users wil/l see the English support templ ate
preview of the devioe sédetrngétwislidebe 1isted
Basic Settings Advanced Settings
| 5 Custom Device Settings | Preview

e Lorgueger
1 4 Model Templates S“;I:I;:;ﬁe‘d Time Zone: 5 M11.1.0
| 3 Default Model Template
Fi gwBroe Zero Conf-DgviSaepPeeview 1

8 For the 3 phones used by Spanish support, in ABasic

and click on iSaveo. Then ctlaibc kt oonbrfiMmdgv anped heetft
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Basic Semings Advanced Settings

| 5 Custom Device Settings

| 4 Model Templates

| Preview

Date Format:
Language:

NTP Server:
Self-Defined Time Zone:
Time Zone:

yyyy-mm-dd
Espafiol

MTZ+HMDT+5M3.2.0M11.1.0
MT+08:00 (Beijing, Taipei, Kuala Lumpur,

0item die Oitem Selected !
Time Format: Time Format 12-hour Clock

| 3 Default Model Template

Fi gwBrile Zero Conf-DgviSaepPeeview 2

Select ASpanish SivVopledt Teenppladte®dd iTthe preview of the d
right side aned Iweengcuaang es eies tshet t o AEspafol o since Model
option fiLanguageo, which overrides the value configur e
9. For the GXV3275 wused by the customer supprraccaprtr vy :

AfBasic settingso and click on fiSaveo. Users can see

settingso. There is no model template configured for
Basic Settings Advanced Settings

| 5 Custom Device Settings | Preview

Modify Custom Settings Date Format: yyyy-mm-dd

Language: Englizh
1 4 Model Templates :;?I;:rf\:leeld Time Zone: M S.M320MIT10
R § e Time Zone: C::-.L“. 00 (Beijing, Taipei, Kuals Lumpur,
Oi=m °F e seemEe Time Format: I‘IZ—';cJ.rCcc\'
| 3 Default Model Template
Fi gwBr2e Zero Conf-Dgv Saeeplieew 3

10.Click on #AApply Changesodo to apply saved changes.

11.0n t he Wevm | Galdlde d F eAaZteuroe sChohefriog Cpafiéeg >jicksend NOTI I

to trigger the device to download config file from UC

; Page | 154
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Now all the 9 phoneprionitshenedadt worth wi Uhilpjeie extensi on
of the phones will be provisioned to display Spanish on
on LCD. The GXV3275 used by the sumpmerfvaiuddr |winlglualge mrmo
since it is not specified in the gl obal policy.
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%8 4 %. 3)/ . 3

# OAAOA . Ax 50AO
#OAAOA . Ax 3)0 %@OAlT OET 1

To manually create newABEkPenseofpAEXdDeami MeHh c&Ulbon " Add"
window wfot sdews to fildl in the extension informati on.

Create New Extension

Basic Settings Media Features Specific Time Fallow Me Lance e
-
= Select Extension Type: SIP Extension
Select Add Method: Single
| General
* Extension: 1005 CallerlD Number:
= Privilege: Internal - *SIP/IAX Pa: 827 |BnGErE
AuthlD: Voicemail : Local Voicema
= Voicemail Password : 1161554273 Skip Voicemail Password
Verification:
Send Yoicemail Ema Default - Attach Voicemail to Email - Defaulc
Notification:
Keep Voicemail after Default
Emailing:
Enable Keep-alive * Keep-alive Frequency:
Disable This Extension: Enable SCA:
Emergency CID Enzble Wave:
Sync Contact:
| User Settings
First Name: Last Name:

Fi gwBr3e Create New Device

Extension options are divided into four categories:

f Basic Settings
T Medi a
T Features

T Specific Ti me
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T Foll ow me

Sel ect first which typeaesiodn,extAXsEaghensSi®n Exr FXS
parameters are as foll ows.

Tab8®& SI P Extension ConfABagiad i et tPiam@asnet er s

Gener al

Extension The extension number associated with t

Configure the Callerl D Number that wol

user .
Call erlI D MNot e:

The ability to manipul ate your out bou

provider.

Assign permi ssion |l evék permhessiuosas. aT
"National" and "International" from th
setting is "Internal"™
Privilege
Not e:
Users need to have the same | evel as o1
to makenadutckad | s using this rule.
Configure the password for the user. A
SI P/ 1 AX Pes _
gener at ed . It is recommended to use th
A 1 m Configure the aut huesretri.cdtfi cmmtl @ ofndri gtuh
ut
wi || be used for authentication.
Configure Voicemail. There are three v
Local Voicemail ".

. . 1 Disable V®discsamhiel Voi cemai l
Voi cemai l

T Enable Local EVaoblce maoilcemai | for the

f Enabl e RemoteF&owamrednai he notify mess

system for the wuser, and the | ocal
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Voi cemai |

Password
Skip Voice

Password

Verificat.i

Send Voi ce
Emai | Not i

Attach Voi

to Email

Keep Voi ce

after Emai

Enabl e-aHdae

Keeplive

Frequency

Enabl e SC#

Emer gency

« DCRANDSTREAM

CONNECTING THE WORLD

voicemail feature is used only for |
Configure voicemail password (digits o
A random numeric password is automatic

the random generated password for secu

When user dials voicemail code, the pa

this woul ébudltloomw voneemail access. By d
Configures whettenmaidrs not tthe sendcnsi on
new voicemai l

Configures whether or not to attach vo
emai |l s.

Note When set to ADef aul@adl,l tFhedq Mulioebsada

Voi cemai | Emavi Il | Sbtet usegd .
Whet her to keep the | ocal voicemail re
the global settings will be used.

Note When set to fADef aul@adl,l tFes®s Mualiroebsahya
Voi cemai | Emavii Il | Sbtet us s .

I f enabl ed, empty SDP packet wil/l be s
NAT port open. The default setting is

ConfigureatheeKeaperval (in seconds) t
setting is 60 seconds.
I f enabl ed, (1) Cal | Forwar d, Cal | Wa i

(2) Concurrent Regi strlat iaomd (c&)n Prei vsae
added i n CalSICAF egatgwer.e s

Callerl D name that will be used for em
Na me
Di sabl e Thilf sel ected, this exteGMOI0 WA | | be di
Extensi on . . . .
Not Ehdi sabl ed extension stil] exi sts o
Page | 158
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device.

| f enabl ed, t his extensi on nuni@aemoc amB
E n a bWaev e ) ) ) .

ot herwise it wilWaveobhuthet lad| ghadme ufseme
SR Contalf enabl ed, this extensi onWanvuenomera cwi, | Ic

will not be displayed, and it cannot b

number .

User Settings

Configure the first name of the wuser.
First Na me
The first name can contain character s,

Configure the | ast name of the user.
Last Na me

The | ast name can contain characters,
Email Addr Fill in the Email address for the wuser

Confi gupaes swwldeds er port al access. A ra
User Passvautomatically generated. |t |igse nreercaotnende

for security purpose.

Select the voice prompt | anguage to be

"Defal which is the selected voi cAgPBp

Sett AWMgisce PAloammpgtuage SefThiengls opdown |
Language i )

current availabl e voi cleCM6r3o0npAo |aadndg uneog

in the |ist, pl eampt dpwokagd kpisel pct

under WABBEKBUSBetAtViomg® PALoammpgtuage Sett i ng

(0]

Concurrent The maxi mum endpoints which can be re

Registratico erns, the default value is 1.

>
(@]

Configure the phone number for the ext

Mobile PhcPhone number follsowadnhybtehetextdemect |
Number Exampl e: us*8l800®&nttoygeal | the mobile nu
1000.
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Conf i dher euster ' s depart ment . The depar:
Managemdntdr es MaBaglkm®rtpart ment Manager

Depart ment )
Job Title

The user's department position.

Tab8® SI P Extension ConfAMediaai on Parameters

SI'P Settings

Use NAT wbeémM63®GwA on a public I P commun
behind NAT (e. g., broadbaayl awditer)ssi

NAT

related to NAT configuration or Firewa

setting is enabl ed.

By def aUCM6 3 Qwin A& | route the media stear
EnabDierect itself. | f enabl ed, the PBX wild.l attel
Medi a media stream directly. I 't UGCMG6 B ®tx0A ah e

endpeoiemtdpoi nt media routing. The def au

Sel ect DTMF mode f or the user to send

"Info" is selected, SIP |INFO messalgew w
DTMF Mode . .

| aw raergeui red. When " Auto" is selected,

"I nband" will be used.

f the phone has an assigned PSTN tel

AUser =Phoneo. fiUser =Phoned paramedLémeyv
TEL URI _ . _

ATOO0 header in the SIP request to indi

will ddei nusteead of ASI PO in the SIP req!

Wh e n present i n an | NVInTE rhecauwest ,f ite
Al elrnf o

alternative ring tone to the UAS.

Enable T. 3 )
Enable or disable T.38 UDPTL support.
UDPTL

SRTP Enabl e SRTP f odre ftahuel tc aslelt.t iTnhge i s di s abl
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Select jitter buffer method.
Y Disallieter buffer will not be used
) T Fixddtter buffer with a fixed size
Jitter Buf

T Adaptivetter buffer with an adapt.
jitter buffer").

T Net EMQynamic jitter buffer via Net EC
Configualkl ¢ oPaaket Loss Retransmission
Packet Los T NACK

Retransmi s f NACK+RTX(-SBRCP)

1 OFF

Video FEC Check to enable Forward Error Correcti
Audi o FEC Check to enable Forward Error Correct.i
FECC Configure to enabMaen &Rgenmdret .Camer a

Access Control List manages the | P add

T AIll owARYy | L P address can register to

ACL Policy )
T Local NeGmnwoyr kKi:P addresses in the co

register to this extension. Press ¥
segment s.

Sel ect codec for the extension. The av-¢
Codec Pref G. 728, 26, 7 G. 722, G. 729, G. 723, i LBC, A
RTX and VPS8.

Tab4@ SI P Extension ConfAReatadrin® Parameters

Cal | Transfer

B A E6HE S < Sel ect which presencexstasusntandetoh

conditions for each status. BV ai Ipalssaoy
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Cal | For wa
Unconditic

CFU Ti me

Conditi on

Cal | For wa

Answer

« DCRANDSTREAM
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fiChatCudt N aUddaviaid.abMoer e BPRESENSEat

Enabl e and configure the Call Forward |

for target number ar e:
T MNone®al | forward deactivated.
T AExt ensSiedmecc:it an extension from dro
f ACust om NuEmkteerro:a customemgenumbenr &

T AVoi ce mwxil lec:t an extension from dro

—h

orwarded to voicemail of selected
f ARing GSelpét a ring group from dr .

T AQueueasesdect a queue from dropdown

T AVoicemail S&Glreoautp0a voi cemai l group
target .
The default setting is fiNoneo.
Select time condition for Call ®bot wadd
sel ected time condition. The avail abl e

Of fice Ti mebo, 6Hol i dayo, 60Out of Holid
and Out of Holiday©o, 6SpeciéfGuct ToifmeSp e

Hol i dayoé, o6Specific Time and Out of Ho
Not e:

19 AiSpeci ficd has higher priority to AO

peri od.

T Speci fic time can be configured unde:]

Ti me Condition for specific ti me.

T Of fice Time and Holiday coul d beATiomr
Set tAOfgfsi ce Ti me/ Hol i day page.

Configure the Call Forward No Answer

number ar e:

T ANon€ali | forward deactivated.

V- S
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Conditi on

Cal |

For wa
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f AExXxt ensSiedreccit an extension from dro
f ACust om NuEmhterro:a customer numlpdre:a

T AVoi ce mwxil lec:t an extension from dro

orwarded to voicemail of sel ected

—h

f ARing GSelpét a ring group from dr .

T AQueueeasesdect a queue from drtopdown

T AVoicemail S&Glreoautpda voi cemai l group
target .
The default setting is fiNoneo.
Select time condition for Call Forward

OAI I 6, O&6Of f iCfef iTciemeT6,meddQu té Hofl i day d, 6 C
or Holidayé, o60Office Time and Out of F
60ut of Specific Time or Holidayd, 6Sp

Not es:

T AnSpecificorheos itiyghheor AOf fi ce Ti meso
peri od.

T Speci fic time can be configured unde:]

Ti me Condition for specific ti me.

T Of fice Time and Holiday coul d beATiomr
Set tAOfgfsi ce Ti me/ Holi day page.

Configure the Call Forward Busy target
ar e:
T ANon€all forward deactivated.

T AExt ensSiedneac:it an extension from dro
T ACustom NuEmherro:a customer number a

T AVoi ce mwxil lecc:t an extension from dro

forwarded to voicemai l of selected

V- S
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CFB Ti me
Condi ti on

DND Ti me
Condi ti on

« DCRANDSTREAM
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f ARi ngugidel ect a ring group from dr .

T AQueueeasesdect a queue from dropdown

f AVoicemail S&Glreoautpoa voi cemai |l group
target .
The default setting is fiNoneo.
Sel éate tcondi ti on for Call Forward Busy
Ti medéd, 6Out of Office Timebd, O6Holidayd

600f fice Time and Out of Holidayo, &Pppeec

Ti me or Holidayé, O6Specific Time and O
Notes

T ASpeci ficd has higher priority to AO
peri od.

T Specific time can be configured unde]

Ti meondi tion for specific time.

T Office Time and Holiday coul d beATionm
Set tAOQfgfsi ce Ti me/ Hol i day page.

| f Do Not Di sturb is enabl ed, al | i ncol

wilighered.

Sel ect time condition for Do Not Di st
Ti meo, AOQOut of Office Ti meo, fAHolidayo,

and ASpeci fico.
Not es:

1T AiSpecificdorhes itiygher AOf fice Ti meso

peri od.

1T Specific time can be configured unde!

Ti me Condition for specific time.

Of fice Time and Hol i day coul d b e sACTd nr
Set tAQfgfsi ce Ti me/ Hol i day page.

V- S
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| f DND is enabl ed, calls from the whitHi
numbers are supported and must be sep

supported.
DND Whitel 1 Zmatch ahyo®i ¢it
f Nmatch any ®i.git from 2

f Xmatch any ®i.git from O

Calls from users in the forward whit el

supported.

FWD Whitel T Zmatch any ®igit from 1

—

T Nmatch any @®igi from 2

T Xmatch ahyo®i @it

CC Settings

I f endBEMéB OwA I automatically alert th
Enable CC available, given that a previous cal/l

is disabl ed.

Two modesCodbmpl €81 bn are supported:

T Nor malThis extension is used as ordin
CC Mode

T For Tr ullkki s extension is registered f

The default setting is fANor mal 0.

Configure the maxi mum number of CCSs

channel . I n ot her words, this number s
CC Max Agethis channel can make.
The mini mum value is 1.

Configure the maxi mum number of monito
device. I n other words, this number te

CC Max I\/lonfor a specific device at one ti me.

The mini mum value is 1.
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Ring Simultaneously

Enable this option to have an externa

Ri n
) g extension. I f a register trunk is used
Si mudneous )
be di splayed for the external number a
Set the external number -6o0i et hangosn
Ext e Nuanb e Whi ch wi Il be ignored.
This field accepts only |l etters, numbe

Ti me Condi ) ) )
= Ring thenember nail multaneously along wi
Ing . o
) ti me condition.
Si multanec

Use call ee Use t he DOD number when cal |l s ar e b

FWD or RS destinations or when ring simultaneous

Moni pprvil ege control

Al l ow-b@algli Add members from fAAvail able Extension

Extension selected extensions can spy on the use

Seamless transfer privilege control

Any extensions on the UCM can perform
Seaml|l Esans

) ) featur ext eemsliyones avail able on the @Se
Whitelist

seamless transfer to the edited extens
PMS Remot e Whaikteeulpi st

Sel ect the

extensions .
Sel ected extensions can set a PMS wak
can set ws
) code.
service fc

extensions
Ot her Settings

Ring Ti mea Configure the number of seconds to ri

voi cemai | (voicemai l is enabled) or ha
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the default ring timdOME6E30sAEB6 watlhadtdwe
5 seconds and 600 seconds.

Notlef the end point also has a ring ti.

is the shortest time set by either dev

Enabl e automatic recording for thettark
di sabled. The recordings cAGDBRBReaorc &8

T I'f set to fiyesd, users can skip enter

T I'f set to fAiBy Timed, users can skip
calls during the selected time condi

T If set to ANoO, user s swsiwolr dbo ewhaesnk enda k
call s.

I f 6Skip Trunk Authd is set to 6By Tim

skip entering password when making out

Conf ipmeurrseonal password when making outl

Check to eDeasbkliengHoMode on tChees keixntge nasliloor

same endpoint device and | ogin using e
i s vuisredscenarios where different user s
during different time of a day for ins

al phabet characters and digits. Auth |

lédnabl ed, the extension wil|l be added
Def aul t i s enabl ed.
I f enabl ed, when the call to the exten

MOH as ringback toneringbaeakd bébnéehe re

Speci fy which Music On Hold class to s
them on hol d.

I f enabled, the system wil/| create a r
t he extension nuniber. iNOt EMS | Mod hi s r

V- S
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configuration of the existing room wil
Cal | Durat Check to enable and set the call I i mi t
Maxi mum Ce The maxi mum call dur ad e foamu I(ti nv ssleceo n@ s 1)
Duration (value is 86400 seconds
The Maximurtpe maximum number of simultaneous cal
Number of
LR e s O indicates no | i mit.
Enabl e- Aut I f enabled, the exoamswem wheéeémn isnigpipoa ft,
Answer Sufpinfo headers.
Al l ows calls to the extension even whe
Call Waiticga)ijer is directly dialing the extensi
for unanswered and ti meout call s.
I f enabl ed, when the extension has con
Stop Ringiupon incoming call or meeting invite r
rest of the dewiimegs nwi.l IByaldsed asutlap it 6
Emai | Mi ss! f enabled, the | og of missed calls wi
Log addr ess.
|l Emai | Mi s ®ench bC&ldl, s users can select th
via email, the available types are:
19 Def aAllt: missed calls wil.l be sent i
Mi ssed Cal T Missed IntéOnhgl mCakbkd |to®eaterstens:
sent inidmaialt i mats .
Mi ssed Ext e&nnal nGaslsleed calls from trunk
notifications.
Tab#4® SIP Extension ConfAQpeaitfiion Piameamet er s
Speci fic Ti me
Ti me Condi Click toCaddi i ma to configure specifi

V- S
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Tab42 Table 34: SIP Extensi omrAF®dr foimguteati on Par ameters
Foll ow Me
Enabl e Configure to enable or disable Foll ow
| f auwtebound calls need to check the pa
Skip Trunkenable the option "Skip Trunk Auth" of
call out.
Music On ) i )
Configure the Music On Hol d clleastsr & dlait
Cl ass
Confirm Wh
) I f enabled, call will need to be confi
Answering
Enabl e . . .
; ) Configure to enable destination
Destinatic
Def aul t
) ) The call will be routed to thiangswesrnts n
Destinatic
Use CalleeUse the callee DOD number as CID if ci
for Foll ovnumbers.
Pl ay Foll c
I f enabled, the Foll ow Me prompt tone
Pr ompt
Add a new Rombew Méich could be a "Lo
New Foll ov )
Number " The selected dial plan shoul d
Number
number .
Dialing Or This is the order in which the Foll ow
# OAAOA Ax )Y18 %@OAT OET 1
The&CM63 xuppor thss tlenrtiessk eXchange (I AX) protocol I AX is
sessions between servers and terminal devices. I AX is
informaasenrefpére to RFC 5465.
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To manually create newAEARAXeonseoAhAEXdDeamki MedH c&Ulon
di alog window will show for users which need to
before procieleldiinng tthoe extension information. The

Tab42 | AX Extension ConfABasiati $at Piama@asmet er s

Gener al

Extension The extension number associated with t
Configure the Callerl D Number that wol
Call lumber useNotEhe ability to mani pul ate your ou
Vol P provider.
Assign permi ssion aeaiel abbetper mbesi o
"National" and "International" from th
Privilege setting is "Internal"
NoteEsers need to have the same | evel a
privilegeoutbobmakd calls wusing this rul
Configure the password for the user. A
SI P/'I AX Ps _
gener at ed . It is recommended to use th
Configure Voicemai l
There er e atlhirde opti ons and the defaul't
Voi cemai |
1 Disable VODicamiaiel Voi cemai |
1 Enabl e LocalEwablcemaoilcemail for th
_ _ Configure voicemail password (dvgitema
Voi cemai | ) ) )
A random numeric password is automatic
Password
the random generated password for secu
Skip Voice ) ) )
When user dials voicemail code, thdfpa
Password ) . )
o ~this woul eéudltlomw voneemail access. By d
Veri ficati
Send VoiceConfigures whether or not to send emai
. Page | 170
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Emai | Noti new voicemai l

Attach Voi Configures whether or not to attach vo
tom&i | emai |l s.
Keep Voi ce

~Only appliedeivfelextremdiobml Send Voicenm
after Emai

| f sel ect ed, this extelGMeOEIO wA | | be di
Di sabl e Th
Exienel o0 Not Ehe di sabled extension stil]l exists
device.

User Settings

) Configure the first name of the wusekett
First Name )
digits and

Configure the | ast name of the wuser. 1
Last Name ) )
digits and

Email Addr Fil |l in the Email address for the wuser
Conf i gupaes stwidoerd user port al access. A
User Passvautomatically generated. |t Iigse nreercaotmende

for security purpose.

Select the voice prompt | anguaeageetfoaulde

"Defaul t ™ whi ch i s t he selected VAREX

Sett AWgisce PANlLoammpgtuage SefThiengls opdown |
Language . )

current availabl e voi cleCM6r30npAo |aadndg uneog

in the I|ist, pl ease downl oad voice pro

under WABBEKBUSBetAtViom g® PAloammpgtuage Sett i ng

Mobil e Phc

Configure the Mobile number of the use
Number

Tab4dé | AX Extension ConfAMediadi on Parameters

Il AX Settings
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Max Number ) }
Sl 1 Configure the maxi mum number ofaddalelss .
a S

) Configure to enabl e/ disable requiring
Require Cas

T who depend on backward compatibility
oken
shared between physical endypes"™n.ts. The
SRTP Enable SRTP for the call. The defaul't
Access Control List manages the | P add

; T All owARYy | P address can register to t
ACL Policy

T Local Ne@mloyr k. P addresses in the col
register to this extension.

Sel ect codec for the extension. TheA&Al-¢
Codec Pref G. 7-28, G, 726, G. 722, G. 729, G. 723, i LB
RTX and VPS8.

Tab4® | AX Extension ConfABeatti en Parameters

Cal | Transfer

Call ForwaConfigureFotrhwvear@alUncondi ti onal target

UnconditicForward Unconditi onal feature is deact
Select time condition for Call For war d
selected time condition. The avail abl e
Ti meo, fAHolidayo, fAOut of Holidayo,coinO
Not e:

CFU Ti me T ASpecifico has higher priority to AO

Condition peri od.

1T Specific time can be configured on

di alog. Scroll down the add Ti me Con

T Office Time and Holiday &oysltembeSAT DM
Sett A®OfHhEice Ti neddden.l i day
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Cal | For wa

Answer

CFN Ti me

Conditi on

Cal | For wa

CFB Ti me
Conditi on

DND Ti me

Condi ti on
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Configure the Call Forward No Answer

Forward No Answer f e at ured aiud td esaecttii magt

Sel ect ti me condition for Cal | For war d
noOf fice Ti meo, iOut of Of fice Ti meo, fi
Hol i dayo and ASpecifico.

Not es:

T ASpecificd has higherf ptrhieorrei tiys tao chon

peri od.

T Specific time can be configured on

di alog. Scroll down the add Ti me Con:

T Office Time and Holiday ®&yslte mbeSATIma
Sett AOfy6i ce Ti meadeo.l i day

Configure the Calll Forward Busy target
Busy feature is deactivated. The def au
Select time condition for Calll For ward
Ti meo, AOQOut of Office Ti meo, fAHolidayo,

and ASpeci fico.
Not es:

T ASpecificd has higher prrei orsi tay ctoon fAl QO

peri od.

T Specific time can be configured on

di al og. Scrol l down the add Ti me Con:

Of fice Time and Hol i day c&ylsd e me S&E&DInr
SetiMmQ@fsfice Time/ Holi day page

| f Do Not Di sturb is enabl ed, al | i ncol

wi || be ignored.

The ti me condition of DND. The PNDdwi

satisfied.

V- S
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| f DND is enabl ed, calls from the whi'
numbers are supported and must be sep
supported.
DND Whitel 9 Zmatch any ®igit from 1
f Nmatch any f®iogn 2

f Xmatch any ®i.git from O

Calls from users in the forward whitel
Pattern matching is supported.
FWD Whit el T Zmatch any ®igit from 1

T Nmatch any ®igit from 2

T Xmatch any ®i.git from O

Ri nSgi mul t aneously

- Enable this option to have an externa
i n
) g extension. |If a register trunk is wused
Si multanec )

be di splayed for tboeal et erDahumbeber a

Set the external number -6oi et hangosn
External \ ) _ )
which wil |l be ignored.
Ti me Condi ) ) )
Ring the external number simultamasu sl

Ri ng ) . .
) ti me condition.
Si multanec

Use call eeUse t he call ee's DOD number as Call e

FWD or RS Simultaneously call s.

Moni tor privilege control

Al l owbangi Members of the I|ist can spmgyders.t his ex

Seaml ess transfer privilege control

All owed t cMembers of the Iist can seamlessly tra
Page |174
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seaml ess t
Ot her Settings
Configure the number of seconds to ri
voi cemai l (voicemai l is enabled) or ha
the default ring timegeM630swnBOchecandsp
thel obal ring ti meout s eARB X g S aVdoeir
Ring T'meOFN'OAEMSt()m Prompt : Gener al Preference.
and 600 seconds.
Notlef the end point also has a ring ti.
is thesshbrme set by either device.
Enabl e automatic recording for the cal
Aut o Recor di sabl ed. The recording file#®CDRBRReber €
Fil es
T | f shevt§ twsers can skip entering the p
T I f sy Tdomasers can skip entering tht
Skip Trunk calls during the selected time condi
T I f si@® twsers wil/l be asked toiegteut
cal l s.
Ti me Condi ki p Tr oinsk sABitt hfdbmeel ect a ti me condi't
Skip Trunkskip entering password when making out
Di al Trunk ) .
Configure personmbkpagswat dowhdncall s
Password
Enable LD/If enabled, the extension wil/| be adde
) Configure the Music On Hold class to ¢
Musi c On
them on hol d.
Use MOH asiIf enabled, when the call to the extens
ringback t MOH as ringback tone instead of the re
Cal | Durat Check to enable and set the call [ i mi t
. Page | 175
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Maxi mum Ce Theaxi mum cal l duration (in seconds).
Duration (value is 86400 seconds
Emai | Mi s s )
Send a |l og of missed calls to the exte
Call s
| Emai | Mi s ®ench bC&ldl, s users can select th
via email, the available types are:
9 Def aAll: missed calls will be sent
Missed Cal 9 Missed | nt:erOnaly GQumilsls e d -t l®oxctael n seixotne n
sent i nidmaialt i mots .
T Mi ssed Ext eOmlay nCiasissed calls from

notifications.

Tab4e@ | AX Extension ConfA8peaifion Piamameters
Speci fic Ti me

Ti me Condi Click toCaddi Tima to configure specifi

Tab#42 | AX Extension ConfABaoalrlaowoMe Parameters

Foll ow Me
Enabl e Configure to enable or disable Foll ow

I f the oatbsesuméed to check the passwo
Skip Trunkenable the option "Skip Trunk Auth" of

call out .

Music On F

Configure the Music On Hold cl assngthéat
Cl ass

Confirm Wh

) | f enabled, call will need to be confi
Answering
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Enabl e

) ) Configure to enable destination.
Destinatic

Def aul t

; ) The call will be routed to this destcian

Destinatic
Use CalleeUse the callee DOD number as CID if c¢:
for Foll ovnumbers.
Pl ay Foll c

I f enabled, the Follow Me prompt tone
Prompt

Add a new Foll ow Mel dumkera WHhHioch|l c Ext
New Foll ov )

Number"™. The selected dial plan shoul d
Number

number .
Dialing Or This is the order in which the Foll ow

# OAAOAR 8.3A %@ OAT OET 1
Th&CM630sxuApports Foreign eXchange Subscriber (FXS) i nt

connect anal oogr pFAcXn emtloi htig@3d& 3 0 x A

To manually create newAEXSenseoHAEgoem&aCVabk Gh " Add" al
dialog window will show for users which need to make su
before proceeding to fildl in the extension information,

Tab4® FXS Extension Conf ABasati SetPangmeters

Gener al

Extension The extension number associated with t

Anal og StesaSelect the FXS port to be assigned for

Configure the Callerl D Number that wol
Caller I D useMot®he ability to manipul ate your oLl
Vol P provider.

Privilege Assign permission level to tdreuSlntei!
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“"National and "International from th
setting is "Internal"™
Not e:
Users need to have the same | evel as o1
to make outbound calls wusing this rule
Configure Voicemai l
There are three valid options and the
Voi cemai |
f Di sabl emavMdi:cabl e Voicemai l
T Enable Local EnVaoblce maoilcemai | for th
. . Configure voicemail password (digits o
Voi cemai | ) ) i
A random numeric password i sr eacuotnmommeantdiec
Password
the random generated password for secu
Skip Voice ) ) )
When user dials voicemail code, the pa
Password ) _ ) ) )
) ) ~this woul ébuadltloomw vone emai | &c oepdsd.onBy sd
Veri ficat.i
Send VoiceConfigures whether or not to send emai
Emai | Noti new voicemail
Attach Voi Configures whether or not to ataathnwob
to Emai l emai | s.
Keep Voi ce ; ) ) i
~Only appliedeivfelextremdiobml Send Voicernm
after Emai
Emer gency )
CallerlI D name that wild/l be used for em
Name
I f selected, this extelhGMedNO WA I | be di
Di sabl e Th
Exi e ncl 60 Not €he disabled extension stildl exi sts
device.
User Settings
. Page | 178
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) Configure the first name of tdhkRamuasetrer
First Name )
digits and

Configure the | ast name of the user. 1
Last Name ) i
digits and

Emai |l Addr Fi ||l in the Email address for the wuser
Confither epassword for user port al acce
UsePasswor automatically generated. |t Iigse nreercaotmende

for security purpose.

Mobil e Phc

Configure the Mobile number of the use
Number

Select the voice prompt | anguage to be

"Defaul t™" whi ch is the selected VAREX

Sett AWMgisce PAloammpgtuage SefThiengls opdown |
Larmugge

current avael abbepvt | aCgwba3gexsA oo ra dtdh emo r
in the | ist, pl ease downl oad voice pro
under WABBEKBUSBetAtViomg® PALoammpgtuage Sett i ng

Tab4®@ FXS Extension Conf Aledatai on Parameters

Anal og Settings
Call Waiti Configure to enable/disable call waitd.i

| f configured, the # kewftan ObOealuiseg t
User oO0#06 a _ )
anal og phone. The default setting is

Configure the RX gain for the receivin
i 830dB to +6dB. The default setting is

RX Gain

Configure the TsXmigtatiinnd oacdhadarmreelt rafn anal
i 30dB to +6dB. The default setting is

TX Gain

Mi n RX l:|8Configure t he mi ni mum period of -ftli amseh

remain unpressed for the PBX b eovoenid
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nge is 30ms to 1000ms. The default s

nfigure the maxi mum period of -ftlianeh

main unpressed for the PBX to consi

ni npuelmmi od of time is 256ms and it ca
50 ms .
enabl ed, a polarity reversal wi || I

swered by the remote parotlyari Ror rsomi

gnaling the disconnection of a phone
a polarity reversal. The default se
ecify " ON", "OFF" or a valueaes(tthe mc
ps of cancell ati on.

t@When configuring the number of taps
6ms of echo cancell ation. Il nstead,
tting is "ON", which is 128 taps.

nfriegut o enabWeydcabablag3feature on t
abl ed.

nfigure the number of rings before s

rr- FXS extension, there arModtehr €lén eo pite

AiNoneo.
Non®i sabl e Fax.

F a x Gat ¢ vaysiel ecU@M6 3 0B support co

processing of Fax data from T.30 to

Fax Det ®datriiom: a call , t huesefrdx rauindgn adi
and the received fax wil!/l be sent to
an emai l address has been configured

Def ault EmaconAddEes8AFA&8 Settings

Talb&0 FXS Extension ConfAfemauires Parameters

V- S
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Cal | Transfer

Cal | Forwa Configure the Call/l Forward Uncondition

UnconditicForward Uncondide antailvdteead . urehae sdef aul i

Select time condition for Call For war d
selected time condition. The avail abl e
Ti meoidayWo|] AOut of Holidayo, AOut of

Not e:

CFU Ti me 1T ASpecifico has higher priority to @O

Conditi on peri od.

T Specific time can be configurednbdbhng:!
di al og. Scrol l down the add Ti me Con:

T Of fice Time and Holiday ®&gywsltde mbe&SAT DM
Sett AOfy6i ce Ti meadeo.l i day

Call ForwaConfigure the Call For weaerrd Nd Amostweaor
Answer Forward No Answer feature is deactivat
Select time condition for Call Forward
AOffice Timedo, AOudayd, Of®utceoflTi kheldoi, d &
Hol i dayo and ASpecifico.
Not es:

CFN Ti me 1T ASpecifico has higher priority to AO

Conditi on peri od.

T Speci fic time can be configured on
dal og. Scroll down the add Time Condi

T Of fice Time and Holiday ®&ywsltde mbe&SAT DM
Sett A®OfHhEice Ti neddo.l i day

Configure the Calll For warcdo nBu gy r tear, g & tl
Cal | For wa ) )

Busy feature is deactivated. The def au

Select time condition for Call Forward

CFB Ti me ; . ) ) )
Ti meo, AOut of Office Tiome of OuitH ool fi dCafyfadi,
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Condition and ASpecifico.
Not es:

1T ASpecifico has higher priority to AO

peri od.

T Specific time can be configured on
di al og. Scradldl Td anven Ctomei t i on f or spe

T Office Time and Holiday &Sywslte mbeaATDM
Sett A®OfHhBEice Ti neddHeo.l i day

| f Do Not Di sturb is enabl ed, al | inco

Al | caldefftoirwgas dwi | | be ignored.

DND Ti me The ti me condition of DND. The DND wi

Condition satisfied.

| f DND i s enabl ed, calls from the whit

number s areed sawnmpdp ommuts t be separated by

supported.
DND Whitel 9 Zmatch any ®igit from 1
T Nmatch any ®igit from 2

T Xmatch any ®i.git from O

Calls from users in the forward whitel
Pat tneartnchi ng i s supported.
FWD Whit el f Zmatch any ®igit from 1

f Nmatch any ®igit from 2

T Xmatch any ®igit from O

CC Settings

I f endkEMéB O A I automatically alert th

avail able, given that a previous call

Enabl e CC
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Ring Simultaneously

o Enable this option to hasvienudn aeebeshg
Ing . . .
extension. I f a register trunk is wused

Si multanec )
be di splayed for the external number a

Set the external snummbdranGoudéeyhaagonn
External \
which wil | be ignored.

Ti me Condi ) .
Ring the external number simultaneous.|

Ring . o

) time condition.

Si mul tanec

Use call eeUse chel ee' s DOD number as Call erl D

FWD or RS Simultaneously call s.

Hot |l i ne

I f enabl ed, hotline dial-dnmgfipduwrmne dvindudmt
Enabl e Hot

according to the selected Hotline Type
Hotl ine NuConfigure the Hotline Number
Configure the Hotline Type:
T | mmedi ate Hotline:
) When the p-hooBCM&3@wi Al i mmedi ately d
Hotl ine Ty
9 Del ay Hotline:
When the phone is off hook, i f UCMé B @
wi || di al the preset number
Moni tor privilege control
Al l oabbrgi Members of the I|ist can spy on this ex
Seamless transfer privilege control
Al l owed t c )
Members of the |list can seamlessly tra

seaml ess t
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Ot her Settings

Configure the number of seconds to ri

voi cemai l (voicemai l is enabled) or ha
the default ring ti mEGM630swNBOchecands)b
thel obal ring ti meout s eARB X g S eafnVdoeir
Ring TimeOPrormi?tustom Prompt: General Preference.

and 600 seconds.

Notlf the end point also has a ring ti:]

is the shortest time set by either dev

Enabl e automatic recording for the cal
Aut o Recor di sabl ed. The arne choer dd cnage sf si d de HUCHDAReR e cVder be
Files

T | f shevt§ twsers can skip entering the p

T I f sy Tdomasers can skip entering tht

Skip Trunk calls during the selected time condi
T I f sib@ twsers wil/l be asked to enter
call s.

Ti me Condi IfMSkip Trhuonk SABtt Td meel ect a time condit
Skip Trunkskip entering password when making out

Di al Trunk ) )
Configure personal password when makin
Password

| f enabl ed, t hi s ext ePhsPHhoonn enwbiolol k bPeB Xa dldi
Enabl e LD#

extension wil/|l be skipped when creatin

Use MOH as| f enabl ed, when the call to the exten

ringback t MOH as ringback troengeulianrs treiandg boafc kt hteo n e .

) Select which Music On Hold cl asst heo aat
Music On F
on hol d.

Cal | Dur at Check to enable and set the call Il i mi t

Maxi mum CeThe maxi mumi el (i dusatonds) . The def au
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Duration (value is 86400 seconds
Emai | Mi s s )
Send a |l og of missed calls to the exte
Call s
|l Emai | Mi s ®endh bC&®ldl, s users can select th
via email, the available types are:
1T Def aAllt: mi ssed calls wil/l be sent i
Mi ssed Cal T Missed | nt:erOnaly Qmilsls e d -t l®oxctael n sei xotne ni
sent i nidmaialt i mots .

T Mi ssed Ext eOmlay nCiassssed calls from
notifications.

Tabb® FXS Extension Conf ASpeaiifone Famameters
Speci fic Ti me

Ti me Condi Click toCaddi Tima to configure specifi

Tabb2 FXS Extension Conf Afot aobwoMePar ameters

Foll ow Me
Enabl e Configure to enable or disable Foll ow

I f the oatbsesuméed to check the passwol
Skip Trunkenable the option "Skip Trunk Auth" of
call out .

Music On F

Configure the Music On Hold cl asangthat
Cl ass

Confirm Wh

Answering

| f enabl ed, cal l wi | | need to be confi

Enabl e

) ) Configure to enable destinati on.
Destinatic
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Def aul t ) ) )
) ) The call will be routed to this destcian
Destinatic

Use CalleeUse the callee DOD number as CID if (o
for Foll ovnumber s.
Pl ay Foll c

I f enabled, the Follow Me prompt tone
Pr ompt

Add a new Fol lwhi dMe aauberbe a "Local
New Foll ov

Number". The selected dial pl an shoul d
Number

number .
Dialing Or This is the order in which the Foll ow

"AOAE ' AA %@OAT OEITTO

"AOAE ' AA 3)0 %@OAT OET 160

To add multiple SIP extensions, BATCH add can be wused
However, uni que extension username cannot be set wusing

Under WAIEXGEhsi oAEXTremfi acnsi ck on " Addo and select exte
and ASelect Add Methododo as Batch.

Tabb5®8 Batch Add SI P Extension Parameters

Gener al

Create NunSpecify thexhembéeonefto be added. The

Extension Sel ect how much to increment successi v
Il ncrement ethe extensions will Nod Ep0d @, BOGRat@ac4d e

Extension Configure the starting extension numbe

PermissionASS'gn permi ssion | evel to the user. T

"National and "I nternational " f rloen d e
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setting is "Internal"
NoteEsers need to have the same | evel a
privilege to make outbound calls from

Configure Voicemai l
There are three validpbpbnons 4daBdabhe
1 Disable VOiocamaiel Voi cemai |
Voi cemai |

T Enable Local EwWaoblce maoilce mai | for th

T Enabl e Remote FYoiwae maitlhhe noti fy |
voi cemai | system for the usdrsaéqhae:

Remote voicemail feature is used ot

Configure the SIP/IAX password for the

password for the batch of extensions.
T User Random Password.

SI P/l AX Ps A randeawure password wil/l be aut omat

to use this password for security pu
f Use Extension as Password.

f Enter a password to be used on all t

Configure Voicemaibnpgadsstwordt hdi gser s.
f User Random Password.

Voi cemai | A random password in digits wil.| b e

Password to use this password for security pu

T Use Extension as Passwor d.

Enter a password to be usédatem.all t
) Send voicemai l messages to the confi gl
Send Voi ce ) ) )
) gl obal setting wil.l be used. Gl o*b\ad i cse
Emai | ) )
Emai | Settings.
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Keep Voi ce ) ) . )
~Onlayplies iffeeelt eoasi olhhobal Send Voicenm
after Emai

Configure Callerl D Number when adding
T Use Extension as Number
T Users can choose to use the extensi

Caller!l D NM

T Use as Number

f Usersclhanose to set a specific numb
number .
Skip Voice ) ) )
When user dials voicemail code, the pa
Password

) ) ~this woul ébudltlommw von e e nthd fl a walctc,e stshi sByop
Verificati

Enabl e-aHeel f enabled, the PBX will regularly sen

Keeal i ve ) _ ) _
Configurealtihee kiertper v al (in seconds) t
Frequency

Di sabl e Th ) ) ) i
) Check this box to disable this extensi

EXx tsinon
I f enabl ed, (1) Cal | Forwar d, Cal | Wa i
Enabl e SCA(2) Concurrent Registrations can be se€

added in CalSICArgat ur es

Emer gency

CallerI D number that wil!/ be used when
Cl D

| f enabl ed, t his extension nunaemoc ane
E n a bWaev e ) ) )

ot herwise it wilWaveobhuthoet ad| ghdadme ufsenc
Sync Conta'f enabl ed, this extensi onWanvuemera cwi,| Ic

wi || not be displayed, hatd, i butanhhetusg

number .

Select voice prompt | anguage for this
Language ) )

for voice prompt | anguage will be used
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Use NAT when the PBX is on a public IP

NAT (e.g., broadbandwaypubed) o | Bstuber @

configuration or Firewall S suppor

The def aul talslegad.i ng i s en

By default, the PBX will route the med
Enabl e Direnabl ed, the PBX will attempt to nego
Medi a stream directly. It is notofl aayg se@odg @i

media routing. The default setting is

Sel ect DTMF mode f or the user to send

"I'nfo" is selected, SIP I NFO mess algewuam
DTMF Mode . .

|l aw are required. When " Auto" is selec

"Il nband" will be used.

When present in an | NWIf DE hreagees tf i etl de
ring tone to the UAS.

Al eirnf o

SRTP Enabl e/ di sabl e SRTP for RTP stream enc

Configure to enable Packet Loss Retran
Packet Los T NACK
Retransmis 1 NACK+RTX(-SRB®QP)

1 OFF
Video FEC Check to enable Forward Error Correcti
FECC Configure to enabl e FECC
Audi o FEC Check to enable Forward Error Correct.i

Access Control List manages the | P add

ACL Policy T Allow All: Any | P address can regi ¢

1T Local Net woadkdr eCsnsleys IiPn t he conf i gt

register to this extension. Press 7
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segment s.

Select jitter buffer method.
19 Disable: Jitter buffer wildl not be
) T Fixed: Jittdi xedf sSeérzewi(telual t o th
Jitter Buf

T Adaptive: Jitter buffer with an ad:
jitter buffer?").

T Net EQ: Dynamic jitter buffer via N¢

Codec Pref Configure the codecs to be used.

CallFransfer

Sel ect which presence status to set f
Presence Sconditions for each status. BV ai Ipaisvsaoyt
fiChatCudt N aUWddaviaid.abMor e BPRESENSEat

Enabl e and configure the Calll Forward |

for target number ar e:
T ANon€all forward deactivated.
T AExt ensSiedmrecc:it an extension from dro
T ACustom NuEmMterro:a customer number a

Cal | For wa T AVoi ce mwxil lec:t an extension from dro

—h

Unconditic orwarded to voicemail of selected
f ARi ngu@gGidel ect a ring group from dr

T AQueueasesdect a queue from dropdown

f AVoicemail S&Glreoautpda voi cemai l group
target.
The default setting is fiNoneo.
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Cal | For wa

Answer

CFEFN Ti me

Condi ti on
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Sel aante tcondi ti on for Call Forward Unco
selected time condition. The avail abl e

Ti meo, fAHolidayo, fAOut of Holidayo, nO
N oet :

1T ASpecifico has higher priority to @O
peri od.

T Specific time can be configured on
di alog. Scroll down the add Ti me Con:

T OfficeanTd mtol i day could be conf i AU er
Set tAQfgfsi ce Ti me/ Hol i day page.

Configure the Call Forward No Answer

number ar e:
T ANon€ali | forward deactivated.

ANExtieandel ect an extension from dro

=
5

ACust om NUuUEmberro:a cust omer number a

=
5

T AVoi ce mwxil lecc:t an extension from dro
orwarded to voicemai l of sel ected

—h

f ARing GSeupat a ring group from dr

T AQueueasesdect a queue from dropdown

f AVoicemail S&Glreoautpda voi cemai l group
target.
The default setting is fiNoneo.
Select time condition for Call For ward
AnOoffice Ti meo, AoOut of Office Ti meo, fi
Hol i dayo and ASpecifico.
Not es:

T ASpecificdo has hi ghmesopri brihbhgreéeoi &O0:;
peri od.
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T Specific time can be configured on
di alog. Scroll down the add Ti me Con;
T Office Time and Holiday coul d thieddsom
Set tAQfgfsi ce Ti me/ Hol i day page.
Configure the Call Forward Busy target
ar e:
T ANon€all forward deactivated.
T AExt ensSiedrecc:t an extension from dro
f ACust om NuEmhteerro:a customer number a
T AVoi ce mwxil lecc:t an extension from dro
Cal | For wa
forwarded to voicemail of selected
f ARing GSeupat a ring group from dr
T AQueuessesdect a queue from dropdown
I AVoicemail S&Glreoautpoa voi cemai l group
target.
The default setting i AiNoneo.
Sel ecme condition for Call Forward Bus
Ti meo, AOQOut of Office Timeo, AHolidayo,
and ASpeci fico.
Not:es
CFB Ti me T ASpeci ficd has higher pri ocrointfyl itcaa A Qv
Conditi on peri od.
T Specific time can be configured on
di al og. Scrol l down the add Ti me Con:
T Office Time and Holiday coul d beATion
Set tAOfgfsi ce Ti me/ Hol i day page.
Do Not Dislf Do Not Disturb i enabl ed, all i nco
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Condi ti on

DND Whi t el

FWD Whit el
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All call forward settings wil!/ be igno
Select time condition for Do Not Dh Qft fi
Ti meo, fAOut of Office Timeo, fAHolidayo,
and ASpeci fico.
Not es
1T ASpecifico has higher priority to @O

peri od.
T Specific time can betttomfofutde emnt

di alog. Scroll down the add Ti me Con:
Of fice Time and Hol i day coul d be AcTdnr
Set tAQfgfsi ce Ti me/ Hol i day page.
| f DND is enabledvhi ¢tellistetdomutmbers wi
numbers are supported and must be sep
supported.

T Z match any-9digit from 1

T N match any-9digit from 2

T X match any-9digit from O
Call suseosm in the forward whitelist wi
supported.

T Zmatch any ®igit from 1

T Nmatch any ®igit from 2

T Xmatch any ®igit from O

CC Settings

| f endieMéeBd Dwi A | automatically alert th
Enable CC available, given that a previous cal/l
is disabl ed.
. Page | 193
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Two modes for Call Completion are supp

T NormalThis exteasiomdiisamny eaxtensi on.

CC Mode
f For Tirulmhki s extension is registered f
The default setting is fiNor mal 0.
Configure the maxi mum number of CCSS
CC Max Agechannel. I n other wor dsmaxihmwum nruumbkeer sc
this channel can make. The mini mum val
Configure the maxi mum number of monito
CC Max Mondevice. I n other words, this numbesertwl

for a specific device at one time. The

Ring Simultaneously

Enable this option to have an externa

Ri ng
) extension. | f a register tr unnukmbiesr uwsield
Si multanec )
be di splayed for the external number a
Set the external number -6o0i §et hangosn
External pwWhich will be ignored.
This field accepts only | etters, numbe

Ti me Condi ) ) i

= Ring the extseirmmualt annuenobuesrl y al ong wi th t
Ing . oo

) ti me condition.

Si multanec

Use call eeUse t he DOD number when cal |l s ar e b

FWD or RS destinations or when ring simultaneous
Moni poprvil ege control

Al lowed tcadgqd members from fAAvailable Extension

cabhrging sel ected extensions can spy on the wuse
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Seamless transfer privilege control

Any extensions on the UCM can perform
Al l owed tc i . .

featurext eoemsliyoness avail able on the #fASe
seamltrsans i

seamless transfer to the edited extens

Ot her Settings

Configure the number of seconds to ri

voi cemai l (voicemai l is enabled) or ha
the default ring ti mEGM630swNBOchecandsb
thel obal ring ti meout s eARB X g S eanVdoeir
Ring Timeg PromMgftust om Prompt: General Preference.

and 600 seconds.

Notlf the end point also has a ring ti:]
is thesshbrme set by either device.

Enabl e automatic recording for the cal
di sabled. The recordings cAGQDBRBReaocrc &b

Aut o Recor

T I'f set to fiyesd, users can skip enter
T I'f set to fiBy Ti med, users can skip
Skip Trunk calls during the selected time condi
T If set to ANoO, user s swiwolr db ewhaesnk enda k
call s.

Ti me Condi Il f O06Skip Trunk Authoé is set to 6By Tim

Skip Trunkskip entering password when making out

Di al Tr unk

Configure pearsdnahlemnamnmaskwv ng out bound cz¢
Password

Enable LDAIf enabl ed, the extension wil/| be adde
I f enabled, the system wil.| create a r
Bind PMS Fthe extensi on nmuontbuel re . i NNo P B S | f t his

configuration of the existing room wil
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) Specify which Music On Hold class to s
Musi c On F
them on hol d.
Cal | Dur at The maxi munofd dbrbabttikoinng .
Maxi mum Cg . ) .
) The maxi mum call duration (in seconds)
Dur ati on
I f di sabled, UCM will not invite the e
i . the same work as the wuser is busy.
Call Waiti
Notthe option only works when the call
"AOAE ' AA Y18 %@OAT OET 10O
Under WAEXGWhsi oMEXtremgki ccns ck on AAddo, then select
and the add method to be Batch.
Tabb44 Batch Add | AX Extension Parameters

Gener al

Create NumSpecify the number of edéefbaslibnsetbpi bg
Extensi on Sel ect how much to increment successiyvV
Il ncrementathe extensions wil/l be 1000, 1002, 1004,
Extensi on The extension number associated with t
Assign permission |evel to the user. T
fiNati onal 0 and Al nternational 6 from t|
Pemission Setting is fdAlnternalo.
NotEsers need to have thheer slaenee Il etvhed n a
privilege in order to make outbound ce¢
Configure the Caller I D number displ a
Callerl D NThe Caller I D usage might be Iltichi tAdd
"e" means to use the extension as the
Voicemai l Configure Voicemail There are three v
. Page | 196
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Voi cemai |

Password

Send Voice

Ema i

Keep Voi ce

after Emai

Aut o Recor

SkiVmi cemai
Password

Veri ficati

« DCRANDSTREAM
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Local Voi cemai | " .
Di sabl e Voicemaill : Di sabl e Voicemai l
Enabl e Local Voviod ecreariali:l Hmabltehe user.

Configure the SIP/1AX password for the

password for the batch of extensions.
T User Random Password.

A random secure password willr éoeo mmd
to use this password for security pu

f Use Extension as Password.

T Enter a password to be used on all t

Configure Voicemai l password (digits a
T User Random Password.

A random password in digits wil!/l be

to use this password for security pu

f Use Extension as Password.

T Enter a password to be used on all t
Send voicemail messages to the config
gl obal setting wild.l be used. Gl ebVeoli c<
Emai | Settings.

Onl y a pepxti eedsdivdenl or gl obal Send Voi cert

Enable automatic recording for the cal
di sabl ed. The recording fil eACRBRReber ¢

Files
When user dials voicemail code, the pa
this woul eébudltlomw voneemail access. By

V- S
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Di sabl e Th

Extensi on

Check thidssbhbketbhis extensi on.

Select voice prompt | anguage for this
Language ) )
for voice prompt | anguage will be wusec

Il AX Settings

Max Number Configure the maxi mum numbreermootfe claR |asd

Configure to enable/disable requiring

users who depend on backward compatibi

Require Ca ;¢ shared between physical endpoints.

The defeaulithg i s " Yes".
SRTP Enabl e/ di sable SRTP for RTP stream enc
Access Control Li st manages the | P adc
ACL Policy T AIl'l owAmRY I P address can register t

T Local NeGnwoyr k:P addresses in the co
register to this extension.

Codec Pref Configure the codecs to be used.

Cal | Transfer

Call ForwgEnabl eoafd gure the Call Forward Uncond

Uncondi tic

Select time condition for Call For war d
selected time condition. The avail abl e
Tiew, fAHolidayo, AOut of Holidayo, AOut
CFU Ti me
Not e:
Condi ti on
1T AnSpecifico has higher priority to AO

peri od.

1T Specific time can be configuredanbhngil
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Cal | For wa
Answer
CFN Ti me

Conditi on

Cal |

CFB

Conditi on

For wa

Ti

me
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di alog. Scroll down the add Ti me Con:

T Office Time and Holiday coul d beATion
Set tAOfgfsi ce Ti me/ Hol i day page.

Configure the Call For wam.d No Answer t
Sel ect time condition for Cal | Forward
Afnoffice Ti meo, ifout of Of fice Ti meo, fi
Hol i dayo and ASpecifico.

Not es:

T ASpecificd has higherf ptrhieorrei tiys tao cfioQv

peri od.

T Speci fic time can be configured on

di al og. Scrol l down the add Ti me Con:

T Of fice Time and Holiday coul d b eA Thoer
Set tAOfgfsi ce Ti me/ Hol i day page.

Configure the Call Forward Busy target

Sel ect ti me condition for Cal | For war d
Ti meo, AOut difHoOfi fdiacyed ,Tifinkkeud, of Hol i day

and ASpeci fico.
Not:es

1T AiSpeci ficd has higher priority to AO

peri od.

T Specific time can be configured onn
di alog. Scroll down the add Ti me Con:

T Office Time and Holiday coul d beATion
Set tAOfgfsi ce Ti me/ Hol i day page.

I f Do Not Disturb is enabled, al/l i nco

Do Not Di
All call forward settings wil!/| be igno
Page | 199
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Sel ect time condition for Do Not Di st
Ti meo, AOut difHoOfi fdiacyed ,Tifinkkeud, of Hol i day

and ASpecifico.

Not es:

DND Ti me 1T ASpecifico has higher priority to AO

Conditi on peri od.

T Specific time can be configured onn

di alog. Scroll down the add Ti me Con:

T Office Time and Holiday coul d beATionm
Set tAQfgfsi ce Ti me/ Hol i day page.

| f DND i s enabl ed, calls fromrtehectwkidil
numbers are supported and must be sep
supported.

DND Whit el 9 Zmatch any ®igit from 1
f Nmatch any ®igit from 2
T Xmatch any ®igit from O

Calls from users in thebéof wawdr awbdt el

supported.

FWD Whitel 1 Zmatch any ®igit from 1

f Nmatch any ®igit from 2
T Xmatch any ®igit from O

Ring Simultaneously

Enable this option to have an externa

Ri ng i . g
) extension. I f a register trunk is used
Si multanec ;
be displayed for the external number a
Set the external number -6oi et hangosn
External N

which Wwelignored.

. Page | 200
UCM6 3 ®BxAies User Manual

e Ver si dri.a. 0.



GRANDSTREAM

CONNECTING THE WORLD

This field accepts only |l etters, numbe

Ti me Condi ) )

o Ring the external number simultaneous.l
I'ng . S

) time condition.

Simultanec

Use call eeUse t he DOD number when call s ar e b
FWDor RS destinations or when ring simultaneous
Moni tor privilege control

Al lowed tcaAqgd members from fAAvail ablExtExtse nosnisadn

cabhrging selected extensions can spy on the use

Seamless transfer privilege control

Any extensions on the UCM can perform :
Al Il owed tc ) . .

featurext eoemsliyoness avail able on the f#fASe
seaml ess t i

seamless transfer to the edited extens

Ot her Settings

Configure the number of seconds to ri

voi cemai l (voicemai l is enabled) or ha
the default ring timegceME3DswnBOchecandsyp
t hel odal ring ti meout s eARB X g S atntdoeinr

Ring TimeoProrA;ﬁ:tustom Prompt: Gener al Preference.

and 600 seconds.

Notlf the end point also has a ring ti.|

i s ghhertest time set by either device.

Enabl e automatic recording for the cal
di sabled. The recordings cARAGDBRReaocC &b f

Aut o Recor

_ T If set to fAyeso, users can skip enter
Skip Trunk

T If set to ABy Ti meo, users can skip
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calls during the selected time condi
T I f set to ANoO, user s swiwolr db ew haesnk entda k
call s.

Ti me Condi lf 6Skip Trunk Authé is set to 6By Tim

Skip Trunkskip entering password when making out

Di al Tr unk

Configure pearsdonmahemanasksi ng out bound c:¢
Passwor d

Enabl e LDZAIf enabl ed, the extension wil|l be adde

) Specify which Music On Hold class to s
Musi c On

them on hol d.

Cal | Durat Check to enable and set the call [ i mi t
Maxi mum Ce The maxi mum cal l duratiowvma(uer Sememns)
Duration (value is 86400 seconds

"AOAE %@OA1T OET1T 2AO0AOO0OET ¢ &O1T AOET T Al EOU

Users can select mul tiple extensions and resemeir S

and confirm the reset functionality. Once done, al |l S €
val ues with the excReepgtiisotnr adfi o8enc Wwrsregntvoi cemai l pass\y
Password. User voicemail prompts and recordings wil/|

restored to default with the exception of usernames an

SAAOAE A0 A%OED 1
Al 1l UCMS 30xXAt ensi ons ar e | i sAEexdt ens d e fy E XxWeebm G Owist h stat
Extensi on, Call erl D Name, Technol ogy (SI P, Il AX and FXS

users to "Edit" or "(KEE,I e"tFee"Qcacmd"s‘bD,iaqaleé'anai'IEdbiIlEUspeerr e X
can search an extension by specifying the extension nul
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Extensions
[ ounse | -]
STATUS PRESEMCE STATUS EXTENSION MAME TYPE P AND PORT EMAIL 5T... OPTIONS
Unavailable Availatle 1000 SIP(WebRTC) - (= @ 9 o
Unavailable Availatle 1001 SIP(WebRTC) - (= @ 9 o
Unavailable Available 1002 SIP{WebRTC) - (=) @ 9 o
Unavailable Available 03 SIP{WebRTC) - (=) @ 9 o
Unavailable Available 1004 SIF{WebRTC) - (= B 9 ]
1 30/ page~ | Gom
Fi gwBrde Manage Extensions
T Status
Users can see tfheer feoddh wd itgen siommn t o indicate the SIP
Green: I dl e
® Bl ue: Ringing
Yell ow:l n Use
Grey: Unavailable (the extension is not registered
T Edit single extension
Clic tom start editing the extension parameters.

T Reset single extension

Clico

~toon reset the extension parameters to default (e

Ot her settings will Maeé nt eAtsrean d pge s @mniftorimaxdc ept

username and permissions and del ete the user voicemai

T Reboot the user

i
CIicthn send NOTI FY reboot event UQGNMG6 3t0xrAt ereyvii @ avihn

registered. To successfully reboot the WLaW6,3 Weer o C
GUAVal-added FeAdteuroe sChhefriog Confi g Settings
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1T Delete single extension

Clicm]bo del ete the extensbon.ofOrt kel ext endhieonc herwdk t

Selected Extensions™".

T Modify selected extensions
Select the checkbox for the extension(s). Then click
T Delete selected extensions

Select the checkhbhnx sflar Tthreem eXtierks on " Delete " to de
%@Dl 00 %@OAT OET 10

The extensions U&€MbB ke do eone xtphoer t ed t o csv format file

"1 AX" or "FXS". Click on "Exportogwxtiemstilmasfir bmpt olme lamv
Extensions
B
Import
STATUS PRESENCE STATUS EXTENSION e P AND PORT EMAILST.. OPTIONS
Unavailable Available 1000 E-rmail Notification - El‘,'\ [EA ID i}
Unavailable Available 1001 Follow Me Options El'_\ B {D m
Unavailsble Available 1002 SIP{WebRTC) - =) AR D] L]
Unavailshie Availanle 03 SIP(WebRTC) - = = 9 o
Unavailzsble Available 1004 SIP(WebRTC) - Fa [EAED) i}
1 Towz:5 | 30/ page -
Fi gwBr5e Export Extensions
The exported csv file can serve as a template for user
t heCM6 30x A
)y I BT OO0 %@OAT OET 1T O
The capability to i bhEbM6BOpgsotvd Mdxeisonussetres tfHexi bi l ity to
si milar or different configuration quickly into the PBX

1. Export extensi obCMé 3 bkyiAlcd ifcrkamgt oen " Export EXxtensi on

2. Fill up the extension information you would Iike in t
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3. Click on "I mporbdutEtxarensihlhe foll owing dialog wild.| be p
Import
On Duplicate Extension: | Skip
Delete and Recreate
Tformation
Fi gwBrée | mport EXxtensions
4. Sel ect the option in "On Duplicate Extension" to def
file should be treated by the PBX.

T SkipPuplicate extensions in the c¢csv file wildl be sk
information as previously configured without change

1T Del ete and Thec rceuatree:nt extension previously configu
ext enisn othhe csv file wildl be |l oaded to the PBX.

T Update I nfDhenatwumoment extension previously configur
the duplicate extension in the c¢csv file has differ
condriggti on for those options in the extension.

5, ClickClhhomose filteo tselwxltoadoy file from | ocal director)
6. Click on "Apply Changes" tUCHBMGAPOYAthe imported file ¢
Example of file to import

A B C D E F G H 1 J K L M N O P

ExtensionFirst NamLlast Name TechnologEnable Vo CallerID |SIP/IAX P Voicemail Skip Veic Ring Time Auto Rece SRTP

Fax Mode Strategy Local SubLocal Sub|

V- S

1

2 1000 SIP(WebRT yes 123456Adm 130270 no off no None Allow All
3 1001 SIP(WebRT no 123456Adm 2426 no off no None Allow All
4 1002 SIP(WebRT yes 123456Adm 771324 no off no None Allow All
5] 1003 SIP(WebRT yes 123456Adm 398159 no off no None Allow All
6 1004 SIP(WebRT yes 123456Adm 89737 no off no None Allow All

Fi gwBr7e | mport Fil e
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Enabl e

Cal

S| P/ PAXswor d

|l er1 D Number

Voi cemai |

Tabb® SIP

Digits

Digits

extensions

yes/ no/remot e

Al phanumeri c

« OCRANDSTREAM
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|l mported File Exampl e

Extensi on

SI P/ SI P(WebRTC)

characters

Voi cemai | Password Digits
Skip Voicemail Passw yes/ no
Ring Ti meout Empty/ 3 to 600 (in second)
SRTP yes/ no
Strategy Al'l ow All / Local Subnet Onl y/
Local Subnet 1 |l Rddr ess/ Mask
Local Subnet 2 | P addr ess/ Mask
Local Subnet 3 | P addr ess/ Mask
Local Subnet 4 | P addr ess/ Mask
Local Subnet 5 | P addr ess/ Mask
Local Subnet 6 | P addr ess/ Mask
Local Subnet 7 | P addr ess/ Mask
Local Subnet 8 | P addr ess/ Mask
Local Subnet 9 | P addr ess/ Mask
Local Subnet 10 I P addr ess/ Mask
Specific I P Address | P addr ess
UCM63®BeA i es User Manual Page | 206
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Skip Trunk Auth yes/ no/ byti me

Codec Preference PCMU, PCMA, GSM, G. 726, G. 722, G.
H. 265, | LEBC,72AL 2
32, ADPCM, G. 723, H. 263, H. 263p,

Per mi ssi on I nternal/ Local/ National/lnte
NAT yes/ no

DTMF Mode RFC4733/info/inband/ auto

Il nsecur e Port

Enabl e-ald evpe Yes/ no

Keeal i ve Frequency Val ue B66mMm 1

Aut hl D Al phanumeric value without s
TEL URI Di sabl ed/ user=phone/ enabl ed
Cal | Forward Busy Digits

Cal | Forward No Answ Digits

Cal | Forward Uncondi Digits

SupporiDedt&ai ng Mode Yes/ no

Di al Trunk Password Digits

Di sabl €xTRinsi on Yes/ no

CFU Ti me Conditi on Al | ti me/ Of fice time/ out of
holi day/ out of office time o

CEN Ti me Conditi on Al | ti me/ Of fice time/ out of

holiday/ out dfolofdfaiyd e pteicmd i @

CFB Ti me Condition Al | ti me/ Of fice time/out of
holi day/ out of office time o
Music On Hol d Default/ringbacktone defaul't
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CC Agent Pol i

cy

CC Monitor Pol i

cy

CCBS Avail able Ti

CCNR Available Ti
CC Of fer Ti mer
CC Max Agent s
CC Max Monitors
Ri nsgi mul t aneously
External Number

Ti me Condition for

Ti me Condition for

Enabl e LDAP

Enable T.38 UDPTL

Max Contact s

E n a bWaev e

mer

mer

R

S
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| f CC is disabled use: never
I f CC inoramtl tuse: generic
| f CC is set to trunk use: n

Generic/never
3600/ 4800

3600/ 7200

60/ 120
Value D886 m 1
Value BB6m 1
Yes/ no

Digits

Al Tt
hol i

me/ Of fice ti me/ out of

day/ out of office time o

Al Tt
hol i

ne /nf/foiucte o f of fice tir

day/ out of office time o

Yes/ no
Yes/ no
Val ues -1fOr om 1

Yes/ no

Al elrnf o None/ Ring 1/ Ring2/ Ring3/ RRinmg
8/ Ri ng 9/ Ri ndgr 11/0W edl ell2c/ocrdvest & B £ 0
bel |-do4/fk béldlblcouwset om

Do Not Di sturb Yes/ no

DND Ti me Conditi on Al | ti me/ Of fice time/ out of
holi day/ out of office time o
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Custout A answer Yes/ no

Do Not Disturb White Empty/digits

User Password Al phanumeric characters.

First Name Al phanumeric without speci al

Last Name Al phanumeric without speci al

Email Address Email address

Language Defaul t/ en/ zh

Phone Number Digits

CadBlarging Monitor Extensions all owed to call b

Seamless Transfer Me Extensions allowed to seamle
Tabbe@ | AX extensions | mported File Exampl e

Extensi on Digits

Technol ogy I AX

Enabl e Voicemail yes/ no

Call erl D Number Digits

SI P/l AX Password Al phanumeri c characters

Voi cemai | Password Digits

Skip Voicemail Passw yes/no

Ring Ti meout Empty/ 3 gdec®dOd) (i n

SRTP yes/ no

Strategy Al l ow All / Local Subnet Only/
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Ski

Cod

NAT

Cal

Cal

Cal

Req

Ma x

al Su
al Su
al Su
al Su
al Su
dlbne
al Su
al Su
al Su
al Su
cific
p Tru
ec Pr

bnet 1 | P address/ Mas
bnet 2 | P addr ess/ Mas
bnet 3 I P addr ess/ Mas
bnet 4 | P address/ Mas
bnet 5 I P address/ Mas
t 6 | P address/ Mas
bnet 7 I P addr ess/ Mas
bnet 8 I P addr ess/ Mas
bnet 9 | P address/ Mas
bnet 10 | P address/ Mas
| P Addr ess I P address

nk Aut h yes/ no/ byti me
eference PCMU, PCMA, GSM,

H. 265, | LE&C,7RAL
32, ADPCM, G. 723

G.

2

« OCRANDSTREAM

CONNECTING THE WORLD

726, G. 722, G.

H. 263, H. 263p,

I nternal / Local/ National/lnte

mi ssi on
yes/ no
I Forward Busy Digits
I Forward No Answ Digits
I F dJrnveaorndd i t i onal Digits
ui re Call Token Yes/ no/ aut o
Number of Call s Val ues -5fIr2om 1

Di al Tr u

nk Passwor d Digits

V- S
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Di sable This Extensi Yes/ no

CFU Ti me Conditi on Al | t

of of

me/ Of fice time/ out of

— —n

obceholmday/ specific ti
CFN Time Condition

CFB Time Condition Al'l time/ Office time/out of
of office time or holiday/ sp
Music On Hol d Default/ringbacktone_default

Ring simultaneousl!y Yes/ no

External Number Digits

Ti me Condition for R AII time/ Office time/out of
of office time or holiday/ sp

Ti me Condition for S All time/Officeimembbdbiutdagf o
of office time or holiday/ sp

Enabl e LDAP Yes/ no

Limit Max time (5s) empty

Do Not Disturb Yes/ no

DND Ti me Condition Al'l time/ Office time/out of
of offideliidmg/epeci fic ti me

Do Not Disturb White Empty/ digits

User Password Al phanumeric characters.

First Name Al phanumeric without speci al

Last Name Al phanumeric without speci al

Email Address Email address

Language Default/ en/ zh

Phone Number Digits
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CadBlarging Monitor Extensions all owed to call b

Seaml ess Transfer Me Extensions all owed to seaml e

Tabb® FXS Extensions I mported File Exampl e

Extensi on Digits

Technol ogy FXS

Anal og Station FXS1/ FXS2

Enabl e Voicemail yes/ no

Call erl D Number Digits

Voi cemai | Password Digits

Skip Voicemail Passw yes/no

Ring Ti meout Empty/ 3 to 600 (in second)
AuthPecord yes/ no

Fax Mode None/ Fax Gateway/ Fax Detecti
Skip Trunk Auth Yes/ no/ byti me

Per mi ssi on I nternal / Local/ National/lnte
Cal | Forward Busy Di gits

Cal | Forward No Answ Digits

Cal | Forward Uncondi Digits

Call Waiting Yes/ no

Useadg SEND Yes/ no

RX Gain Val ues-3@60m
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TX Gain Val ues-3@60m
MI' N RX FIl ash Val ues fint@m0 30
MAX RX FIl ash Val ues fieomoO 40

Enabl e Polarity Reve Yes/ no

Echo Cancell ati on On/ Of f/ 32/ 64/ 128/ 256/ 512/ 102
3-Way Calling Yes/ no

Send Callerl D After 1/ 2

Di al Trunk Password di gits

Di sable This Extensi Yes/ no

CFU Ti me Condition Al | ti me/ Of fice time/out of
of office time or holiday/ sp

CFN Ti me Condition Al | t i me/nf/foiucte of office tir
of office time or holiday/ sp

CFB Time Condition Al | ti me/ Of fice time/out of
of office time or holiday/ sp

Music On Hol d Default/rinfghbalkkt one de

CC Agent Policy I f CC is disabled use: never
I f CC is set to nor mal use:
I f CC is set to trunk use: n

CC Monitor Policy Generic/never

CCBS Avail able Timer 3600/ 4800

CCNR Available Timer 3600/7200

CC Of fer Ti mer 60/ 120

CC MAgent s Val ue Be6m 1
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CC Max Monitors Value BBOmM 1

Ring simultaneously Yes/ no

External Number Digits

Ti me Condition for R AIIl time/Office time/out of

of offibeliidmg/epecific ti me
Ti me Condition for S

Enabl e LDAP Yes/ no

Enabl e Hotline Yes/ no

Hotl ine Type Il mmedi ate hotline/delay hotl

Hotl i ne Number di gits

Limit Max time (5s) empty

Do Not Disturb Yes/ no

DND Ti me Condition Altli me/ Of fice time/out of off
of office time or holiday/ sp

Do Not Disturb White Empty/ digits

User Password Al phanumeric characters.

First Name Al phanumeric without speci al

Last Name Al phanumeric without speci al
Email Address Emai | addr ess

Language Def ault/ en/ zh

Phone Number Di gits

CadBlarging Monitor Extensions all owed to call b
Seamless Transfer Me Extensions all owed to seamle

The CSV file should contain all the aboVWéEeéMé3 e dd, diifspod
the following error message for missing fields.
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9 The format or coding of CSV files is incorrect.

Fi gwBr8e | mport Error

%P OAT OET T $AOAEI O
Users can cl isdlonomuanbEetxd mhitcnes page and quickly view i
as:

T Ext ensShonws the Extension number.

f Stat@saws the status of the extension.

T Prese

T Call e

T Messa

T I P an
T Emai |l
T Ring
1T Call
f Call

nce lsitdatcmses the Presence Status of this exter

Ter mi nalShToywse :t he Type of the terminal using this ex

r | MewWeaanes t he Caller | D Name configured on th
gSehso:ws t he messages stats.

dTPertP address and the ports of the device us
sShaotwu st:he Emai |l status (sent, to be sentéetc.
Glhodpcatensngtheoups that this extension bel ongs
Quediecates the Cal Queues that this extension

Queue (DPghemtey:the Call Queues that this exte

V- S
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OPTIONS WALUE
Extension 1000

Status Unavailable
Presence Status Available
Terminal Type SIF(WebRTC)

Caller|D Name

Wessage T

IP and Port

Email Status To Be Sent
Ring Groug

Call Queue

Call Queue(Dynamic)

Fi g Br9e Enxxdieon Detail s

d AET .1 OEEZEAAQET I

Once the extensions are created with Email addmas $ es,
Notificationo to send the account registration and con:
sengi under AWyst@Ul SAEMmainlgs Seitsti pgsperly configured a

UCM6 3 MxeA ore 4amai hgNEiIi ficationo.

When clickAdamadMorNeoot i ficationo button, the following r

Click on OK to confirm sending the account information

Areyou sure you want to send the selected account
information to their respective email sddresses? Mot

selecting anything will send all account information to
their respective email addresses.

==

Fi g Wroe-nkai | Not FHriacmpgti olnnf or mati on

. Page | 216
UCM63®BxAies User Manual

Ver si dri.a. 0.




GRANDSTREAM

CONNECTING THE WORLD

Tk user will receive Email including @Qrcamodinttr e &aegti WH orest |
with the QR code:

| General Settings

Server Address 192.168.5.147:5060
Account Name Mia

SIP User ID 1000

Authenticate 1D 1000

Authenticate Password  pasi

Fi gwrie Account Registration I nformation
| GsSwave Settings
Login URL hitps://192.168.5.147:8090/#/
Login URL for Public https://c074ad0a8c94-10671.b.gdms.cloud/#/
Login Name 1000
Login Password pasl

Use Web App to scan gr code and log in

Fi gwr26r andstred&dmtWawmwegs and QR Code
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~ A s e oA

- Ol OEPI A 2ACEOOOAOEIT O PAO %@OAT OEIT I

UCM63 GGxuAdports multiple registrations per extension so

in different |l ocati ons.

Office Desk Phone:

Extension 1000

Fi gwrde Mul ti ple Registrations per Extension

Thi s feature can be enabl ed by enconfRegursitm@gt i @mtsioo
GUAExtensi oAEdrtunkxt embeodefault value is set to 1 for

Edit Extension: 1000
Basic Settings Media Features Specific Time Follow Me Cance | m

| General
*Extension: 000 CalleriD Number: | 1000 |
= Permission: ‘ Internal v # SIP/IAX Password | (e et |

AuthiD: ‘ | Woicemail | Local Voicernail k
*Voicemail Password ‘ o L | Skip Voicemail Password O

Verification:

Send Voicemail to Email ‘ Default v Keep Voicemail after Emailing: Default b

Enable Keep-alive: O * Keep-alive Frequency:

Disable This Extension: O Enable SCA: O

Emergency Calls CID: ‘ |
| User Settings

First Name: ‘ | Last Name: | |

Email Address: | # User Password : | R |
*Language: ‘ Default v # Concurrent Registrations: | 3 |

Mobile Phone Number: ‘ |

Fi gwrde Ext e-rCoin@amurrent Registration
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3-3 -AOOACA 30PDPI 00

TheCM63pxAvidexn BUiPIl SMS message support. For SIP end d
GXV phones that suppor tUCMSI3Baxcceosusnatg ei,s arfetgeirstaenr ed on t h
can send and receive SMS messwigee @Pdewuamentr@&tfieon tonthew e
SMS message.

Fi gw®r5e SMS Message Support
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%8 4 %. 3) / . 2/ 503

TheCM63ExXA ension group feature allows users to assign
betteagenatmhe conf i gUCrM6t3i0xnkso ro ne xtahnepl e, when configuring
Caller 1 D", users could select a group instead of weach

configuration process aanrdi heltplse maxitagres iacmrds cfadregbusi nes
#1 1 ZEFECOOA %@ OAT OET 1T ' OI OPO

Extension group can beAEcxanefnisg uwordd trwima i Web GEWIu p s

. + Add .
il Cl|c-to create a new extension group.

i
i Clicl,_,—'toan edit the extension group.

i Clic,m]'oo del ete the extension group.

Sel ect extensions from the |ist on the | eft side to thi
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Create New Extension Group

* Name: ‘ Tech_Supprot_Team ‘

Members: 0 item Available 6 items Selected

1000
4001
4002
4003 -

Fi gwree Edit Extension Group
Clicnpin order to change the ringing priority of tfF
50ET C %@OAT OET 1T ' O1 06PO
Here is an example where the extendiExn egqico ophOdabobkedus

Routaemsd sel ect "Enable Filter on Source Caller | D" . B o
up for users to select

| General
# Calling Rule Name: test Disable This Route
*Pamemn: _S Privilege Level:
i
PIN Groups: | MNone v | PIN Groups with Privilege Level:
Password: | |
| Enable Filter on Source Caller ID
Enable Filter on Source Czller  E Outbound Route CID: | ‘
Custom Dynamic Route: Avzilable Extensions/Extension | Extension GroupG5test ‘
Groups:

Fi gwr7ie Sel ect Extension Group in Outbound Route
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Go to WABxtG&hsi oAAdalgnKr towmkadd and edit analog trunks.
T Click on "Create New Analog Trunk" to add a new analc
i CIic'.;;toon edit the analog trunk.
T Clic®tondelete the analog trunk.
' TAITTC 4001 E #1711 ZEECOOAOQET 1
The analog trunk optiocensoware |isted in the table b
Tabb5® Analog Trunk Configuration Parameters
Select the channel for the anal og trun
f UCM6300A channel
FXO Port f UCM6302R channel s
T UCM6304A channel s
f UCM6308A8 channel s
o NameSpeCify a unidogeuwnet ilfaybetlhet oo runk when | i
rules and etc.

Advanced Options

Enabl e this option to satisfy two prim
SLA Mode key system and creating sharedMede ewisl

pol arity reversal

The barge option specifies whether oth
Barge Al l gtrunk. I f enabled, the other stations

The default setting is Yes.
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The hold option specifies hold per mi ss

can place this trunk on hold and any o

Hol ¢ cAkss to APrivateo, only the statiownetthlae @a

The default setting is Yes.

I f enabl ed, a polarity reversal wild.l I
Enabl e Pol answered by the remote party. For somi
Reversal signaldingcomeecti on of a phone | ine anc

on a polarity reversal. The default se

When FXO port answers the call, FXS ma
Pol arity cshorter vtahlaune tohfe A Pol arity on Answer C
Answer Delignored. Otherwise, the FXO will Onhoo

600 ms.

Current ) ) ) ) ] )
) This is the periodUCMG306meA (i nmsms ) ot catke
Di sconnect

drop in the |Iine. The default setting
Threshol d

Configure the ring timeout (in ms). T

determine if there was a Hangup before

Ri n Ti mea
g to configure how | OGHNG6 B &xhask ax rriserfapirmegn

Hanguwupgiawoity. The default setting is 80

Configure the RX gain for the receivin

RX Gain i

is fr3.m (dB) to + 12.0 (dB). The def al

) Configure the TX gain fomaltdhge EX@npsontt.t

TX Gain )

is ffro.nmb (dB) to + 12.0 (dB). The def al

Configure to enable Callerl D detecti on
Use Call er

The default setting is fiYesoO.

Select the Caller I D scheme for this t
Caller | D 1T Bellcore/ Tel cordi a.

f ETSHSK During Ringing
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FXO Di al C

(ms)

Aut o Recor

Di sabl e Th

DAHDI Ou't

Sel ecti on
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f ETSHSK Prior to Ringing with DTAS
T ETSHSK Prior to Ringing with LR

f ETSHSK Prior to Ringing with RP

T ETSOTMF During Ringing

T ETSOTMF Prior to Ringing with DTAS
f ETSOTMF Prior to Ringing with LR

f ETSOTMFriPor to Ringing with RP

T SIN BZ7

f NTT Japan

f Aut o Detect

I f you are not sure which scheme to ch

setting is nBellcore/ Telcordi ao.

Configures how faxes to this extensi on
T NonEBaxes will not be processed.

T Fax Gateway: Faxes to this extensi
T.30 to Tva8Bsar FKBEFXO ports only.

The default setting is None.

Configure the ti mehoionkt earrydaafl idresttdviegint o ff

Enabl e automatic recording for the <ca
di sabl ed. The recording filedCDRReber e

Fil es

| f sel ect ewdi,| It hbee tdriusnakb| ed and i ncomin

not be possi bl e.

This is to i mplement analog trunk outb

Three options are avail abl e:

V- S
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T Ascend

When the call goes out from this anal

FXO port. The port order t RULIM6BINIASAcCuU

would bAppoOA.t2Elvery time it will star
T Pol |

Whemet cal | goes out from this anal og

l ast time. And it will al wa@#ARAS1ARAEA20DhE

foll owing the | ast UCdw6t3 Gl2RAi ngedised i

T Descend

When the call goes out from this anal
FXO port . The port order t W&LM6 3 IDIRSA cu
woul d bApeontrtl2 Every time it wild.l s

The dedtatuiimg si s AAscendod mode.

Echo Cance § High

Mo d e

The MNomear Processing (NLP) in echo c
resi dual echo components that could r
Canceller). Following modes are suppor
T Default: The NLP I imits the signal
active, and the background noise | ev
Noi se Level Adjustment: The NLP

noi se | evel when acthoeveseahdvehealbdpa

T Noi se Masking: The NLP sends sign n

noi se | evel adjustment is high.

T White Noise I|Injection: The NLP inje

corresponds to the baS®Sikmroand nbeéesb:

| evel

adjustment is high.

V- S
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Al l ows external numbers the option to
t hem.

For Example: User 2002 has dialed exte
reachabket hey have received missed cal
would mostly call back the number, if
they wil|l be directly bridged to user
destinati on.

Busy Detection is used to detect far ¢
Busy Detec ) )

default setting is "Yes"

I f "Busy Detection" is enabl ed, users

pl ayed hbmenfgdmmegg up. The default setting
Busy Tone set to 4, 6 or even 8. Pl ease note th

needed to Hangup the channel However

random Hangup.
Coneggsti on Congestion detection is used to detect
Detection is "Yes"

_ | f "Congestion Detection" is enabl ed,

Congestion ) )

tones to wait for. The default setting

Select the country for tone settings.
Tone Count configure the values for Busy Tone an

"United States of America (USA)".

Synt ax:

fl=val[ @ evel ][, f2=val] @né&Z @If]f]3,]ds0n1l/
Busy Tone Frequencies are in Hz and cadence on a

Frequencies Range: [0, 4000)

Busy Level30Pandge: (

. Page | 226
UCM63®BeA i es User Manual

V- S

Ver si dri.a. 0.



Congesti on

PSTN Det ec

«~ OCRANDSTREAM

CONNECTING THE WORLD

Cadence Range: [0, 16383] .

Select Tone Country " CusBuwsny Toon emavnaulau e
Def ault wvalue:

f1=480@f 2=5Q@0@=500/500

Synt ax:

fl=val[ @ evel ][,f2=vabk| @né&Z @If]f]3,J]ds0on1l/
Frequencies are in Hz and cadence on a
Frequencies Range: [ O, 4000)

Busy Legel30®an 0)

Cadence Range: [0, 16383] .

Select Tone Country "Custom" to manual
Default wvalue:

f1=480@f 2=520@=250/ 250

Click on "Detect" to detect the Disygot
by PSTN. Before the detecting, pl ease
configured and working properly. I f th
option wil|l be set as "Custom"

034. $AOAAQEI I

Th&CM6 3 OpxrAo

vides PSTN detection function to help users

Current Di sconnect by making a call from the PSTN

answered and

UCMG6 3 BsxeA t i

ngs .

up for about 1 nngi nrugseul tOnwiel |d osnfegw tahred dc

1. Go WOM63 0Neh GBGHKt ensi oAAdaluoag TPprawgreks

2. Click to

3.l n the wi

edi t

ndow

busy tone.

t

t

he analog trunk created for the FXO pc

o edit the anal og terenlkar egad wtoo m'eT chnoed s

V- S
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f Tone Country. The default setting is "United Stat

T PSTN Detection.

| Tone Settings

Busy Detection: a *Busy Tone Count: 2
Congestion Detection: a * Congestion Count: 2
*Tone Country: United States of America (USA) v *Busy Tone:

= Congestion Tone Settings: P5TH Detection: m

Fi gwWr8e UCM630xA FXO Tone Settings

4, Click on "Detect" to start PSTN detection.

Detect model: Auto Detect~
Source Channel (to be 1

detected):

Destination Channel : 1

= Destination Numiber:

Durmnp Call Progress Tone|

vill keep the call up for about 1 minute. If you hawve ==lected Semi-auto

zzze fallow the PSEE prompt that pops out in the test.

Canc
sEnee m

Fi gwWr9e UCM630xA PSTN Detection

T I'f there are two FXO ports connected t odePtSeTcNt ildm.e s,
Detect :MAde¢lo Det ect
Source Chammelsource channel to be detected.

Destinati on Themmell to help detecting. For exampl e,
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Semi-auto Detect v

Detect model:

Source Channel {to be T
detected):
= Destination Number: 123554
Durnp Call Progress Tone
File:
= [fyau have z2lecoed Semi-zuta

on will keep the call up for about 1 minuze

e
Lance

V- S
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Destinati o:n TNwuenbreumber to be dialed for detecting.
number for the FXO port used as the destination cha
Detect model: Auto Detect ~
Source Channel (to be 1
detected):
Destination Channel : 2 0w
* Destination Mumber: 123654
Durnp Call Progress Tone
File:
L
Fi guro®® UEBMOXA PSTN Detection: Auto Detect
T I'f there is only one FXO port connected-dteoeSTHNL I N
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Fi guroel UCM630xA PSTN DAteotDenectSemi

1
S

-

C

Detect : MGdaault o Det ect .
SouecChann®Bhe source channel to be detected.
Destinati on TNiuembneurmber t o be dialed for detecting.
or other PSTN number that can be reached from the
5, Click "Detect" to start detecting. The source channel
Detect", the call will be -aut omB@e ileCGM-6l3yoNatm s@élr evdi. | IF od |
prompt to notify the user to answer or hang up the ¢
6. Once done, the detected result wi || s how. UEM6 80 Aul
settings.
Tab%® PSTN Detection for Analog Trunk
Sel ect " Aut o Eneutteoc tD'e toerc t""S ef noir PST
f Aut o Detect
Pl ease mak e sur e t wo or mor e (
UCM63 Al in idle status before
detct i on, one channel wi || be wuc
anot her channel wi | | be used act
UCMG6 3 Gvd A | contr ol the call to b
caller and callee to finish the
Det ect Mo d e |
T Semiut o chet e
SemEut o detection requires ansy
manual | y. Pl ease ma k e sur e one
UCM63®BNMAI in idle status before
detecti on, source channel widal |
the configured Destination Numb
prompts in Web GUI to help fini:
The default setting is "Auto Dete
Source Channel Sel ect the channel to be detected
Destination CheSel ecaharmrel to help detect when '
Destination NurConfigure the number to be called
Dump Cal | Pronghoose whet her to save the callin
. Page | 230
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T The PSTN detection process wil/l keep the calll up for

T I f "-&Setmdé Deuseecd,” plsease pick up the call only after i

T Once the detection is succeBsswl Torne'"e, d'eR ®ica reidt yp aR eavm

Di sconnectwblyl PBS@aNfilled into the gcarrruenskp occrocifn gg ufriaetlioc
Page | 231

UCM6 3 ®BxAies User Manu al

e Ver si dri.a. 0.



GRANDSTREAM

CONNECTING THE WORLD

6/)0 425. +3

61 )0 400TE #11 ZAECOOAOQET I

Vol P trunks canUGM6ZT@mnAlegu WABXGRhSi oAVAOIrRnkr u@kse creat
the Vol P trunks will be I|listed with Provider Name, Typ:¢
trunk.

T Click on "Add SIP Trunk" or "Add | AX Trunk" to add a

i CIicE'tocm configure detailed parameters for the Vol P t
[oa}
Cli s

ic.” ba configure Direct Outward Dialing (DOD) for t

T Clic tom start LDAP Sync.

T Clic bpboa delete the Vol P trunk.

For Vol P trunk ex ampdloec,u npelnetalsileo wtichfeg rfl ot rok it h e

https:// www. grandstream. com/ hubfs/ Product Documentati ol

The Vol P trunk options are |listed in the table bel ow.

Tab60 Create New SIP Trunk

Select the VolP trunk type.
Type T Peer SIP Trunk

T Register SIP Trunk

Provider Na Configure a unique | abel (up to 64 c
out bound rul es, i nbound rules etc.
Host Name Configure the I P address or URL for t

. Page | 232
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Keep the CID from the inbbTUadsetting
Keep OriginfiKeep Trunk CIlI DO option. Pl ease make
supports to match user entry wusing du

| f enabl ed, the trunk ClDnwibhosmoClI I

NS G[p I U S extension has CID configured. The def

Turn on this setting when the PBX is
NAT devices behind N®&y lafudt mher s siue, oues u
configuration or SIP/RTP port support

| f checked, the trunk wil!/l be di sabl e

Disable Thi Notef a current SIP trunk is disabl et
(REGI STER message with expires=0) to

I f the trunk has an assigned PSTN te
"User =Phone". Then a "User=Phone" pa-r
TEL URI Line and TO header in the SIP reques
"Enabl e" ,be" Tuessed iwislitlead of "SI P:" in
is disabl ed.
Configure the Caller I D. This is the
making outbound call s. For some prov
CallerI D with this option and this op
|l mport anWhe&Nmtmaki ng outgoing call s, t
Caller I D Nbe used to determine which Callerl D w
From user (Regi $tCdrbrTormu nikn b@kuéngd) cCarlilg

Extensi on Cal IAeTr On kNulndbemrn a e/e@al Treur

(o]
EnablAddunk Usernamek@alTlranthDa SCIADD O DA
t
Di sabA @ldg b al OQut bound CI D.

Callerl D Na Con::gure the mawl eamevhefh the extens

con gur ed.

Sel ect whet her the trunk needs to re

Need Regist .pegister SIP Trunk" type is selected

Al l ow outgo Unc

h o block outgoing calls if re
ifegistrati unch 1

t
ed, this setting wi be ignor

Enter the username to register to the

rnam .
Use ame Trunk" tlyepcet eids. s e

Enter the password to register to the
Password .

Tr unk is selected.
Aut h I D Enter the Authentication I D for " Regi

. Page | 233
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Enable automatic recordi rkg (ffoorr tShHheP o
Aut o Record defaul't setting is disabl ed. The r e
GUACDRRecording Files

Al l ows external numbers the option to
t hem.

) For Exadmmlre2002 has dialed external n
Direct Call

reachabl e, once they have received mi
would mostly call back the number, i f
they wil/l beddit oe awtsleyr Rr0i0Rg regar dl es
destinati on.
Remot eConne | f enabl ed, t he RemoteConnect rel at e
Mo d e Pl ease make sure the trunk host is al

Tab6® SI P Register Trunk Configuration Parameters

Basic Settings

Configure a wunique | abel to identify

Previ e Nainbound rul es et c.

Host Name Configure the | P addrRespr ovi dd®RL6Soset

Configure the SIP transport protocol
"UDP" .

Transport T UDP

1T TCP
1T TLS

SIP URI Sch When TLS is selected as Transport for

When Using petween SIP and SIPS URI scheme

Keep the CID from the inbbUsdsetting
Keep OriginfAiKeep Trunk CIlI Do option. Pl ease make
supports to match user entry wusing du

| f enabl ed, the trunk ClDnwibhosmotClI |

SO G U B extension has CID configured. The def

Turn on this option when the PBX is
NAT devices behind N®&y lafudt hern es siue, ones u
configuration or SIP/RTP port configu
Disable Thi I f selected, the trunk wil!/| be di sabl
Notkf a current SI'P trunk is disabl et
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(REGI STER message with expires=0) to
I f the trunk has an assigned PSTN te
"User =Phone". Then a "User=Phone" pa-r
TEURI Line and TO header in the SIP reques
"Enabl ewil " Tbe:tsed instead of "SI P:"
is disabl ed.
Sel ect whether the trunk needs to re
Need Regi st "Register SIP Trunk" type is selected
The default setting is No.
_ I f enabled outgoing calls even if the
Al l omt gooi ng go through
if registra
Note that i f we uncheck fiNeed Regi str
Callerl D Na Conf!gure the new name of the caller
configured.
Configure the actual domain name wher
used to override the AFromo Header.
From Domai n
For examplUeCM630pAomKki Yeri.scotmhe From |
Header : sip: 1GMG6BET@WAoOVNEer . com.
Configure the actual username of the
AFromo Header. There are cases whéser
From User trunk) with multiple DI Ds.
For exampl e, "1234567" is the From Us
sip:12345606C@6BAQpRhovider. com.
Enter the username to register to the
User name " .
Tr unk type is selected.
Password Enter the password to register to the
Aut h I D Enter the Authentication I D for " Regi
AUt h Trounk I f enabl ed, the UCM wi || send 401 heea
the trunk.
Enabl e automatic recording for the ce¢
Aut o Record defaul't setting is disabled. The r e
GUACDRRecording Files
Remot eConne | Enabl ed, the RemoteConnect rel ated
Mo d e Pl ease make the trunk host is all ocat
. Page | 235
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Al l ows external numbers the option to
t hem.

i For nigxlae : User 2002 has dialed externi
Direct Call

reachabl e, once they have received mi
would mostly call back the number, i f
they will bbedgedetodl wser 2002 regard

destinati on.

Advanced Settings

Sel ect codec for the VolP trunk. The
Codec Prefe AALQG. 7-28@, G. 726, G. 722, G. 729, GH7 28
H. 263, H.263p and VPS8.

I f enabled, the SIP INVITE messaBrefte
|l dentity) header. The default setting
Send PPI He

Not@Send PPI Heade and ASend PAI He

ro
ti me. Only one of the two headers <can

Defaultil ncl ude t he trunkos p Basit 8ettings)h th€ |
PPI Header.

PPI Mode Original CID i Include the original CID in the PPl Header.

DOD Numberil ncl ude the trunkdéds DOD numbe
number has been set, the trunkos pref

enabl ed, the SIP INVITE messa#fgesese

| f
l dentity) headerd imAll uHe andge rc. o nifhieg udreef

Send PAI He

Not@Send PPI Header 06 and nSend PAI He
ti me. Only one of the two headers <can
I f ASend PAI Header o i ® ésalkloadi gonde
instance, t he PAI header in the S| P
f1234560. | f iSend PAI Headero is en
Afemptyo, the PAI header in the SIPtmh
PAI Header original Cl D

Not e

nSend PAI Header o needs to be enabl ed
| f checked, t he "Fr om" header i n ou

Send Anonym
anonymous.

enabl ed and " Fr om IUsVelrT'E'iss Fcroonnf ihgel

DOD As From '
the DOD number.

Passthrough | f checked and option "Send PAI Head
Header passthrough from one side to the othe
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Access Netw

Send Anonym

OQut bound P
Support

OQut bound P

Remove OBP
Rout e

DI D Mode

GI N Regi st

DTMF Mode

Enabl e Hea
Detecti on

Heart beat

The Maxi mu

Number of

Packet Los
Retr ansmi s

Audi o FEC

H

r

r

r

n un
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| f checked, the | NVITHEB hend rRER&I SWMiEBERe
Net wbnko header

The access net wor k-Aicr fesaestmati n foom h ena d éire

| f checked, t he "Fr om" header i n ou
anonymous.

Select to enable outbound proxy in th
The default setting is "No".
When outbound proxy support is enabl

out bound proxy.

I't i s ustelde tpphoered dystem will remove |
header. I f is set to fAYeso, it owi ||l
default setting is ANoO.

Configure where to get the destinati
Requ-etsne-heradleor. The defaudinies.set t

| f enabl ed, the UCM wil I send a GI N F

Configure the default DTMF mode when

9 Defatlhe: global setting of DTMF mo
for DT MF Mo d e setti ngAPBX 6 B tAESH r
Sett AmgsS

i RFC4738nd DTMF using RFC4733.
T I nfSoeend DTMF using SIP |INFO messag

T Inba8dnd DTMF wusing inhidmdcke-babdice.d
PCMU and PCMA.

T Aut 8end DTMF using RFC4733 if of f

used.
I f e nabUCM6 3 GuihAle | regularly send SIP O
if the device is stildl onl i ne. The de
Wh en "Enabl e Heartbeat Detection" opl
(i seconds) of t hee SslePntOPtTol QNS ndeesvsi ac
i s stiII online. The default setting

The maxi mum number of concurrent cal |
which means no | i mit.

Configure to enable Packet Loss Retr a

Configure to enable Forward Error Cor

V- S
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Vi deo FEC Configure to enable Forward Error Cor

Toggles | CE support.
|l CE support

For peer trunks, | CE support wild.l nee
FECC Configure t-ené@gn@édmer &a€Contr ol
SRTP Enabl e SRTP for the VolP trunk. The d

Enable T. 38 Enable or disadvumpadrt38 UDPTL
STI R/ SHAKEN Bl ock disturbance call s, this functio

CC Settings

| f enabl ed, the system wil.| aut omat i

Enable CC  svailable, given that paptpviaubedafb

Configure the maxi mum number of CCSS
CC Max Agen channel . I n other wor ds, this number
reqguests this channelmiinsi nau nh oweeldu et oi sn

Configure the maxi mum number of mo ni t
CC Max Moni this device. I n other words, this nu
services for a specific devicle. at one

Tab62 SI P Peer Trunk Configuration Parameters

Basic Settings

Configure a wunique | abel to identify

Providen Nainbound rul es and et c.

Host Name Configure theURLP faodrd rtehses Moorl P pr ovi de
Enabl e automatic recording for the ¢

Aut o Record default setting i s di sabl ed. The r e
GUACDRRecording Fil es

~

Keep the CID from the inbound call wh
Kee@riginal Trunk CI DO option. Please make sure t
to match user entry using fiusernameo

KeePr unk CI\If enabl ed, the trunk CI D wild.l not I
extension has CID configured. The def
Turn on this option when the PBX is
NAT devices behindsN®&hg lafudt mern es sue, usu

configuration or SIP/RTP port configu
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| f sel ect ed, the trunk wil/l be disabl

a current SIP trunk is disabl e
(RE®TER message with expires=0) to th

I f the trunk has an assigned PSTN te
"User =Phone". Then a "User=Phone" pa-r
TEL URI Line and TO headcqgrueisn tloe i &ldPcate tFt
"Enable", "Tel:" will be used instead
is disabl ed.
Configure the Caller I D. This is the
maki ntgbownd cal l s. For some provider:
CallerI D with this option and this op
| mportanWhe&Nmtmaki ng outgoing calls, t
Caller I D Nbe used to deter mi nesewh ibcehf oQael |seernldd nw

T CI D from i nbke ap Cril ¢ i nEtnla b ICADT r u
Username/ BGakpelMl Dhrka ICIAdDdODA Ext ensi on
NumbAIrImrunk UsernakKebe@allTredDkb £bpADESUH d &
OQut bound CI D.

Configure the name of the <caller to
CallerlD Na Call erl D Name configured.
Configure the SIP transport protocol
"UDP" .
Transport T UDP
T TCP
T TLS
Remot eConne | f enabl ed, the RemoteConnect rel ate
Mo d e Pl ease make the trunk host is allocat
Al l ows external numbers the optioh ta
t hem.

Direct Cal |

For Example: User 2002 has dialed ext

reachabl e, once they have received mi
would mostly call back the number, i f
they wil.| be directly bridged to use

destinati on.

Advanced Settings

Codec

Send

Sel ect codec for the Vol P trunk. The
Prefe AALQ. 7-3 @, G. 726, G. 722, @G\.D7P2CIM, G.. 2263
H. 263, H.263p and VPS8.

PPI He | g checked, the invite messade ed elmdreend
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Send PAI He

Passthrough
Header

Send PANI H

Send Anonym

DI D Mode

DTMF Mode

EnabHeart be:
Det ecti on

Heartbeague

Maxi mum Num
Cal | Lines

Packet Loss
Retransmi ss

Audi o FEC

Vi deo FEC

| CE support

FECC

« DCRANDSTREAM
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Header.

| f

checked, the | NVITE, 18x and 200P-¢
(P

Assefltdeecht i ty Al) header. It is not

| f enabled and "Send PAI Header " is
calls pass through the UCM.

| f checked,E tsteent | NWI t he t Ac o keNsest iwtbln |
header.

| f

checked, t he "From" header i n ou

anonymous.

Configure where to get the destinat.i
Requesne-heradleor . The defaudtinies8.set 1t

Configure the default DTMF mode when

f

Wh e
(in
i s

The

whi

Def alhe:global setting of DTMF mo
for DT MF Mo d e setti ngAPBXs Suent ddebrin
Sett AmgsS

RFC473838nd DTMF using RFC4733.
| nfSoeend DTMF using SIP I NFO messag

|l nbasdnd DTMF using inband-baudicomd
PCMU and PCMA.

Aut 8end DTMF using RFC4733 i f ofdf.

e n a bU GMI6 3 Gwihie | regularly send SIP O
the device is stildl onl i ne. The de

n " EmMmedrtebeat " Deptcbnohs set to "
seconds) of t hee SslePntOPtTol QNS ndeesvsi ac
still online. The default setting

maxi mum number of concurrent cal |
ch means no | i mit.

Configure to enable Packet Loss Retr a

Configure to enable Forward Error Cor

Configure to enable Forward Error Cor

Toggl es | CE suppomks, FoCEpeepport wil
ot her end.

Configure t-ene@n@édmer & &aC€Contr ol

V- S
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SRTP

Il PVT Mode
Sync LDAP E
Sync LDAP
Password
LDAP Outbou
LDAP Dial ed
LDAPast Syn
Enable T. 38

STI R/ SHAKEN

« DCRANDSTREAM
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Enable SRTP for the VolP trunk. The d
Configures the UCM to beWarsreidnhg:sd W 9 i
certain UCM features.

Aut omatically sync | ocal LDAP phonebo
To ensure successful syncing, the ren
set the same pasB@brdPastt8@3]l osalbsed
Password used for LDAP phonebook enc
must be the same for both peers to en
Specify an outbound r uTlhed OGM6r3 GNDAAIP &yt
modi fy the remote contacts by adding

Specify the prefix f &JICMI6BAR Asly nacu tfoenaat
the remote contacts by adding this pr
The | ast successful sync dat e.

Enable or disable T.38 UDPTL support.
Bl ock di sturbance calls, this functio

CC Settings

Enabl e CC | f .enabled, _tamaosm)assuelk/vyllal_ert t he
avail able, given that a previous cal
Configure the maxi mum number of CCSS
CC Max Agen channel . I n ot her swoveés, ashitsh en umalxdn
reqguests this channel can make. The n
Configure the maxi mum number of mo ni !
~this device. I n other words, t hi sesntu
CC Max Moni services for a specific device at one
The mini mum value is 1.
Tab6® Create New | AX Trunk
Select the VolP trunk type.
Type T Peer | AX Trunk
T Register | AX Trunk
Provider Na_Conflgure a undgnonei flywvbehi ¢ otrunk whe
i nbound rul es etc.
Host Name Configure the I P address or URL for t
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| f enabl ed, the trunk CIl D wil! not |

KeGp Tr Uk extension has CID configured. The def

Enter the username to register to the

Username Trunk" type is selected.

Ent r t h wWor t r i t r to E
Passwor d € e password 0 egiste Dsth

Trunk" type is selected.
Di sable Thi I f selected, the trunk wil!/l be di sabl
Number that the trunk will try to use

CID priority from highest to | owest i

From Usergi ster tdwmmlouoard| yailfk>keleDp Or

enabl ed and the call i s orTrguinrka(l®kyb pf r
Caller I D NCID enablDOd) Cit>Ext ensi orREQgDster Trun

(Keep Trunk Cl Bl aoba®bt bdund>€el D

Note 1: Certain providers may ignor e

Note 2: I f this CID contains asterisk
when saving them to NAS storage.

Configure the new namexdfentshencaalalsem

Call erl D Na .
configured.

Tab64 | AX Register Trunk Configuration Parameters

Basic Settings

Configure a wunique | abel to identify

Providel Nainbound rul es et c.

Host Name Configure the I P address or URL for t
Ke e Trounk | f enabl ed, the trunk CI D wil!/ not I
P extension has CID configured. The def

Di sabl &arimk I f selected, the trunk wil!/l be disabl
Configure the Caller I D. This is the

making outbound call s. For some prov

CallerI D with thios avptlilomeand ntolmiesl. op

| mport anWheNmtmaki ng outgoing call s, t
Caller | D be used to determine which Callerl D w

From user (Regi $tCdrD Trruonk i Oibéogupn dOrci agl
EnablAd@punk Usernaier@alTlrantdkia E1ADD DDA
Extensi on Cal IAeTr On kNubhdbemrn a me/e(pal Treur
Di sabA @ldgbal Out bound CI D.
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Callerl D Na Configure the name of the caller t o
Call erI D Name configured.

Us eame Enter the username to register to the

Password Enter the password to register to the

Advanced Settings

Sel ect codec for the VolP trunk. The
Codec Prefe AALQG. 728, G. 726, G. 722, G. 729, G. 723
H. 263, H.263p and VPS8.

EnabHeart be¢l f enabU&M630whAel regularly send SIP O
Detecti on if the device is stildl online. The de

When " EmMeddtebeat " Depetbhons set to "
HeartbBeagque (in seconds) ofmebheakePs©ORTI OBNSt he de
is stildl online. The default setting

Maxi mum NumThe maxi mum number of concurrent cal |
Cal | Lines which means no | i mited.

Tab6® | AX Peer Trunk Configuration Parameters

Basic Settings

Configure a wunique | abel to identify

Freovi geln I\Iainbound rul es etc.

Host Name Configure the | P addrmpeoyiadrer @RBL sfearv ett
Ke e Trunk | f enabl ed, the trunk CI D wil!/ not I
P extension has CID configured. The def

Di sable Thi I f selected, the trunk wil!/l be di sabl
Configure the Caller | D. This is the

making outbound call s. For some prov

CallerI D with this option and this op

Caller 1D |l mportanWhe&Nmtmaki ngabusgoit hg €ol |l owin
be used to determine which Callerl D w
CID from i KeewpnOrd glEma@p IAdr) nk User na
Keep TrurmkhablAPDPDA Ext ensi on Catlt Aelrmlul
Username/ BallpeMr DDiks &£bADBId9 b a | Out boun

e the name of the call er t o

Conf r
D Name configured.

i
Call er | D NaCaIIe

gu
rl

Advanced Settings
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Sel ect cod/od Pf e mumtkke The avail abl e c¢:
Codec Prefe AALQG. 7-28@, G. 726, G. 722, G. 729, G. 723
H. 263, H.263p and VPS8.

EnabHeartbe¢l f enabUcM63GxhAl regularly send SIP O
Detection if the device is still online. The de
When " EmMeddtebeat " Depecbhonhs set to ")
HeartbBbeagque (in seconds) of the SIP OPTI ONS messa
istill online. The default setting is

Maxi mum NumThe maxi mum number of concurrent cal l
Cal | Lines which means no | i mited.

4001 E 'Ol ODPO

Users can create Vol P TrunkpGhrypyupbBetosamegéseternagsadoerami

the same SIP server. This can drastically reduce the a
server and improve the overall cleanliness of the web
VolP Trunks
VolP Trunks Trunk Group
NAME TERMIMAL TYPE HOSTNAME/IP USERMNAME OPTIONS

Fi gurorTnk Group
Once creating the new trunk group and configuring the .

configured SIP s~“buetobyapdessehfigguring the user name,

fields.
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Create New Trunk Group

Type: Register SIP Trunk v
* Provider Name:
* Host Name:
Transport: upe v
Keep Original CID:
Keep Trunk CID:
MNAT:

Disable This Trunk:

TEL URI: Disabled v
Need Registration:
Allow outgeing calls if

registration fails:

CallerlD Mame:

Username: I ¥i

Add Usemame (P

AuthTrunk:
Auto Record:
Direct Callback:

RemotaConnect Mode:

Fi gwr08 Trunk Group Configuration
SECABDOx ASBATES ICS

ThedCM63 pxdoviDleect Outward Dialing (DOD) which is a seil
exchange carrier) that calmpawy' sulP8B8Xr islysnt € mwittohiconaect

Exampl e of how DOD is wused:

Company ABC has a SIP trunk. This SIP trunk has 4 DI Ds
routed to an auto attendant. tThe netshdro tstpreece fmemhesres sa
when a user makes an outbound call their caller 1 D sho
as the CEO would Ilike their calls to come fromi hgeDODd
for the CEO6s extension.

Steps to confi gucCkRe6B®ODOAoON the
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To setup DOMEBONetho BHKt ensi oAVAIrRnkpamgles

oo}
Clil‘?kto access the DOD options for the selected SIP T

Click "Add DOD" to begin your DOD setup

FotDOD Number"™ enter one of the numbers (DIDs) from
Company ABC received 4 DI Ds from their provider. ABC

Set t he DOD name and | f e x t eennsdieodn tnou mblee Milel® dn u mMb ebre
Extensiono.

Select an extension from the "Available Extensions" |
extension. In this case, Company ABC would selceédtckt h
on Bheitton to move the extension(s) to the "Selected
*DOD Number: 001122334455
DOD MName: Grandstream_Supp

Add Extension:

15 items Available 0 item Selected
1000

1001 "John Snow"

1002 "Jack Doe"

1002 "Marc Hugzman"

1004 "Pieter Rozfield M

Ca ncel m

Fi guroet DOD extension selection

Click "Save" at the bottom.

Once completed, theEDsd&r p@Dlel thatushotwesobabét hhte exeeas:

a

particular DOD.
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< DOD

Direct Qutward Dialing (DOD) is a service of a local phone company or local exchange carrier that allows subscribers within a company's PBX system to connect to outside lines directly.

DOD ¥ DOD NAME ¥ EXTENSIONS ¥ OPTIONS

918273645 Test 1000 1001 | 1002 Z o

1 Total: 1 10/ page v | Gow

Fi guros Edit DOD

NotlEesers can import and export DOD files.
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3,1 341 4) ]
ThedCM63 xudpports SLA that allows mappimg pPphenkeyowidi i fE
lines. When there is an incoming cal/l and the phone st
call can be picked up ablyl opawse sussienrgs ttho sk nkoew .i fThtilse | i ne
functionUCavrb 3DiksdA | i ke BLF but SLA is used to monitor €
UCM630xMANsers could configure the phone withr BhLIF snbatus
press the Iine key pick upucaMbeiB30Okkrrom the anal og trunk
# OAAOAT%WAEO 3,! 30AO0EII
SLA Station can be AExXftieqisrn eoedyddm uB&kht Goh.
SLA Station
=01 1000 est B D
1 10/ page~
Fi guross SLA Station
i Clicto add Aast &ti on.
& _ | _
T Clic~tom edit the SLA Station. The following table sh
1 Clicm]'oo del ete the SLA Station.

Tab6& SLA Station

Configuration

Par ameters

St ati on Name Configure a name to identify the SLA
Station Specify a SIP extension as a station
Avail able SL Existing Analog Trunks with SLA Mode
. Page | 248
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Sel ect a trunk for this SLA Clrioen_ t _r
. to arrange the order. | f there ar
Associ ated S 9

calls on those trunks at the same ti

pick uponheheatirst trunk here.

SLA Station Options

) ) Configure the time (in seconds) to r
Ri ng Ti meout ) )
unanswer ed. No ti meout is set by def
Configure the time (in seconds) for
Ri ng Del ay first coming in on the shared |ine.

be no del ay.

This option defines the competence o

set to Aopeno, any stattoonkoaltdr hbe
Hol d Access ) ) ~ ) R

session; if set to Aprivateo, only t

resume the session. The default sett

AT DI A #1711 ZEECOOAOQET 1

1. On tUICeM6 3 0x 40 t o AWl e@BUIli oMATaluemdg TPrawgreks Create analog

the existing analog trunk. Make sure ASLA Moded is en
trunk wil|l be only availabl e f orAEXtee rSdiAo ApSHITast u Botknast i corn
page.

n' T m test
| Advanced Options
SLA Mode [ ]

Fi guroe/ Enabl e SLA Mode for Analog Trunk

2 Click on fAiSavedo. The analog trunk will be Ilisted wit
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Analog Trunks

Analog Trunks Call Progress Tone File List
TRUNKS DISABLE UMK MODE ANALOG PORTS OPTIONS
test no sla A i
1 10/ page~ | Gom | 1
Trunk with SLA Mode Enabl ed

3. On tUICeM63 Q0 x B o0

Fi gur088 Anal og

t o AWalb e@GUYIli oASTAuBtkpagen cl i

ck on AAddo.

sect[Coemate/ Edit ]$0A Stthei «oronfi guration parameters. Us
stations to monitor the analog trunk. The foll owing f
to be @gdswditdt SLA trunk Afxo0lo.

FrO1 1000 test [ 1]

e 10/ page~ | Goto | !
Fi guro® SLA ExEmAl 8t ati on
4, On the SIP phone 1,UCMNOIlgMeasionréagD@teConfigure t1l
and the value must be set to Aextension_trunknameo,
5. On the SI P phone 2,UCMGM3IGglie@asionr @giDsteConfigure tt
and value mustebhsi ettrankeameodo, which is 1005 fxol
Mode Account Description Value
MPE A1 Busy Lamp Field (BLF) v | Account 2 |¥| 1005_fxol 1005_fxol

Now the SLA

Fi gurl®d SLA ExKBKI €onfiguration

stati

on is ready t

oufbomndheabtati on

o use. The following fun:«

/| extensi on,

using LI NE ke

T Making an
When the extension is in idle state, pressing the |i
dial the stationbdés extension number, for examprl et,hei a
dial tone. Then the users could dial external number
Page | 250
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Making an outbound call from the station/extension,
When the extension is in idle state, pressing the MPI
Answerg call using LINE key

When the station is ringing, pressing the LINE key tc

Bargdimgactive call using BLF key
When there is an active call between an SLA station a
statmomist oring the same trunk could join the call by

for the analog trunk.

Hol d/ UnHol d using BLF key

I f the external line is previously put on hold by an
trunk could UnHold the call by prefepagothbhe BhE kegwl oD
the SLA station.
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#1,, 2/ 54 %3

/| OOAT O1T A 21 OOAO

In the following sections, we wi || di scuss the steps &
rul egCMen3DxA hese rules are the regulating points for a
through all types aomfd tDiuwnksa:l .SI P, Anal og

#1 1 FECOOET ¢ / OOAT OT A 21 O0OAO

In v@M630xAn outgoing calling rule pairs an extension
all ows different patterns to be dialgdtt Wi @lnghFtXd0r fosuerhe
"Long di sdiagicte"dil®dl s-cobt oB8yR ar uok) . Users can al so se
when the primary trunk fails.

Go to WABxtG&hsi oAOUrhbhoknd tRoudaeked and edit outbound rul e

i Clicto add a new outbound rout e.
EA

T Click otno edi t the outbound route.

T Click otho del ete the outbound route.

On tWICME63QxAhe outbound route priority is basa&dMbBrBOKBe st
has outbound routearmd wouthbpund eroutlex xB with pattern 10>
for outbound call, outbound route B wil/l al ways be usec
pattern 1xxx. Only when there arepmtulerpl eoabibaurd. r o

Tab6® Outbound Route Configuration Parameters

Configure the name of the calling rul

Outbound RU 4 ¢its.are @idowed.

Alplatt erns are prefixed by " _" charac
"_" at the beginning. All patterns ca
[ I n patterns, some characters hav
e T [ 1232045 ... Any digitninhitéfeebampke
all owed.
f N ... Any-9digit from 2
i Wil dcard, matching one or m
Page | 252
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T ! ... Wildcard, matching zero or
T X ... Any-9digit from O
1 z Any-9digit from 1
T -... Hypbennéesttoharacters and it
T [] Contain special characters (][ X
After creating the outbound route, us
Di sabl e Thi route is disdahlked,efiftecwi lalnymot e. How
remain in UCM. Users can enable it ag
Password Configure the password for users to u
Local Count I f your Iocalafdceu:rtterd)_/ boyodédrei msut bound
to bypass the blacklist.
Cal | Durati Enable to configure the maxi mum dur at

Maxi mum Cal Configure the maxi mum daond$)onThé déet
Durati on which means no | imit.

Configure the warning time for t he «
Warning Timseconds, the warning tone wil/ be pl ¢
end the call

Aut o Rlecor I f enabl ed, calls using this route wi
Warning RepConflgure the warning r_epeat |nte_rvgl
Interval to X seconds, the warning tone wilfli

warni ng.

PI'N Groups Select a PIN Group

PI' N Groups I f enabled and PIN Groups are used, F
Privilege L ID will also be applied.
Select privilege | evel for the outbou
T Interfmal | owest | evel required. Al
f Locdlsers with Local, National, or |
T Nati olhsadr:s wi th National or | nternat
Privilege L g |nternafhienmighest |level required.

can use this rule.

19 Disafhe: default setting is "Disabl e

caller | D wil!/ be all owed to use th

Pl ease be aware of the potenti al secil

means al | users can usaltbus dubvomouh-d
Page | 253
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When enabl ed, users could specify ext
"Privilege Level" is automatically di
| D" .

The foll owinganhwbemaetskddat the same t
extensions as the source caller 1 D.

1. Sel ect avail able extensions/ extensi
to specify arbitrary single extensi

2 Custom Dynamic Rpattermdeffomet hdesou

all ows users to define extension ra
T Al patterns are prefixed with
T Speci al characters:

X: Any Di-§git from O
Z. Any Di-§it from 1
N:. Any Di-§@git from 2
"t Walil d. Match one or more che
"' Wil dcard. Match zero or mol
Exampl2z2325Any digit from 1 to !

NotMul ti ple patterns can be used. Pat
ExamplXe: , _NNXXNXXXXX , 818X,

Attempt to use the configured outboun
DOD is configured.

Send This Call Through Trunk

Trunk Select the trunk for this outbound ru
Al l ows the wuser to spetchdty wihlel nhienb g€
beginning of the dialed string before

Strip Exampl e:
The users wildl di al 9d iasst arhcee fdalslts .d
not be sent out via anal dg Itihnes carmsdc
stripped before the call is placed.
Specify the digits to be prepended b

Prepene digits wil!/l be prepended after the di

Use Failover Trunk

Failover Tr pajjlover trunks can be used to make
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route when the primary trunk i s busy
and "Failover trunk" is defined, theu
may have a secondary trunk to go thro

UCM6 3GuAdpport up to 10 failover trunk:

Exampl e:

The user's primary trunk is a VolP tr

when the VolP trunk is not avail ablhee

failover trunk of the VolP trunk.

Al l ows the wuser to specify the numbe

beginning of the dialed string before
Strip Exampl e:

The users will ddigalt Sdfiass alnweegfd alslts .

not be sent out via analog |ines and

stripped before the call is placed.

Specify the digits to be prependedhobs

Prepend digits will be prepended after the di

Ti me Conditi on

Use Main Trunk or Failover Trunk: Us e
configured time condiunaovnasi.l abfl &,het mea
its settings wild/l be used instead.
Ti me Condi't
Use Specific Trunks: Use specific tr
The Strip and Prepend settings of ti
unavailable daondingi omns momeail over tr
| GOAT 6T A "1 AAEI EOO

The UCM630xAealsl aws cwonfigure blackIlist for out bound r
bl acklist numbers or patterns, the outbdurmsd cacalnl bwi Iclor
under UCM Afexbt eGisli oAOUdtr bomknd :RoQuttebsound Bl acklIl i st .

Users can configure numbers, patterns or select country
settings apply to all outbound routes.
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< Outbound Blacklist

The blacklist (based on CalleelD) is used for all outbound routes.

Country Codes: - _ -
_~ North America = North America
B South America h Anguilla 1264
® Europe k| Antigua and Barbuda 1268
[3 Asia and the Middle East h Bahamas 1242
[y Africa k| Ear
B Oceania G Bermuda 1441
i Canzda 1204 1226 1236 249 e
| Blacklist Manage
* Add Blacklist Rule: Add
Blacklist list
T, Import Q
CONTINENT COUNTRY BLACKLIST RULE OPTIONS

Fi gurld Country Codes

Note Users can export outbound route blacklists and
i mport blacklists for outbound routes.

Import

Blacklist File: Choose Fle to Upload .

Cancel

Fi gurlg Bl acklist I mport/ Export

. Page | 256
UCM63®BxAies User Manual

e Ver si dri.a. 0.

de



GRANDSTREAM

CONNECTING THE WORLD

SAEAAOI AA 3UTA

TheCM63 @t Aows users to synchrtdcriisz & etahteu roeutdaomn nlde rfoat ed,
GUAExtensi oAOdUrhbhoknd ARSauhedul ed Sync.

Tab6® Outbound Routes/ Schedul ed Sync

Scheduled Sy Enable the Scheduled Sync feature

Server Addre:Enter the TFTP server address. For e
Fil e Name Specify the file name

Sync Ti me Enter the(24mc ftommat ) -23V.ali d range
Sync Frequen Create new sync every x day(s). The
0). 'Ol ObPO

ThedCM63GBwWAports pin group. Once this feature is config
outbound rout gs.a Wmdrd mplnaiim protected outbound routes
pin number, this featur eAExtne bei dApQihtrdu colnn d AR uWeelsGO LU p s .

Tab6® Outbound Routes/ PIN Group

Name Specify the name of the group
Record I n CD Specify whether to enable/disable re
PI' N Number Specify the code that wild.l asked onc
PI N Name Specify the name of the PIN

Once usermtkheonfollowing figure shows to configure t
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* Name:

Record in CDR:

| Members

* PIN Number

* PIN Name:

Create New PIN Group

GSEMEA

| 1556324

| Emily

Fi gurl8 Create

New PI N Group

e

WORLD

P

passwor

Cal

foll owing screenshot shows an example of created
< PIN Groups
MNAME + RECORD INCDR ~ OPTIONS
v GSENEA yes B & 0
PIN NUMEBER PIN NAME
125478963 Dao
1596324 Emily
1 Totak: 1 G:rc 1
Fi gurlet PI'N Members
Not e:
IPI'N group is enabled on outbound route |l evel,
will be disabled, unl &4 N iGr oyugus cwietark vRhreieveiolyddgie cladv @k e
GroupsPraindi | ege Lepsl aomd EhMHMbGro Fil ter on Source
| General
# Calling Rule Name: G5test Disable This Route:
= Parern: 9. Privilege Level:
A
PIN Groups: GSEMEA PIN Groups with Privilege Level -
Password:
Fi gurl&& Out bound PIN
) Page | 258
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Ver si ddl.a. 0.

V- S



GRANDSTREAM

CONNECTING THE WORLD

I f PIN group CDR is enabled, the call with PIN group ir
Code field.
CDR Display Filter
By default, this page displays the CDR entries from the current month. Use the "Filter” button to specify a time range.
ACCOUN
SIATUS CALL FROM # CALLTO # ACTION TYPE # STARTTIME = CALL TIME = TALKTIME = T CODE RECGRDINGFISENC;PII
- . . Emily/G
b \, 5555 99856352 [Tr... DIAL 2016-12-04 10:57:47 0:00:08 0:00:08 SEMEA
] \‘ 1000 *35 DAL 2019-12-03 1:12:37 0:00:19 0:00:19
Fi gurls CDR Record
-l mporting PIN Groups from CSV files:
User can also import PIN Groups by uploading CSV files
1. Navigate to EAXQuetnbso uonmdATRIoMtkeisoups and click on the AL
< PIN Groups
o T o]
MNAME > RECORD INCDR = OPTIONS
»  GSEMEA yes B oD
1 Totak: 1 Gar.u 1
Fi gurl¢ | mporting PIN Groups from CSV files
2. Select the CSV file to upload. Il ncorrect file format
messages such as the one bel ow:
° The format or coding of CSV files is incorrect.
Upload
Choose file to upload:
Figurl8 I nco8YeEitl €
3. To ensure a successful i mport, please follow the or
Page | 259
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(“p:‘:“’ ‘v f:j‘M;LPHA - e - e
A B C D
1 |ALPHA
2 pin pin_name
3 1625 testl
4 9497 test2
5 5872 test3
6
7
Figurl® CSV File Format
T The -teofpt value (Al1l) is the PIN Group name. I'n this
T Row 2 containsthehemddaibfeilasblfeorf i el ds: pin and pin_n
changed and will cause an upload error otherwise.
T Rows 3+ contdeafni nehde waslewes with Column A hol ding t he
names. PI'N valuesemastfoaonsdsgi bé. at |
T Once the file is successfully uploaded, the entry w
< PIN Groups
» GSEMEA yes [ i
1 Torat 1 | 10/ page~ | Gowo | 1
Figur2d® CSV File Successful Upload
yT AT OT A 271 O0AO
l nbound routes can beAExnéngiuokldibamk dVeho WGtUd s
T Clic et o add a new inbound route.
T Click on "Blacklist" to configure blacklist for all i

. = ) .
i Cllcr—'tocm edi t the inbound route.

i ClicUtwmn delete the inbound route.
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YTATOT A 2061 A #11 ZAFECOOAOQEI T O

Tab?7@ I nbound Rule Configuration Parameters
Trunks Select the trunk to configure the |
Inbound Rout e I\E:onfig.ure the" name of t he Il nbour

LongDistance and etc.

7 Al pat peehsxedewith the " _".

f Special characters:

X Any Di-§git from O
Z. Any Di§it from 1
N:. Any Di-§git from 2
"": Wildcard. Match one or mor ¢
“"v“" Wil dcard. Match zero or moi
Exampll2395Any digit from 1 to ¢

1T The pattern can be ®&ampaesded loefr It
The first part i s used to specif!

is used to specify the caller I D
exteans with the specific caller |
Pattern pattern ' 2XXX/1234' means t he o]
can use this rule
Not e:
f Multiple patterns can be used. E

|l i ne.

T Users can add comments to the en
keep track of complex rules by t
comment respectively

Exampl e:

Pattern Call er | D

X. 1000

NNXXNXXXXX g/it I®dng di {1001

After creating the inbound route, u
Di sable This Rcthe route is disabl ed, it wi | | no:
settings wil/l remain in UCM. rMdesedesd
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Al l ows the selected extension to us
Seamless Transfa mobile phone is bound to that ext
to that extension.
Ringback tone Choose the kbbaskomomeéngo pl ay when c
Aut o Record I f enabled, calls wusing this route
I f enabled, collect calls will be I
Bl ock Collect ((Note: Coll ect call s ar e-Abs B di#Stea tizbed f
ser vciocdkce =Backward C AAlslseecaStea dZlarcfeq @ P
code=Col lect Call".
Configurel nfhe, AWken UCM receives &l
Al elrntf o . . .
I nfo header field specifies an alte
Fabetection I f enabl ed, fax signals from the tr
Configures the destination of f axes:s
1T Extensi on: send the fax to the
machine) or a FAX extension.
T Fax to Emai k: asemad ®tmaifaattach
Fax Destinatior extension's email addr ess. I f t
an associated email addr es s, i
address conf iCaurl e dF eiditaxt/ & 88 Se
page.
Not easpl make sure the sending email
System SetEmandgs Settings
Prepend Tr unk Plf enabl_ed, the trunk name will be
caller id name.
Mani pul ates Caller I D (ClID) name al
Set Caller I D lIlidentify who i s calling. Wh e n ens
mani pul at el Dt hNeu nthaelrl eand t he Cal l er
Confi gprae trresitec hi ng f or mat t o mani pu
callers or to set a fixed Callerl D
rout e
T ${CALLERID(num)}: Default value
incoming caller (Cé DnodiThieedl D wi
Calrl® Number
1T ${CALLERID(num):n}: Skips the fi
where n is a number.
9 ${CALLERI-Dfnumpkes the Il ast n ch
where n is a number.
T ${CALLERID(num):s:n}: Takes n ch
. Page | 262
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Mo d e

Il nbound Mode

Il nbound Mode St

Il nbound Mul tipl

Di al Tr unk

Privilege

Level
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frosm 1, wher e n i s a number and
${CALLERID(num):2:7} takes 7 char
a CI D number).

T n${CALLERID(num)}: Prepends n to

Default $S{ CARUBD{ samer)ijch means the
i ncomi ng cal | era,t cihti nigs sa np atxt € rom ma

AS{ CALLERI D(maarey } Prepend a <charat
charact®f{ CABLERbD(name) } .

Not wusinmapahiprgnsyntax meamnscoenti hic

Gives uses the ability to configur:
enabled two field wild!/l show all owi n
mode Suf fi x

Note Gl obal i nbound m dlee fmurse Wwse res
r oultesv el i nbound mode

Choose the inbound mode for this rc
NoteToggling the gl obal i nbound mod
| evel I nbound Mode enabl ed. I f agllli
the gl obal i nbound mode via BLF wi
none of the routes wil|l be affectec
Di al "Gl obal Il nbound Mode feature ¢

assidgnmneuf fi x to toggle the route's

The BLF subscribed to the i nbound
i nbound mode.

Mul ti ple mode all ows user to switct
by feature codes. Configure relmabec
Rout e: Mul i plld Mhdes option is ena
to switch between different modes/ c

This option shows up only when " By
users dialing in to the trunk via t
the UCMés trunk.
This option shows up only when " By
T Disabl e: Only the selected Ext
all owed troulues,e whheins enabl ed Fi |1
f Internal: The | owest | evel requ
rule, check this | evel mi ght be
T Local: User wi t h Local |l evel,
all owesdcke tthhiwv rul e.
T National: Users with National o]
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this rul e.

T I nternational: The highest | eve
|l evel are allowed to use this r
This optiomns$lyowshemp "By DI D" i s s

destination that can be reached by
The DID destination ar e:

T Extension
T Meeting
T Cal l Queue
Al l owed DID Desq Ring Group
T Paging/Ilntercom Groups
T I VR
T Voicemai l Groups
T Di al By Name
7 Al
Select the default destination for
f Extensi on

f Voicemai |l

T Meet Rogm

T Cal l Queue

f Ring Group

f Paging/lIntercom

T Voicemai l Group

Def ault Destine

T DI SA

T I VR

1T External Number

T By DI D
When "By DI D" is used, the UCM w
the number dialed, whicmeebuhd, be
ring group, paging/intercom gr ol
configured in "DID desbienatmadrh.e
pattern, the call wil/l be all owed

T Di al By Name
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Prepend

Start Ti me

End Ti me

Dat e

We e k

Destinati on

|l
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Call back

Specify the number of digits to st

used when "By DID" is selected in

Speci fdyi gtihes t o be prepended bef or ¢
Those digits will be prepended afte

Ti me Conditi on

Select the start ti me

hour: mi nut e

Select the end time "hour:minute" f

Select "By Week" or "By Day" and s

i nbound rul e.

Select the day in the week to use t

Sel ecdedthienati on for the inbound ca

T Extension

T Voi cemai l

T Meet Rngm

T Cal l Queue

T Ring Group

T Paging/ Il ntercom

T Voicemai l Group

T DI SA

T I VR

¢ By DID
When "By DID" is used, the UCM w
the number dialed, whiclmeebuhd, be
ring group, paging/intercom gr ol
configured in "DID desbienatmadrh.e
pattern, the call wi || be all owed
Configure the number of digits to

T Di al By Name

1T External Number

T Call back

V- S
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YT AT OT A 21 6O0Ad 0O0APAT A %@AIl PI A

UCM6 30nxoAw all ows user to prepend digits to an inbound
prepend. With the ability to prepend digits in inbound
routes for the sameffeurkttextenseoanasl| Fhteofdill owi ng ex

1. I'f Trunk provides a DID pattern of 18005251163.
2 1f Strip is set to 8, UCM630XA will strip the first

3. I f Prepend is set to 2, UCM63t0iAppvéd | nud mkeerr ,prrepwe ntdh e

2163.
4., UCM630xA will now forward the incoming call to exten
*=Trunks: SIPTrunks -- test
Pattern _18005251163 CallerlD Pattern:
P A
Disable This Route: Allowed to seamless
Ale fo: None
Fax Detection:
Block Co C Prepend T t e
Set CalleriD Info: E e Route-Leve oun
Dial Trunk: Allowed DID Destination Extension
nbound Multiple Mode:
Default Mode
+ Default Destination : By DID
Strip: 8
Prepend: 2
Fi guwr2el | nbound Route feature: Prepend
)T AT OT A 21 OOAqg - O1 OEDPI A -1 AA

In UGBM630xAhe user can rcowmtfe guoeenablendul ti ple mode t

destinations. The inbound multiple mode can be enabl ed
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#Trunks: SIFTrunks -- test
* Pattern: _18005251163 CallerlD Pattern :
A P
Disable This Route: Allowed to seamless
transfer
Alert-info Nane
Fax Detection:
Block Collect Calls Prepend Trunk Name:
Set CallerD Info: Enable Route-Level Inbound
Mode:
| nbound Multiple Mode: a |
| Default Mode | | Mode 1 |
* Default Destination : | Extension N 1000

Fi gur22 | nbounédMuRotuitpel e Mode

When Mul tipl e Motdhee iisn beonuanbd erdo uftoer, t he user can configu
10 destination for all rout es. By default, the <call c
destination.

SI'P end devices that UCMSB BAcxaengiddtadr efdeadcdrurtehecode *62 to

AMode 10 and dial feature code *61 to switch back to 7
can be easily done without Web GUI 1|1 ogin.
For example, the cust oarteirorm elrasrs cteo hilnd | s ente tdesda ichi ffer el

di al *62 to switch to AMode 10 with that |l VR set as t hi

& Set Global Inbound Mode
O customize feature codes for f andein Mo c

—

=t

Il nbound Routes@a@bpageéd nboledk MukEn i pl e Moded option and

=11

Il nbound Mode 10 values (By default, *61 and *62 respe
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Set Global Inbound Mode

Caution: Disabling Inbound Multiple Mode will switch the inbound mode to default mode.

Enable Inbound Multiple

Mode:

Inbound Made: | Default Mode hd
# [nbound Default Mode: 61
# Inbound Mode 1: 62

Fi gur28 | nboundMuRotuitpel e Mode Feature Codes
)T AT OT A 21 pRORAT21-0GAR

| h hBkCM6 3 0xXxAsers can-Leervaebd!| d nfboowutned Mode t o switch bet ween

individual inbound r-bavel mbdeinhoubd Rombted under | nl
*Trunks: SIPTrunks -- test
* Pattern CallerlD Pattern:
P P
Disable This Route: Allowed to seamless
transfer:
Alert-info: Nane

Fax Detection:

Block Collect Calls: Prepend Trunk Name:

Set CallerlD Info: Enable Route-Level Inbound
Mode:

nbound Mode: Default Mode - * Inbound Mode Suffix: 5000

nbound Multiple Mode:

Fi gur2et | nb o un dRoRiotue we | Mo d e

Gl obal i nbound mode must be ebabéledl bedone NMohwé.i gAddintgi
must be configured as well

WheRoutevel I n b oiusn de nivhobdlee d , the user can configure a i
destinataicdhin sfpercidi c rout e. By default, the call comi ng

the defaul't destination.
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Users can toggle the routeds inbound mode by dialing
Suffixdo and thherowtreerctani hlromoni tored by subscribing a

For exampl e, l nbound Defaufté6dmbdtehd elanludgend odede ss sfefti >
1010To switch the mode of rout & 611010 Default Mode, use

Not EBoggling the gl obal i nbound mRobeae-twiviell n ot eanfafthd deitd dred
all routes have the option enabled, toggling the gl obal
that none oflthberatifestewd by the gl obal i nbound mode
YT AT OT A 21 6O6Ag )T AT OIT A -TAA ", & -1T1EOI OET C

Users can assign MPKs and VPKs to monitor and toggle t|
To do this, please refer to the following steps:

1. Access MhweebUCGUI and navi gaAlen itoou rEdk t Ronwsti eosn./ Tr unk

. |
2. Click — button and enable I nbound Mul tipl

3. Edit the subscribe number field to the desired BLF

Set Global Inbound Mode

Caution: Disabling Inbound Multiple Mode will switch the inbound mode to default mode.

Enable Inbound Multiple

Mode:

nbound Mode: Default Maode v |
# Inbound Default Mode: | *51 |
# Inbound Mode 1: | “52 |

BLF Subscription Number: | 77 |

Fi gur2es Gl obal I nbound Mode

4. Conf i gur evatlhuee BOLnNF a phoneds MPK/ VPK. As an exampl e,

wi | | show the I nbound Mode status on its screen on
t hat the current i nbound mode is fADefaul t Mo deo.
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0540 PM .-

2018-04-30

History Redial

Fi gur2e6 | nboun-dDeMadid t Mode

5. Pressing the key will toggle the inbound mode to @N

OSMO PM .

2018-04-30

3

History

Fi guWr2e/ | nboun-dMoMed €
YT AT OT A 21 6OAg )i T 00T %Pl OO )1 AT OT A 21 OOA

export inbound routes to quickly

Usecan now import and
nbound route conf

existing configuration. An exported i

manu al modi fications.

Inbound Routes

¥, Blacklist {3} Set Global Inbound Mode 5] Import [ Export

CALLERID PATTE  INBOUNDM  INBOUND M TIME COND
ATT N b P
PATTER RM ODE ODE SUFFIX  TION TIME T

INBOUND RULE N
AME

Figuwr2e8 | mport/ Export I nbound Route

ile should be3 oemc@®INV nfggr mahte amp ou sierdg fUT

The i mported f
separated by a c¢oml

col umns, and each column should be

i mptoerd file creation):

M Disable This Rout e: Yes/ No.
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T Pattern: Al ways prefixed with

T CallerlI D Pattern: Al ways prefixed with

T Prepend Trunk Name: Yes/ No.

T Prepend User Defined Name Enable: Yes/ No.
T Prepend User Defined Name: A string.

T Al e@rntf o: Noneng RiéngUsler Rsihoud cafentser i ag Aloédtowi ng th
the I nbound nrfooutlei sAtl.er t

T Al'l owed to seamless transfer: [Extension_number]

T I'nbound Multiple Mode: Yes/ No.

T Defaul't Destinati on: By DI D, Ext @ms iao nDe f\awil ¢t e nCne sl téi
following the values we have in the I nbound route L
T Destination: An Extension number, Ring Group Extens

M Default Time Condition.

T Mode 1: By DI D, Extension, Voi c Dmazsitlihatis em shouling
values we have in the mode 1 Default Destination |
f Mode 1 Destination: An Extension number, Ring Group

T Mode 1 Time Conditi on.

&' 8 xEOE 4x1 -AAEA

TheCM63Gxupports NWAXTErevith multiple coldd¥¢l MEgodntadgiimsan . b
and PCMA/ P CMLUC M603disxcA, | choose T.38 codec over PCMA/ PCMU.

"1 AAEI EOO #11 ZECOOAOQET T O

I'n UGR630XMBIl ackIl ist is suppatttesd fUsreral lIcouhbowemabl e t |
manage the Blacklist by clicking on "Blacklist"
T Select the checkbox for "Bl ackl i st Enabl e" to turn o

di sabled by default.
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T Enter a numbleacklIni stAddMumber "™ field and then click 0AC
be added as a Blacklist Number by typing AAnonymous?o

T To remove a number from the Bl acklist, el,]]]er:tclthekntn
0Clear o button to remove all/l the numbers on the bl actk

T User can also export the i nb SE&ES yututtoen.bl acklist by

Blacklist Cance!

-
The blacklist {by CallerlD) is used for all inbound routes
Blacklist Enable:

| Blacklist Manage

* Add Blacklist Number:

scope Of Action: All =
Add
Blacklist list
NUMBER INEQUND ROUTE INDEX OPTIONS
Anonymous All 4 '[|_:|

Figu?2®e Bl acklist Configuration Parameters

T To add bl ackl i s,t cnluifibkmpa ho blagdacdch bl ackl i st file in c¢s

format is as bel ow.
_Paste U R R P P T T ';'_E...E-T-” - " — = =
- ¥ Format Painter S = o — = = 7
Clipboard M Font IF}
F& v | i fe
A B & D E
1 132386800006 12135958547 12136268547 6262357999
2
3
4
3

Fi gurd® Bl acklist csv File
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Users could also add a number to the Blackliféabur eemod
for "Blacklist Add’ (default: *40) and "Blacklist Remo
be configured ACladdr FWgHew@®@Ws e. Codes
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&! 8 3 %26 %2

TheCM630s0A i es supports T. 304 hrd&lighax land ahax oPaest t he
for mat and send it to t hFeaxdolnf3i8g wsreead i Brgai Ic aamd ddr€aadadc.c e s
Feat AFAX/ T. 3The | ist of receplvagedaknfthesswmel wbb dag:
retrieve and del et e.

#1 1 FECOOA &A@T48aoy

T Click on "Create New FaxupExwienndsoiwon"f.i |lln tthhee epxa pepnesd o n
to send the received Fax to.

T ClickFax Setti cgaTigure the Fax parameters.

. “ . .
i Cllcr—'tocm edi t the Fax extension.

1 ClicUtoon delete the Fax extension.
Fax Settings
* Enable Error Correction Mode:
= Maximum Transfer Rate: 14400
= Minimum Transfer Rate: 2400
* Max Concurrent Sending Fax: Single
* Fax Queue Length: &

Uszer Information in Fax Header:

Fax Header Information:

Default Email Address: Email Template

Send PDF Files Only:

Enable Fax Resend:

MMax Rezend Attemprs: 5

Fax Resend Frequency: 50

Fi gurdel Fax Settings
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Correction N

Maxi mum Tr an
Rat e

Mi ni mum Tr an

Max Concurre
Sendi ng Fax

Fax Queue Le

User Il nf or ma
Header

Fax Header |

Def aul t Emai

Templ ate Var

« DCRANDSTREAM
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Tab?7® FAX/ T. 38 Settings

Configure to enable Error Correction

The default setting is "Yes

Configure the maxi mum transfer rate
The possible values are 2400, 4800,

The default setting is 14400.

Configure the minimum transfer rat e
possible values are 2400, 4800, deXc
setting is 2400.

Configure the concur r elnGM6f3a0x0 A whoa t mocdas
and AMored are supported.

T Only
Under thisUGMd@200 A mevs only single
ti me.

T Mor e

Under thisUGGM&EGSUADPerts multiple c
by the users.

By default, this option is set to fio

Configure the maximum | ength of Fax

The default setting is 6.

I f enabled this this wil.l gi ve users
messages.

Adds fax header into the fax file.

ConfigEmaittheeddress to send the rece
cannot be found.

Not e:
The extension's Email address or the
configured in order to receive Fax f{

Fax nmatl Ibe received from Emai l

Fill in the "Subject:" and " Message
sending the Fax to the users.

The template variables are:

V- S
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T ${CALLERI TMWUM}er: I D Number

T ${CALLERI DOG&MIEEér :1 D Name

1 ${ RECEI VEEXA&Néxtension to receive
1T ${FAXPAGHEIber of pages in the Fax
1T ${VM_DATKEé date and ti me when the

| f enabl ed, fax emails wil. no | ong
att ache

Enables the fax resend option which
faxes up to a specified amount of ti
Resebdtton wil/ appear in the&alFAeé dke
Feat YFex Sendialgl ow manual resending

Configures the maxi mum attempts numb

Default value is set to 5.

Configures the Fax Resend Frequency.

Default value is set to 50.
2AAAEOET C &AQ@
%Al Bl A EECOOAOQET T O 2AAAEOA &A@ AOI i 034. |, ETA

The foll owing

instruct iU€iM® 3dré&oAcrreicheei vheo w at xo fursoem t FhST N

connect edlCM®3 GFABXAS port .

1. Connect Fax

mEaC M6 3 @G0XASo ptoh & .

2. Connect PSTNOCNGMEFXKO® pbet .

3. Go to WaBbxtG&hsi opafrunk

4, Create or edit the analog trunk for Fax as bel ow.

Fax Det:ecMaken sure fiFax Detectiond option is set t

V- S
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Edit Analog Trunk: FAX

* EXO Port: 1 2

| Advanced Options
SLA Mode:

Enable Polarity Reversal:

Current Disconnect | 200 |

Threshold (ms):

*RX Gain: | odB v |
Use CalleriD:
Caller 1D Scheme: | Bellcore/Telcordia ~ |

Auto Record:

DAHDI Qut Line | Ascend v |
Selection:
Echo Cancellation Mode: | Default v |

Cancel | Save

*Trunk Name: FAX |
* Ring Timeout: | 2000 |
*TX Gain: | 0dB v |

Fax Mode: | MNone ~ ||
* FXO Dial Delay (ms): | 4] |

Disable This Trunk:

* The Maximum Number Df| 0

Call Lines:

Direct Callback:

Fi gur3dg2 ConfAngaulroeg Tr unk

6. Create or edi t t he

Go WOMGE3 ONMeA GBEHKt ensi OAEXtT &m&p aognes.

extension for FXS port

T Anal og St &eiewnt FXS port to be assigned to the exte

T Once selected, anal oigs

reex tae resdi sre tAtnidrnlg s et stuipntgiso n™

Create New Extension

Basic Settings Media Features Speific Time Follow Me
* Select Extension Type: ‘ FXS Extension -
Select Add Methad ‘ Single v
| General
= Extension: ‘ 1005

CallerlD Number: ‘

oicemail ‘ Local Voicemail -

Skip Vioicemnail Password Verification:

Atzach Voicemail to Email: ‘ Default -

Disable This Extension:

==u] -- |

Analog Station: ‘ s 1

« Privilege: ‘ Internal

* Voicemail Password ‘ 96502350
Send Voicemail Email Notification ‘ Defauit
Keep Voicemail sfter Emailing: ‘ Default

Emergency Calls CID ‘

Fi gurdd Configure Extension for

Fax

Machi ne: FXS Ext el

UCMG6 3 ®BxAies User Manual
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Create New Extension
Basic Setings Media Features Specific Time Follow Me Cancel |m
| Analog Settings
Call Waiting- Use "#" a5 SEND:
* RX Gain: |OdB - *TX Gain: |ﬂdB -
= MIN RX Flash (ms): | 200 | * MAX RX Flash: | 1250 |
Enable Polarity Reversal: [ -] + Echo Cancellation: | oN -
Z-way Calling ] + Send CallerlD After | 1 v
* Fax Mode | Fax Gateway - Fax to Email - | Yes -
None
Fax Detection
Fi gur3det Configure Extension for Fax Machine: Analog Se
7. Go to WaBxtG&hsi oA/ Thoawkd Ragees
8 Create an inbound route to use the Fax analog trunk.
4 as the default destination.
Create New Inbound Rule | cancel | NS
~
* Trunks: AnalogTrunks - FAX v Inbound Route Name: |
* Pattern: CallerID Pattern:
Disable This Route: Seamless Transfer | |
Whitelist:
Alert-info: Mone v Ringback Tone: | MNone v |
Fax Detection: Auto Record:
Prepend Trunk Name: Set CallerD Info:
Enable Route-Level Inbound Multiple Mode:
Inbound Mode:
Default Mode
* Default Destination: Extension v | | 1008 "Fax Extension” ~
Fi gur3es Configure I nbound Rule for Fax
Now t heolkfaxgurati on is done. When there is an incoming
it will send the Fax to the Fax machine.
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@Al DI A #11 EECHDBAGCEEIT £l O &AQD

The foll owing instructions descri be ato-Bmarpll ef ecatnudriey u
UCM6300A

1. Connect PSTNUGNGMEOFXO pbet .

2. Go WOM63 WA @&QChl | FAdFtaxr épsalyi®&. Create a new Fax exten

Create New Fax Extension

* Extension: 7200
* Mame: Fax
* Email Address: fax@domain.local

Add Ermail Address P

Fi gur3dge Create Fax Extension

3. Go WOMB3I WA @GHEHKt ensi oAAdaluayg TPpragreks Create a new anal
make sure "Fax Detection" is set to "No".

4., Go WOM63 WA @GHKtensi oA/ Tbhoamkd RagéeéesCreate a new inb
set the default destination to the Fax extension.
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Create New Inbound Rule Cancel Save
-
* Trunks: AnalogTrunks - FAX v Inbound Route Name:
* Pattern: CallerlD Pattern:
Disable This Route: Seamless Transfer
Whitelist:
Alert-info: None v Ringback Tone: MNone v
Fax Detection: Auto Record:
Prepend Trunk Name: Set CalleriD Info:
Enable Route-Level Inbound Multiple Mode:
Inbound Mode:
Default Mode
* Default Destination: Fax v Fax v

Figur3de/7 I nbound Route to Fax Extension

5. Once successfully configured, the incoming Fax from e
converted to PDF+Ti ff file and sent t @ax @dwoe ne kabsse ab i G

attachment

Noteln order for the file to be sent to the email addr e
that the email settings ar&maell Sposéobgsoerd. Please 71 ef

List of Fax Files

MAME DATE SIZE OPTIONS
VFAX-7200-20210125-112246-1611570166.49.pdf  2021-01-25 11:22:46 UTC+01:00 149 KB o, ]j]
VFAX-7200-20210125-112246-1611570166.40.5iff  2021-01-25 11:22:46 UTC+01:00 5.69 KB oy ]j]

Figuwur3dB Li st of Fax Files
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&!' 8 3AFHAEPLITII!

Besides the support saufppPax smad#&sionsiean dWdllgeGJIFhe st ur e can
found on AWab -s@Udle d F eAdtausreensd ipragge. To s esnedt ufpaxf,orpraenal og
outbound route is r PANAL OG dT RJUNMRE & s ER]bNKBait b b wnd ]B@®wctteiso n s
for configuring analog trunk and outbound route.

After making sure analog trunkUOM6 3@®MA Trwuamckh iosuts e¢tou P Sp
via the trunk, on Fax Sendamdgplpaagdc,t fkeeat feirl Talchttenocfkaeo rfnafinsa
to stdahe progreswiodofl dendiimsgplfagged i n Webs@Uldi ngsdmnstoa
the same web page.

Fax Sending
* External Fax Number: 0123456739
Fax File: | test.pdf ||

Send

File Send Progress

Figurd® Fax Sending in Web GUI

After that you can see the ongoing sending operation ol

Fax Sending

* External Fax Number:

Fax File: Choose File to Upload |

File Send Progress

NAME DATE SENDER EXTERMAL FAX NUMBER CURRENT PROGRESS OFTIONS

2021-01-25 11:29:19 UTC+ _
test.pdf 01:00 admin 0123456789 Sending... 5% m

Fi gurd®® Fax Send Progress

Not@®nly A3, A4, and Bpppaped Sbreshar Bagx Sending.
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- %%4 ) .

With the UGCMsyidw ccanrat e, schedektcabmbhoagirccwhppyuoirnl a
compud@M.conferemwWebRgCuses hmswol oaglyl the participants do
instal!l a nsyo f & duchir tgg lolhGMaos1f er enci ng must be enabled by
concerned extmerddtomsi gihati ons can beA&fat és & aAdterent d errg We
I n this page, users could enable, set t hmeddtarsogms,etadanad
edit t heScNeeedtuil reg

Bel ow aremebes W€ fi cations supported for each model

UCM630xA

series

Numbemeceft ir og m

UCM6300A

UCM6302A 5 75
UCM6304A 7 120
UCM6 308A 9 150

T Click on " Addedtoi oagdd a new
i clicton edmd e ttihoeg m.
T ClicYton del me @t itdnagm.

Tab?72 Meeting room Configuration Parameters

Configureeetthimember f or the umeers$.i hg
Extension
NotEp to 64 characters.

When configured, the usermeeahcoa gwo

Passwor d enter this passwor dnebeetfianrgen.acc e s s i

Not e:
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f Only digits are all owed.

T The password has to be at | eas
sequenti al digiiis (234. an60Q@BA45)
(e.g., 111222 and 321321) are no
Host Password Configure the Host password.
Privilege Pl ease select the permission | evel
Al'l ow User Invilf enabled, participantmeethngnvit
Meeting Settings contains the following options:

Tab7® Meeting Settings

Enabl e Tal k detl f enabl ed, t he AMI wi | | send SE

starts or ends talking.

DSP Tal king ThtrThe time in milliseconds of sour
as base |line silence for a user
This value affects several cbhper

unl ess the i mpact on call qual i:
is 200.

DSP Silence ThiThe time in milliseconds of soun
as base |line silence before a us
affects sever al operations and
i mpact on call quality is fully

Audi o Codec PriConfigures the preferred codecs

meetpamgt i ci pantvsi awhloi njko.i ned

Jitter Buffer Select jitter buffer met hodmd etr
participants who joined via I|ink
T DisaBlieter buffer wil. not b

f Fixddtter buffer with a fixe
Buffer Size")
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T Adaptidveter buffer with an
exceed the value of "Max Jit

T Net EDQy namic jitter buffer vi

-AROCEAEAAOI A
Meeting Schedul e canWele RAUTwand FreidMenend@Meet i ng Stbhedsl e.
can create, edit, view, and delete a Meeting Schedul e.
T Click on AAddo to add a new Meeting Schedul e.

T Click on theesdmegaewliedor delete the event.

Tab74 Meeting Schedul e Parameters

Schaete Options

Conf i ure the namme off.i rnlded t =a tse d alii
Meet Snpj ect g g

all owed.
Meet Rogm Sel emeeni oagm for t hmeetsicrhgdul ed
Passwor d Conf iMeetei ogi n passwor d.

Set the beginning date amdetunRglteia

Ti me
aware to avoid ti manecdnfolgimct s i n
Ti me Zone Configure the time zone
Confi gureee tdsneggh o st
Host _
Not©dCM extension and remote exten:
Host password Confi gureeetdisngghost password
Repeat Choose when to r emeedti ng schedul ed
Emai | reminders wil/| be sent meet.i
Val id raMge.i $05is the default va
Emai | Remi nder emai l r e mi nndeeertsi nfgor t he

NotAkfiter editing the time of a sir

a cancelation emai l wi | | now be
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emai |
All ow User I nvilf enabl ed, participantmeetnhngnvi
Cal | Participarl f belnead, invited participants wil/

) Sel ect the particimeaeattisnigna er n\eii tt«
Il nvitees

numbers or email addresses.
Description Set a descri ptmeeat.iofg schedul ed
Once creaetattelde sméetdiun g M6 3 O A | send I NVITE to the ext.e

sel ec tmeede tfionrg

2020803 admin j‘Lf 18:45 Antarctica/Dumentoll o150 No Repeat O o
Fi gurdel Meeting Schedul e
Once nmelea $Ngrt s, it wil lUnbsea aditeplwieedd laummgdieQngoi ngo st at
bel ow.
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Unstarted Meeting Historical Meeting

8 schedule Meeting

CONFERENCE SUBJECT CONFERENCE ROOM CONFERENCE QUNER START TIME MEETING DURATION REPEAT OPTIONS

test [T 6301 lili Today 15:30 Et/GMT-1  00:15:00 Mo Repeat (0]

Towl: 1 | 10/ page~

Fi gurisMe et Sonpedednegdi ng

Once meleaii 9 gfi nimeetdiviniglhebe di spl ayed uadearwe:!IHi stori cal n

Unstarted Meeting Historical Meeting
CONFERENCE SUBJECT CONFERENCE ROOM CONFERENCE OWNER START TIME MEETING DURATION REPEAT OPTIONS
. P
test 6301 lili 2021-01-20 15:50 00:15:00 No Repeat @ T M
1 Towel:1 | 10/ page~

Fi gurde8 Meeting -SomptHeted

In addition, once the meeting ends, the system will se

where he/she can view the meetingd parenhidcigpampth ioff prama:

Not es:

f Conferencing c-antbesigsoandemay cause performance i ss

f To ensure the best experience, please use Google Chro
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- AAROERREI OAET ¢O

ThaJCM6 30axIAl ows users meceticagydr dantdheretrieve theAGealclor di
Feat ArMeset AMget Regor dings

To recamecctthmdgl , wheeent itohgem i s i n i dl &e e €"n afgrl oame "e Rheem @ md
configuration dialog. Save the semeadatniga bands taaprptlsy, tthhee
automatically recorded in .wav format.

The recording files wildl be I|isted -i-st«ﬂboe/vlndvoacdndt'mnegweeiclo
clicltondelete the recording. Users could also del ete
Filesd or delete multiple recording files at once by c|
Meeting

oom Meeting Schedule Meeting Recordings

. Download All Local 2021-04

NAME ROOM DATE SIZE OPTIONS

Fi gurdet Meeting Recordings
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) 62

#1171 ZFECOOA ) 62
I VR configurations cauCM&3 @ehbhe @80 d | urdatVIRr s er s coul d

edi t, vView, and delete an | VR.

T Click on "Add" to add a new | VR.

T Cli cEton edi tc drhfei dwrRat i on.

9 ClicTtwn delete the 1 VR.
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Create New IVR
Basic Settings Key Pressing Events
Mame: G5test
Extension: Jo00
Dial Trumk
Auto Record:
Dial Other Extensions A Extension Audio Conf ideo Conference Call Queus
Ring Group Paging/Intercom Groups Voicemail Groups Fax Extension
Dial By Mame
R Blac hitelist Dizable
Replace Dizplay Mame:
Return to VR Menu
Algrt-info None
Promp welcome | &% Upload Audic File
Ludd Promp (Y
* Digit Timeout (s 3
Response Timeou 10
Response Timeout Prompt: wr-create-timeout | &% Upload Audic File |
* Invalid Input Prompt: invalid | &% Upload Audic File |
* Response Timeout Prompt Repeats: 3
* Invalid Input Prompz Repeats 3
Language: Default
Fi gurdss Create New | VR
Tab7® | VR Configuration Parameters
Basic Settings
Name Configure the name of thar&lVIRowdaetter
Extension Enter the extension number for users
) I f enabled, all callers to the |VR ca
Di al Trunl )
for the users to use the trunk first
AutkPecord | f enabled, calls to this I VR will au
) Page | 289
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Assign permission | evel for outbound
permi ssions are "Internal", "Local ",
| el the highest | evel

) ) The default setting is "Internal". | f

Per mi ssi ol i

into theUCMR3IOWiAE compared the | VR's
out bound route's privilege | evel
| f the | VR's merhmigshseiront hlaenve(lori equal
privilege |l evel, the call wil!l be al

Thi s control s the destination that C i

i nbound route. The available destinat
T Extensi on
1T Meeting

Di al Othelﬂ call Queue

Extension:yY Ring Group
1 Paging/Intercom Groups
T Voicemai l Groups
T Di al by Name

T Al

I VR | f enabl ed only numbers inside of the
Bl ack/ Whiitcalled from | VR.

I nternal i ) .
Contain numbers, either of Bl ackl i st

Bl ack/ Whi

This feature can be used only when D
External

- numbers all owed or denied calling fro
Bl ack/ Whi i
Number 1, number 2, number 3¢
Repl ace Di )
I f enabled, the UCM will replace the
Na me
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Return to

Me nu

Al er t I nf

Prompt

Digit Ti mg

Response

Ti meout

Response

Ti meout P

Il nval i d |1

Prompt

Response
Ti meout P

Repeat s

Il nval i d |1

Prompt Re|

Language

| f

me

Wh

al

Se
t o
Pr
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enabled and if a call to an extens

nu.

en present in an |INVhTE heqdest ,fit¢t

ternative ring tone to the UAS.

|l ect an audio file to play as the w
add additional audi APBfXi Set t Aglie

ompGustom Prompt

Configure the timeout between digit e
needs to enter the next digit within
t i meouldCGMB6t3h0ex A | consider tMDefantti ésm
After playing the puCovmeptOsx Ai In waiet | fVdr,
within the timeout (in seconds). I f n
ti meout prompt will be played. The de
Select the prompt message to be playe
Select the prompt message to be playe
Configure the numberpodmpt mes bho DERNE
When the | oop ends, it owi || go to the
The default setting is 3.

Configure the number of times to repe
When the | oop ends, it owi || go to the
The default setting is 3.

Sel ect the voice prompt |l anguage to
"Defaul t" which is the sgeel ecrntceadr \ARIBEX

Sett AWMgisce PANloampgtuage SefThengsopdown |
current avail able voice UgSM6BP X AT b a nagdu
|l anguages in the |ist, please downl oa
Prompt ulidetr" WeAPBEKUISe tAtVion @ € PArLoanmpgtu i

Se

tti

ngs

V- S

. Page | 291
UCM6 3 ®BxAies User Manual

Ver si dri.a. 0.



« OCRANDSTREAM

CONNECTING THE WORLD

Key Pressing Events

Select the event for9eath HKeihepatbsdnd

options ar e:

T Extensi on

T Voicemai l
T Meet Rmgms
Key Press ) )
T Voicemai l Group
Press O 1 1 VR
Press 1 f Ring Group
Press 2 T Queues
Press 3 1 Page Group
T Custom Prompt
Press 4
f Hangup
Press 5
T DI SA
Press 6 .
T Di al by Name
Press 7 1T External Number
Press 8 T Call back
Press 9 For each key event, ti me concaiothifomguc
condition, this |IVR key event can be

time can be configured for time condi

each key.

The available time conditiodnsOfdrie ebé Al
60ut of Hol i day o, 60ut of Office Ti me
and O6Specific Ti mebo. | f 6Specific Tirt

admin to configure start time, end ti

When exceeding the number of definet

Ti meb ) .
configured event when timeout. I f not
Il nval i d Configure the destination when the 1In
Page | 292
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CondiConfigutriemethceondition f oentea@c h hghoeeysi tt
corresponding destination within a sp

Ti me

Edit IVR: test
Basic Settings Key Pressing Events Cance
Press 0
Drestination Extension 3001 v Time Condition: Specific Time
TIME WEEK MONTH DAY OPTIONS
08:00-11:00 Sun Mon Tue Wed Thu Fri 5at Default Default &
Add @
Press |
Destingtion Select an Option o Time Condition: All Time
Ad Q@
Pras: 1
Drestination Select an Option v Time Condition: All Time
Ad Q@
Press 3
Drestination Select an Option - Time Condition: All Time
Ad Q@
Press 4
Drestination Select an Option - Time Condition: All Time
Add @

Fi gurde6 Key Pressing Events

N o~ s

"1 AAETE E BRIO ) 62

I n some scenaradminithter dtPPrBXneeds to restrict the ext e

For exampl e, the company CEO and directors prefer onl \
speci al extensions are used on | Ptsbryveiclalchrde feman pxit
I VR for privacy reason. UCM has now added bl acklist an

Notep to 500 extensionlacl/frwhiatl é loiwetd. on t he b

To use this feature, | ogi gant €GN0 VWeohd tVEREG E s atnal/ Endai vt | VF
Bl ack/ Whitelist.

T I f the wuser selects ABl ackl i st Enabl ed and adds ext

all owed to be reached via | VR.
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T I'f the user selects fAWhansilamsti rEntatbhd eldoi satn,d ardldys telxe

all owed to be reached via | VR.
Create New IVR
Basic Settings kKey Pressing Events
*Name: | |
* Extension: | F000 |
Dial Trunk: ﬂ
* Permission: | Internal .
Dial Other Extensions: All ﬂ Extension Conference Video Conference
Call Queue Ring Group Paging/Intercom Groups
Woicemail Groups Fax Extension Dial By Mame
* VR Black/Whitelist: | Elacklist Enable -
nternal Black/Whitelist: 28 items Avzilable 2 items Selected
| qj | Q|
1000 - 1001
1003 1002
o004
005
1006
w
External Blacklist/Whitelist: 0625314578
o

Fi gurder Bl ack/ Whitelist
# OAAOA #0001 1 o00O1TiIDBPO

To record new | VR prompt or upload I VR proimpéotoete tuc
AWel come Prompto option and the wusers wild.l be redirect
GUAPBX SetAtViong®e PACounsptitom Ppage@tdirectl!l y.
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okfe yt

Alert-info: Mone ¥
* Prompt: welcome v &% Upload Audic File
AddPrompt
Figuwrd8 Click on PrompromptCreate | VR

Once the I VR prompt fil eUCME SQUuxkteswiflull |lye aaldledeld tiont dn et h
users to select in different | VR scenarios.
Key Pressing Events
UCM supports adding time conditthiaotn se afcohr kdeiyf feevreemtt
corresponding destination within a specified ti me.
Each kepuppemtto five time cawdilalbihls,h aitt®&¢ dd@uti onfs OFf f i

Ti mdol i day,

Oy®u to f o fH ofDdi fdoaey e H@ITlifi idcaegy Ti me

angdSpeut if@fe. Hol i o

Edit IVR: IVR-DISA
Basic Setings Key Pressing Events Cance m
Press 0
Destination: Selectan Option Time Condition: Office Time ]
Destinztion Selectan Option Time Condition: (]
All Time ‘o
Office Time
Qut of Office Time
- = ]
Destination: Selectan Option Time Condition: Out of Holiday
Qut of Office Time or Halid [+
Office Time and Out of Hal
Fi gurd® Key Pressing Events
Not e:
I f you select "Specific time", you need to select the
The frequentwosoppioohsi:dBByMwieye kdeaf aul t t he rmeteciifdleudad
holidays.
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1. "51 " 0% 3%44)."' 3 &/ 2 6/)#% 02/ -04

Th&CM63GBWAHAPpoOorts multiple | anguages in Web GUI as well
16 |l anguages supportedEngl sgbht ébnvbedeSpabmp); Arabic,
(United Kingdom), Fr e nHeehb,r e @earlmaahn ,s 3 eP&Rtussgu &mani s h,
Cat alsavsmdi sh and Tur ki sh.

English (United States) and Chi fJe€vies 3vdoliAceea doyr.o nmiphtes oatrhee rb
provided by Grandstream can be WOM6n3Oatl E@ dhdechbyal Adc

users could customize their own voicHCpM6EBMIPAS, package

Language settings for vVoice prompt AEeBKX 15 e tAt\diccicgess s e «
Prompltanguage Settings

$T xT1TTAA AT A )1l ®O®A I0IA AETAECAA 0 Of
To downl oad and install voice pr omEtM63uefa gEUIi,n"Adidfcfke rc
Voice Prompbhutrekage

UCM6302

Voice Prompt

Language Settings Custom Prompt User Name Prompt
S + Add Voice Prompt Package T, Upload
£} PBX Settings Voice Prompt Package List
LANGUAGE QPTIONS

@ English:en

B zh

Voice Prompt

Fi guwrsel Language Settings for Voice Prompt
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A new dial og wirnodnopst opfa cvkoaigcee | i st will be displayed. Us

version available V.S. current installed version), pack

Details
WOICE PROMPT PACKAGE LIST WVERSION (REMOTE / LOCAL) SIZE OPTIONS :
British English 18/- 42M R
Deutsch 1.8/ 42M o
English 111/1.8 6.0M @®
Espafial 110 4.4M o
Espafiol(Catal3) 1.8/ 3.1M o
Esparfiol(Espafio) 1.8/- 4.2M o
BAnuika 1.8/- 4.4M &
Francais 1.8/- 41M o
Italiano 1.8/- 4.0M & }

Fi gurse Voice Prompstt Package Li

Clicliltom downl oad t heUGQM6n3gOuxaAghee tion sthael | ati on wi | | be au

downl oading is finished.

Voice Prompt

Language Settings Custom Prompt User Name Prompt

+ Add Voice Prompt Package 1, Upload

Voice Prompt Package List

LANGUAGE OPTIONS
English :en
H i zh

@ British English : en_GB Q

Fi gur5e8 New Voice Prompt Language Added
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A new |l anguage

UCM6 3 GxyAstem voice from

pr omptUCdut6 3ddexlAet e it

A

#0001 i EUA 3PAAEELZEA 001 i PO

On tUKCaM6 3 0xAf the user needs to replace
specific customi zedAPBX m$e tAtVio w gne WeAbLoa@pjtu a g e
AUpl oiamdsbt ead of the entire |l anguage pack.

Upload Voice Prompt Package

Choose File to Upload

optionuwiclelssbel dysphayatl atitetUser s

t hen
t he

somaepspadi ai ci @

Qantdt icnd < k

Fi gurse# Upl oad Single Voice Prompt for Entire Language
5 0ADITA 00T i PO #0O00O0T I EUAOGET 1
There are two ways to customize/set new username promp!
5Pl T AA 50A01 AT A ool i PO &EI A EOI I 7AA '5)
1. First, Users stheowdrdd each vfei lae prrespecting the foll owin
YT PCM encoded / 16 bits / 8000Hz mono.
T I'mtar/ .tar.gz/ .tgz for mat
T File size under 30M.
T Filename must be set as the extension number with
file name 1000.wav will be used for extension 100
2. Go under PnBXb UKW Vmigesse PAUOUmptn®&memprnd cl Upmglkoad bautt on

User Manu al

0.

UCMb6 3 BxA i es
Ver si drl.qal .
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3. Select the recorded file to upload it and press Sayv

1 Clicon record again the username prompt.

T Click on to play recorded username prompt.

&

T Select wusername g~ otnoptdse laentdei gsrepeeszsi f s €l ect mul ti pl e

the bbDet 6.nheo

2AAT OA 50A01T Ai A OEA 61 EAAI AET - AT O

The second option to record username is using voicemail
Y Dial *98 to access the voicemail
T After enter ienxgt etnhsei odne séinrdedvoi cemail password, dial

then A30 to record a name.
Anot her option is that each user can record their own |
T The user dials *97 to access his/ her voicemail

T Afteenrt ering the voicemail password, the user can pr e
to record his name.
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configurations of

# Max Greeting Time (s): &0

Dial "0" for Qperator:

Cperator Type:

Cperator Extension:

- Max Messages Per Folder: | 50

Wax Mezzage Time: | 15 minutes

Win Effective Message Time: | I3 seconds

Announce Message Caller-ID:
Announce Message Duration:

Play Envelope: v |
Play Most Recent First:

Allow User Review:

Voicemail Remote Access:

Forward Voicemail to Peered

UCMs:

Voicemail Password : |

Format: | GSM

Fi gurs5es Voi cemai |

Settings

UCMG6 3 ®BxAies User
Ver si dri.a. 0.
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Max Greeting
Dial 606 For
Operator Typ
Operator Ext
Max Messages
Fol der

Max Message
Min Effectiwv
Ti me

« OCRANDSTREAM
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Tab7@& Voicemail Settings

he of S

setti

maxi mum number ec

60

Configure t

default ng i s seconds.

| f the caller

t o

ed,
configured

enabl can press 0

t he operatordéds extensi

Configure the operator type; either

Select the operatbr wektebei dnal wd w
voi cemail application. The operator
Configure the maxi mum number of mess
valid range 10 tet200®@. i BhéedOdefaul't
Select the maxi mum duration of the
be recorded i f the duration exceeds
is 15 minutes. The available options
T 1 minute

T 2 minutes

f 5mi nut es

T 15 minutes

T 30 minutes

T Unlimited

Configure t he mi ni mum durati on (in
Messages wi || be automatically del e’
Message Ti me. The sdeecfoanudi st. sTehtet ianvgaiils
f No mini mum

T 1 second

f 2 seconds

f 3 seconds

T 4 seconds

T 5 seconds

V- S
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Not®i:l ence and noise duration are no
Announce Mes I f enabled, the caller mdsodge hwei luls e
Cald &r at the beginning of the voicemail me
Announce Mes | f enabl ed, the message duration wi
Durati on voi cemai | message. The default setti
I f enabl ed, a brief introduction (r¢
Pl ay Envel op message will be played when accesse
default setting is "Yes"
Pl ay Most Re I f enabl ed, i trewadndt prheasys & hee fmorsst .
All ow User R I f enabl ed, users can review the mes
I f enabled, external callers routed
the UCM with 2 options:
T Presseaveoal message.
To |l eave a message for the exten
Voi cemai | Re ) }
f Press 2 to access Vvoicemail man a
Access
This wil.l all ow caller to access a
number and its VM password.
Not Bhis option applies to inbound ca
The default setting is fADisabl edo.
Forward Voic Enables the forwarding of voicemail
Peered UCMs The default setting is ADisabl edo.
. . Configures the default voicemail pas
Voi cemai | P a
i s reset.
For mat Warning: WAV files take up significa
Note Resetting an extenRaoqniwowrid, SerscktVoiod emanali It o
Emailing values to default. Previous custom voicemai
. Page | 303
UCM63®BeA i es User Manual

V- S

Ver si dri.a. 0.

Emai



I AAAOO 61 EAAI AEI

« DCRANDSTREAM

CONNECTING THE WORLD

\Y

(
!

I

I f the voicem&ICM6I3&xdneanbslieodn sf,ort he users can dial the
*97) to access their extensionds voicemail The users
can enter digits from the phone kKdympaddkntoompdaviogate i n
Ot herwise the wuser can dial the voicemail access code
password in order to access to that specific extension

TabV?V® Voi cema

Sub

I VR Menu

Menu 2

l1iNew message:3-Advanced opticl-Send a reply
2-Call the person whi
3-Hear the message el
4-Leave a message
*Return to the main
5-Repeat the cur
7-Del ete this me
8-Forward the me
another wuser
9i Save
*-Hel p
#-Ex it
2iChange fol d O0O-New messages
1-O0l d messages
2-Wor k messages
3-Family messag:ée
4-Fri end messag¢
#-Cancel
3iAdvanced opil-Send a reply
UCM63 ®BxAies User Manual Page 304
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2-Call the persc
this message

3-Hear the mess:¢

4-Leave a messa/(

*~Return to the

OiMail box optil-Record your url-Accept etclhirsli ng

message : :
2-Listen to it
3-Rerecord your messa

2-Record your butl-Accept this recordi
2-Li sten to it
3-Rerecord your messa

3-Record your ne¢l-Accept this recordi
2-Li sten to it
3-Rerecord your messa

4-Record tempore¢l-Accept this recordi
2-Li sten to it
3-Rerecord your messa

5-Change your pé¢

*~Return to the
, AAGET ¢ 61 EAAI AEI

I f an extension hamsdepoiltamiddxltseentstd ilbhAgEK titemisA Baas8et t o ngs

and after a ring timeout or user not available, the cal
to |l eave a message on which casé& htthenw ssamepress # in ol
I n case if the caller is calling from an internal e xt
voi cemai l box. But if the caller is calling from outsi
destinatdiomn,exthkeein the caller wil.l be prompted with ¢t
management or press 2 to |leave a message for the call e
voi cemai l administration.
Page | 305
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61 EAAI AET %i AET 3AOOET ¢O

TheM630rgAn be configured to send the voicemail as att
Settings" button to configure the Email attributes and
Tab7® Voicemail Emai | Settings
|l E€nabl ed, voi cemai | wi || be sent t

Send Voi cema .
server must be configured to use th

Keep Voicema Enable this option if you want to |
Email ing The def aulBnasbeltet.i ng i s
Fill in the "Subject:" and " Messag:!

sending to the user.
The template variables are:

T t: TAB

T ${VM_NARKEGi:pi ent's first name and
Email Templ a T ${VM_DUOURE: dur ati on omestslhgevoi cema
T ${VM_MAI OBI@X}:eci pient's extension
9 ${VM_CALLERe Dgall er I D of the per:
T ${VM_MSGNWM} number of messages ir
1T ${VM_DAIThEe} :date and ti me when the
Voicemail Email Settings
Send Voicemail to Email:
Keep Voicemail after
Emailing
Email Template Email Template
Fi guwrses Voi cemai | Emai | Settings
Click on "Email Template" button to view the default te
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#1 1 ZFECOOA 61 EAAT AET ' O1 OP
TheCM63 GBuAhAports voicemail group and all the extensions
the group extension. The voicemail AgQadup FceaW alreeesdyanfli g
Voicemail Grbak on "Add" to configure the group.
Create New Voicemail Groups
* Extension: 5600
¥ hame: test
foicemail Password
Email Address:
membe 28 items Available 2 items Selected
1002 100
1003 100
1004
1003
1008
Fi gur5e/ Voi cemail Group
Tabt?® Voicemail Group Settings
) Enter the Voicemail Group Extension. T
Extensi on ; ) i
wi | | be forwarded t oneanlblertshe voicemai l
Configure the Name to identify thareoi
Name
all owed.
Voi cemai | } ) )
Configure the voicemail password for t
Password
Email Addr Configure the Emabicaddiésgrbap ekéens
Sel ect avail able mail boxes from the |
Me mber ) ) )
extensions need to have voicemail enab
. Page | 307
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2).' '2/50

TheCM63Gudports ring group feature with different

S e

ction describes the rilh@M6g30oxup configuration on

#1 1 ZFECOOA 2ET Cc ' O1 OB

Ring group settings canmChad |adostismage ricau Web GUI
Ring Group
EXTENSION MAME STRATEGY MEMBERS MESSAGE OPTIONS
B8400 Tech5uppart ing in Ordet 4 070/ A L]
Fi gurse8 Ring Group
T Clic Wit o add ring group.

ring
t he

i
i Clicl,_,—'toan edit the ring group. The following table sho

1

Ri

Clicm]'oo del

ng Group Na

Extensi on

Me mber s

LDAP Phoneboo

Ri

ng Strategy

ete the ring group.
Tab8@ Ring Group Parameters

Configure ring group qraonep .t oL @ tdteenrtis

are all owed.
Configure the ring group extension.

Sel ect avail able users from the | ef

right si(nl(:d)iakrange the order.

Sel ect avail able remote users from

on the rightitdoe.arCrIeimgke otnh e 8y dneurs

benatbtf ier st .

Select the ring strategyordkeeoddef au

V- S
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Musi c On

Ho |

Custom Prompt

Ring Ti meout

Me mb er

Aut o Record
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f Ring simultaneousl! y.

Ring all the members at the same
ring group extension. I f any of t
ringing.

f Ring in order.

Ring the members with theuporldiesrt .c
member does not answer the call,

start ringing the second member.

Select the fiMusic On Hol do Class of

managed from tHwpé dioMpsainel O n t he | ef
This option is to set a custom prot
Click on O6Prompt o, it wi | | direct

prompts.

Note Users can al so r @fBeXr  Ste dAtVotinht
PrompQust om Prowpare they could rec:
prompt files.

Configure the number of seconds to

ringing. The default setting is 60
Not e:

Thactual ring timeout might be ove

ti meout settings as well

I f enabl ed, calls on this ring grou
setting i s No. The recording fi
GUACDRRecording Files

This allows the UCMctoofwagmuk ewi tctal é n

to redirect calls to ring group. Fo
Endpoint Call to the ring grpbpnen héeswmbbi have
Forwarding Suforwarding settings to his mobile n
However, this feature has the follo
T Thi s featur e wi || wor k onl vy wh €

Page | 309
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Repl ace

Di spl

Skip Busy Age

Enabl e Destin

Def aul t

Desti
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endpoint se WOM. on th

T I'f the forwarded call goes throu
is disabled, the other ring grou
after it is forwarded.

T I f the forwarded call goes throu

fori si tpr bt ected and requires auth

me mber s wi | | no | onger receive t

T I f the forwarded call hits voicel

l onger receive the call

I f enabl ed, the UCM wil | repl ace th
name the caller know whether the ca

Ring Group.

I f enabl ed, skip busy agents regard
I f enabled, users could select exte
voi cemail group as the destination
Secret and Emai | addr ess ar e requ

destit i on.

The cal l woul d be routed to this de

the cal

NotEsers can now set the voicemail
and | VR key press event destination

Def aul t Destination set to Voicemai

V- S
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Create New Ring Groups
* Ring Group Name: test
* Extension: 5400
Members: 27 items Available 3items Selected
Q Q
000 1002
001 1003
005 1004
e
007
-
LDAP Phonebook: 0 item Avallable 0item Selected
C Q
| Ring Group Options
Ring Strategy: Ring in Order
Music On Hold: None
Custom Prompt: Noneg v & Upload Audic File

Fi gur59 Ring Group Configuration
2AT T OA %o OAREIOE1'TOIEDD

Remote exfeaoami bhe peer trunk o&nabeemotlude€cdM6BOXAhe ri
extension. An example of Ring Geduipn wtité fpelelrowixngemnsi ol

1. Creating SI P Peer Trunk between both UCM630XA _A a
under WABxGE&hsi AWbTIPPuidkunks. Al so, pl ease configure

accordingly.

. . & . . .
2. Click edit butr—,'pnamhjectkhel fmeshyunc LDAP Enable is sel

UCM630XA_A update remote LDAP server automatically
LDAP Password must match for UCM630XA _A and UCM630
Port beumcan be anything between 0~65535, and use t
LDAP Outbound Rule option.
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Sync LDAP Enable
* Sync LDAPR Password
* Sync LDAP Por 4444
LDWP Outbound Rule Self-defined
* LOAP Dialed Pre 9
Fi gur6e®® Sync LDAP Server option
3. Il n case if LDAP server does mamtuadyryc sauwntco matAiPc aslelrw,
Trunks page, click sync button shown in the foll owi
UCM630xA.
ValP Trunks
VolP Trunks Group
PROVIDER NAME TERMINAL TYPE TYPE HOSTNAME/IP SERNAME OPTIONS
Gstest SIP peer 192.168.5.112 L 'Em L}
1 Towsk:1 | 10/ pagew | Gow |1
Fi gur6el Manually Sync LDAP Server
4. Under Ring Groupcl iscekt ti Adgdop.agRi,ng Groups cAatalbe f
Feat AReBg Gr oups.
5. 1 f LDAP server is synced correctly, Available LDAP |
t hat can be included in the cusureteiitengitdmo wiener P
UCM63Cxam be indhaded CMEB®RAOGS Nt act .

V- S
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Create Mew Ring Group
* Ring Group Name:
* Extension: 6400
Mgmnbars: 106 Arezilable Extensions o Selected Extensions
1000 =
m
1001
1002
1003
LDAP Phamebesk: 15 Syailable LDAP ] Sefected LDAP
00 suzuemBS 10 de=phi de=com) |:|
M fou=uemE510, de=phix de=gom)
003 eu=uemBE10, de=phix de=com)
00 pu=yemE510,de=phy de=com) .
Ring Group Options

Fi gur62 Ring Group Remote Extension
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2%342)#4 #!,,3

Restrict calls is a feature that can
Al l owed List.

This section describes the

bres usedi deos

confi gARasiohcobf Cahis

rtelsa sre

pageéu

Fi gur6e8 Restrict Call s
#1171 EECOOA 2AO000OEAO #A11 0
T Click on "Add" t ot addal las.rul e for restric
rd
| Clicl,_,—'toan edi t the rule of restrict call s.
| Cl|c,m]bo del ete the rule of restrict cal l s.
Na me Configure Restrict call d&ds name
When enabl ed, members of the group
Restrict Cal numbers in the AlIl owed List.
extensions
Notletds enabled by default.
; Page | 314
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Configure the members that will not
in the AlIl owed List.

Me mber s

Al l owed | i st Select the extensions that the Membe

. Page | 315
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o' ). 1 .$ ).4%2#/- ' 2/50
Paging and I ntercom Group can be used to make an annou
Targeted phones wil/l ans welrh & Onvhoe3ddixady ien y aisd nignts@readkm cC ¢

feature code to a single extension or a paging/interc
paging/intercom grACap | uirdePtagWenlsg /GLhit er com

#1 1 ZFECOOA OACET Ccr) 1 OAOCAT T ' O1 OB
T Click bntbdbAddd paging/intercom group.

i Clicrﬁtocm edit the paging/intercom group.

i Clicm]bo del ete the paging/intercom group.

T Click on "Paging/ I ntercomr ndroo ute aSdeetrt.i nTghsi"s thoe aeddeirt wAlle

I NVI TE mesestageo the callee in paging/intercom call.

#1171 EECOOA - Ol OEAAOO O0ACET C

* Name:
* Type: Multicast Paging -
* Extension: 6303
Delayed Paging:
Delay (s): E]
* Maximum Call Duration (s): 0
Custom Prompt: None v % Upload Audio File
* Multicast IP Address:
* Port:

Fi gureet Mul ti cast Paging
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Na me

Type

Extensi on

Del ayed Pagi
Del ay
Maxi mum Cal |

Custom Pr omp

Mul ti cast | P

Port

«~ OCRANDSTREAM

CONNECTING THE WORLD

Tab8® Multicast Paging Configuration Parameters
Configure paging/intercom group hame
Select fAMulticast Pagingo.

Configure the paging/intercom group
I f enabl ed, a caller can enter *82

del ayed paging call I n a delraoymd pe
to record a message. Once the messa
configured delay has passed, the pai
group member answers the call, the r
call waifltlerend is finished playing.

Configure the amount of delay in sec
out the delayed paging call Def aul t
Specify the maxi mum call dur ati oamns |
I i mit.

This option is to set a custom pr omg
to caller. Click on O6Promptdé, it wil
prompt s.

NoteEsers can also refer A\Woitchee Pfangsep
Prompeyrewhhey could record new promp

The all owed mul ticast | P23a8d2BSs25an
Specify port for multicast paging.
NotEhis field appears oMMyl wheasf TR @

V- S
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#1171 £E @OOA )¢I OAOAT I
* Name:
* Type: 2-way Intercom hd
* Extension: 6303
Auto Record:
Replace Display Name:
* Maximum Call Duration (s): 0
Custom Prompt: Mone v &% Upload Audio File
Members: 12 items Available 0itemn Selected
Q Q
L)
1000
1001
1002
1003
1004
Copyright & Grandstream Metworks, Inc. 2027. All Rights Reserved.
Fi guréeb-way | ntercom
Tab82 way I ntercom Configuration Parameters
Na me Configure paging/intercom group hame
Type Sel eentay'nz er com" .

Extensi on

Aut o Record

Del ayed Pagi

Configure the paging/intercom group

Enabl e t

Al | ows t

his option to record in WAV

he announcement to be played

are many messagmrlsayedeiyn wseédqubdrce.

V- S
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) I f enabled, the UCM wil |l replace t hi
Repl ace Disp
name.
) Specify the maxi mum call duration i
Maxi mum Cal | .
I i mit.
This option is to set a custom pr omg
to caller. Click on 6Prompté, it wil

Custom Promp prompts.

NoteUsers can al sPBXe% etAtVio o g & h &A Gounsgt ¢
Promptwhere they could record new pr .
Select available users from the | eft

Me mber s i )
|l ist on the right.

Paging/lnter select which extensiompagamg/ahtewedr

Whiteli st paging group.
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Crearte New Paging/lntercom Groups

Name

Type T-way Faging

= Extension: €300

De d P

Custom Prompt Mone |d~_ pad Audic &

Fi guréss-wlay Paging
Tab8® wlay Paging Configuration Parameters

Na me Configure paging/intercom group hame
Type Sel eenmtay” Pagi ng" .

Extensi on

Aut o Record Enabl

| f enabl

Del ayed Pagi

Configure

he paging/intercom group
option to record in WAV

a call er can enter * 82

del ayedcpayindn a del ayed paging cal

to record a message. Once the messa
configured delay has passed, the pai
Page | 320
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group member answer sd trhmhes ssadd ,witlhle b

call will end after it is finished p

Configure the amount of delay in sec
Del ay (s) )

out the del ayed paging call. Def aul t

) Speci fnyaxtihmum cal l duration in secon

Maxi mum Cal | o

I i mit.

This option is to set a custom pr omg

to caller. Click on 6Promptdé, it wil

Custom Promp Prompts

NoteUsers can al sPBXe% etAtVioo ¢ £ h €A Gouasgt ¢«
Promptwhere they could record new pr
Sel ect available users from the | eft

Me mber s ) )
|l ist on the right.

Paging/lnter select which extensions are all owed

Whitelist paging group.
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#1171 £FECOOA 1111 01 AAT AT O OACET C
Create New Paging/Intercom Groups
Enable:
* MName:
*Type: Announcement Paging v
Extension:
Custom Prompt: None v & Upload Audio File
Repeat:
% Date: 2012-11-08
¢ Time: 06:55 [
Transmission Method: Unicast v
Mlembers 30 items Available 0item Selected
Q Q
1000
1001
1002
1003
1004
Fi gure7 Announcement Paging
Tab84 AnnountcehPmegni ng Configuration Parameters
Enabl e Enabl e/ Di sabl e Announcement Paging.
Na me Configure paging/intercom group hame
Type Sel ect "Announcement Pagingo
This option is to set a custom pr omg
to caller. Click on O6Promptoé, it wil

Custom Pr omp

prompt s.

V- S

NoteUsers can al sPBXedetAtVioo g & h €A Gounsgt ¢
Promptewhe t hey could record new pr omj
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Repeat I f enabled, the announcement page Wwi
Dat e Configure Announcement Paging Date.
Ti me Configure Announcement Paging Ti me.

Configure Announcement Paging transnm

Transmi ssion Uni ccasDepending on members selection
Mul ti Dbapending on Multicast | P addre
Sel ect available users from the | eft
Member s ) )
|l ist on the right.
OACET c¥)1 OAOAT I ' Oi 6P 3AO0ET CO
Paging/Intercom Group Settings

Intercom

Custom Prompt: Mone w &% Upload Audio File

Fi guree8 Page/ Il ntercom Group Settings

The&CM6 3 thxas -parefi gured feature code.
*80.

di alog.

By
feature

paging/intercom
To edit
ACalubeFAdFrmd ug egdd otk s Weyb. GU |

I ntercom Prefix 1is page/intercom

Setti

Group ngs

#1171 FECOOA A 3AEAAGI AA OACET CT) 1 OAOAT |

he
au

calls by using t

caonndf itghuer et itnhee

schedul e
t he

Users paging/intercom

Add

can

button on new page and tcoa l cl aelrl,

Page | 323
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Paging/Intercom Groups

Paging/Intercom Groups

CALLER

Scheduled Paging/Intercom

PAGING/INTERCOM GROUP START TIME

ACTION STATUS OPTIONS

Fi gur6e® Schedul e

Paging/ Il ntercom page

Tab8® Schedule Paging / I ntercom Settings
Call er Configure the caller D for the pagi
Paging/ Il nter Select the paging intercom group f
Start Ti me Configure the start time of the sche
T o Select the type for the scheduled pa
yp SingdglienedDad d aysi s . Default is fASingleo.
Action Statupjsplay the action status of the sch
Edit Scheduled Paging/Intercom: 9999
* Caller: 1001 W
* Paging/Intercom Group: o009 -- test M
Type: Single w
* Start Time: 2020-07-04 12:00 (L)

Fi gur7d Creating a

schedul ed

paging/intercom calll

UCMb6 3 BxA i es
Ver si drl.qal .
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#1 1 ZFECOOA / PAOAOI O 0AT Al

Operator Panel settings AL Fleea tatoGpersrsaetdo rv iPaa neelb GUI
The UCMKMB3upports operator panel so that UCM extensi on
activities such as extensi on stiat,ush,ancgalpl amude leaWs ¥ edtnu G,

client, it can display tmad legxtceandi qqrus,uer,i cpldr pup .,k wdaiac
the extension. This section describes how to configure

D callFi
(eRCartestiees Operator Panel

NAME ADMINISTRATOR OPTIONS

Operator Panel 1000 4

1 Total:1 | 10/ pagev | Goto 1

Operator Panel

Fi guWur7el Operator Panel Configuration Page

T Click on fAiAddo to create operator panel

1 Clichm edit the operator panel
i CIic,Llon del ete the operator panel
Tab86: Operator Panel Settings

Na me Configure the name for the operator

Assigndmhei strator for the operator

Admi ni stratoextension group ofr a depart ment . F
departments, subsegquent extensions w
Management Modul e
) Theelected extensions will be super:’
Extension choose extensions, extension groups
extension groups and departments, su
Page | 325
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supervised by the administrator.

The selected Ring Groups wil/l be su
Ring Groups AL al | Ring Groups and subsequen
by the administrator.

The selected Voicensauipler @i sepls bwi Itlh

Voicemail Gr selecting "AIl", all Voicemai l Gr c

automatically supervised by the admi

The selected Call Queue will be sup

Call Queue "All "] ®Qulku@alnd subsequent updates
the administrator.

_ The selected Parking Lot wild/l be su

Parking Lot »aA|l | all Parking Lot and subseque.l

by the administrator.
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#1 ., 15 %5 %
Th&CM63®BUWAHAPpPpoOorts call gueue by wusing static agents or d
more calls than the availableedageni $. nkext¢ omierpg ecaht st

system. This seccamfni gdiersactrii done soft hcaACalQuebeALilande QuWaile C

#1 1 FECOOA #Al1 10A0A
Call queue settings camClad | ad-egaslaeld Quicau eWeb GUI
Call Queue
Call Queue Queue Recordings
EXTENSION MNAME STRATEGY QUEUE CHAIRMAN MEMBERS OPTIONS
6500 test Ring All 2 E o
1 T 10/ page~ | Gow | 1
Fi gur7rg Call Queue

UCM6E6 3 Gxup paudtsprnro mpt fnecaltque ee .i cuTshtipsemmpwiddt i ve after the
foar period of time in the Queue. Then caller could choo

k e enpaii nign t he queue.

To configure thgao UGMatWerba @A)l eB AeCtadrl e PiCe eat e New Queue
QueABQueue OpdetonBnabl e Destination to Enter Destinati on

the wait time with Voice Prompt Cycl e.

T Click on "Add" to add calll gueue.
i ClicZtonetdetcall gueue. The call queue configuration
1 ClicTton delete the call queue.

Tab8® Call Queue Configuration Parameters

Basic Settings

Extensi on Configure thRatealsi opquaewenber .
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Na me Configure the call queue name to ide

Select the strategy for the call que
T Ring AII

Ring all avail able Agents simultane
T Linear

Ring agents in the specified order.
1T LeaRécent

Ring the agent who has been call ed

Strategy

Fewest Call s

Ring the agent with the fewest c¢comj
f Random

Ring a random agent .
f Round Robin

Ring the agents in Round Robin sche

The default setting is "Ring AIIl".

Select the Music On Hold class for t

Music On HolpNogtetusic On Hold classes can bA&PBX
Sett AMgsi c On Hol d

Configure the maxi mum number of calll :
not iwcaludethat have been connected
Max Queue Leconnected yet. The defaul't setting
maxi mum value is reached, the caller
the next callinpgi ngleoaémnhteer athe que:!
Configure the number of seconds befo
Wrapup Time | ast call on the agent is completed.
to the queue. The default setting is
Retry Ti me Configure the number of seconds to w

. . Configure the number of seconds an a
Ring Ti me

next agent. The default setting is 3
| f enablcad )] stmhem the call gueue wi l|l
Aut o Record recording files can be accessed AGal

Feat ACas | Queue

Configure the timeout after which us:

HEDE R T e setting is "60". 0 means unl

. Page | 328
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Notlet is recommended to configure " Wa

I f enabled, users can upload an audi
Wel come Pr ot

when dialing the queue number.

Once Max Wait Time has been configur

D'® SriElt I @ calls that have timed out. The def au

Destination Configure the voice prompt cycl e a(genn

Cvel e are busy and the voice prompt will b
y key to transfer to failover destinat
Custom PromfWhen playing a custom prompt, press

Sel ect failon etro deesnd natl |l ers after

Destinati on
custom prompt .

Advanced Settings

- Virtual Qu

- Caller Ref erCatld Center Settings sa&mrcdi &mhdn
Announcemeinformati on about these features.

- Queue Chai

Enable Positlf enabled, the system will inform c
Announcementl i ne.

esti mated wait ti me |

_ e
Enabl eTWmet he caller. Note: Wailt

| f enabl ed, t h
Announcement t

announced to
mi nut e.

fﬂ;‘g‘rjcgfme”‘me interval at whii cehstdanalteerd proasiitt itd

Enabl es agen

e l ogin/l ogout feature f¢
phones with

t
Enabl e Agent firmware higher than 1.0

Configure whetherditsheeommddteed fwidnm tb
queue has no agent anymor e. The def a
f Yes

Callers wil/l be di sconnected from t

Leave When I

f No

Never disconnect the call ers efnrrpdm.t
T Strict

Callers wil!/ be di sconnected from !
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Configure whether the callers can di ¢
The default setting "No" .
1T Yes
Callers can al ways al into a call
Di al in Emptq No
Callers cannot di nto a queue i f
1 Strict
Call ers cannot di nto a queue
unavail abl e.
Choosedetshtee nati on where the call wi ||
or when all the agents are not | ogge
configured:
T Pl ay Sound.
T Extensi on.
) T Voicemai l
Fail over De:
T Queues.
T Ring Group.
T Voi cemai l Group.
f I VR.
T External Number.
Embl e Agent Enabling agent | ogin I cause the
Queue ChairrThe queue chair man og into his
I f enabU®M63&hAl report (to the agent
Report Hold before the caller connected to th
Repl ace Dis I f enabled, the UCM wi repl ace the
P 'so thatrtkeowalthe is incoming
Enabl e FeattEnabl(? feature codes option for call
Pauseo
Aut of i I | Configure to enable autofil!]l
Dynamic Logilf enabcloendf,i guhreed P I number is requi
Password default setting is disabled.
. Page | 330
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When present in an | NVhTR heqdest [fi
alternative ring tone to the UAS.

Al elrnf o

Go to AAgentso Tab and Select the av
. call queue. Choose from the availabl
t t A t . .
Static gen the right. Qloi cckh ooons e And use UP anc
order aogfentthewi thin the call queue.

Static Agents |l imitation:

To guarantee a high |l evel of audio quality with the cal
all owed to be assigned depending on tchoen fUQ@M rneo dehle unsuendb.
agents to be more than the maximum all owed number, a w:
The following table |Iists the maxi mum number of static

Tab8® Static Agent Limitation

UM Model Max Static Agents in Calll

UCM6300A 25
UCM6302A 50
UCM6304A 80
UCM6308A 160

Click on "Global Queue Settings" to configure Agent Log
Once configured, useqgruse uceo ualsd dlyonga minc tahgee ncta l |
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| Dynamic Agent Login Settings

Example If 6500 is the gqueue extensio
Azent Login Extension Suffivis *
ge min Extension Su z
Azent Logout Extension Suffix is &%
=) £

dial 8500* to log in and 6500%* to log out.

Fi gur78 Agent Login Settings

For example, if the call queue extension is 6500, Agent
Postfix is **, users cawlld diuaelueb 5060 *d ytnca mi acg iang ethda  tamed

the call gueue. Dynamic agent does not need to be | ist

T Call gueue feature code " Agent Pause" and "WHEaltl Unj
Feat AfFeaature. Cfdesdef ault feature code is *83 for "Ag

Not ®hen dialing the H@AAgent Paspeoi fepatheereaden feel
reasons ar ¢é1avaulMHohlrdi(y2)Br eak, (3) Backoffice, (4) Em

T Queue recordings are shown on the Calll Queuetpage U

downl oad the recording Utdedélnet avatvh d orenadr, dicidg dfkinlge .

files by one click, select several recording files tc¢
or click on fiDelete All Recording Fileso to delete al
#Al 1 #A1 OAO 3AOOET CcO AT A %l EAT AAT AT 0O
UCM supports alilghcte niteeirg hfteact ures including virtual queu
callers to know their position on the call qgueue and g

their turn or activate abycatlhebalk&M whniec ha nwial glenbte iisniftrieae

. 4 : :
To configure call r,—'aonntearn feexaitsutriensg, cparlelssgueue and go un
Foll owing parameters are availabl e:
Tab8@ Call Center Parameters
Page | 332
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Enable VirtitEnable virtual queue to activate cal

. Configure the time in (s) after whict
Vi rt I .

ua QUELW|II be presented to the caller to c

Of fered to callffrt erf ttere tvinretowal: quetl

will enter the virtual call queue anc

the choices are summari zed bel ow:

f Press * to set current number as c:
T Pre@sto set a callback number diff e
T Press # to keep waiting on the calll

Virtual Qu el
Triggered on Ussmert hri esq uneosdte:, the call

queue by pressing 2, then they wosée
option as bel ow:

f Press * to set current number as c:¢
T Press 0O to set a call back number di

T Press # to keep waiting on the call

Virtual Quetl . . . .
Out bound Pr(System will addaté@dsnpmbéi s wben call
When this option is enabled and afteil
. virtual gueue. While all the agents
E?;ZLEtVIrtlhe/she is idleimgaub, i shused for how
the agent and if the agent doesndt a

ti meout and expire.
Write TimeotLConfigure the virtual queue call back

Enabl e VU-QUQEnabIe the announcement of the call e

Position

Not Queue position wild/l now be annoul
Announcementqueue_
P i i n . . . .
ositio Configure the periwhli of theeUCK wBs) I d
Announcement . ; .

position in the cal/l qgueue.
I nterval

When entatbd edCM wi | | announce the est.i

Enabl e Virt:u
! the estimated wait time is | onger th

t Ti me
Announcement

Queue ChairrSelect the extension to act as chair

ual QuelCI

Vi r . o . . R
t ick on AUpload Audio Fileo to upl o:
| come Prot
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When enabl ed, statics agents Ccaqu ecuoer
configuring a programmable key on th
Not:es
V This feature is currently avail abl
1.0.9.18 or greater.
Enabl e Agent v After enabling the feature, users
underc of®l P SeAAdivhagnsc e d ASmd awireaels F.
AUCM Cal l Centero. -BCéofwt kkyappbaea
of the phoneds screen.
V When this opti on i s enabl ed, dyn
supported.
V In case of ¢encwantrnemts, redhangi ng a
(login/logout) will be reflected o
Queue Auto fill enhancement :
The waiting callers are connecting with availabl e memb:e
member smorenwaiting call ers.
For exampl e, in a call queue with linear method, i f th
gueue at the same time, UCM will assign the two caller
rathemastshgming the second caller to second availabl e a
first caller.
1 0A0A 30AOEOOEAO
Al ong with call center features, wusers can also gather
chanlgeesci si on to manage better the call distribution ar
To access call queue AsCadtli sFtehditesd,l egf@aunadwoec Wé It kGWIn A Cal | Qu
the following page wil!/| be displayed:
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< Call Queue Statistics
Overview Agent Detsils Login Record Psuse Log
Statistics Report
N 0 0.00 % w7 00:00:00 00:00:00 « 0
Agent Seatistics  Queue Statistics  Agent Satisfaction Statistics  Queue Satisfaction Statistics m
Fi gur7et Call Queue Statistics

T Agent stabhowsi tbe numberr emlfatcead |isn famrdmataildn of agen

T Queue St actoiusnttisc st:the number of calls in the queue an
call back;

T Agent satisfaction statistics used for userdés ratin

T Queue satisfaction statistics counts the score suryv

The overview page performs seat statistics, gueue stat
st atsi satciccording to the business. Agent sstaetasedcbnfecma
agent s; queue counts the number of calls in the queue

agent satisfactionadstiatictsi basamde osiuruwsey gtatings of ac
are -guseue the score survey statistics

By selecting a time interval, administrators can get d

caleltx.as wel t hasqglueue(s) such as ABANDONED CALLS also

call | og bQ@ptcilylekfionrgmaaii toomn and the below window wil/l p
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User doavm |

usi Rgsiat

oad

statistics o

S toa thiustttiocns.

Queue: 6500 Total Calls: 3
Answered Calls: 1 Abandoned Calls: 2
Answered Rate: 33.33 % Average Wait Time:  00:00:03
Total Calls Answered Calls Abandoned Calls
DATE CALLERID ABANDONED WAIT TIME TALK TIME
2020-12-02 09:38:09 1005 Yes 00:00:00 00:00:00
2020-12-02 09:38:48 1005 Yes 00:00:00 00:00:00
2020-12-02 09:39:01 1005 Mo 00:00:03 00:00:04
Fi gur7es Queueds call 1l og details

n ChPYdwhobomadal g Tthecktagi osni ¢

The statistics can be automatically sent to a specific
by cbhi okhitiomati ¢c O®pwahdadser wil/l be directed to bel o\
downl oad period (Day/ Week/ Month) and the Email where t
configured correctly):
Automatic Download

AUTomMmanca send call quele sEtstcs to the o "fEL'ECIET‘E dddress gt the Specified requency and time.

Automatic Download:

Report Type: All Overview Agent Details Login Record Pause Log

Automatic Download By Day v 1 v

Period:

Email : GStest@gmail.com Email Template

Fi gur7eée Aut omati c

Do wnQ weuwe SRttatiingtsi ¢ s
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Significantly more information is now available UCMb6s
presented in previous firmware, users cantsowndi gweaes
dynamic agent |l ogin/logout record, and a pause | og. St
pressing the Download button in the top |l eft corner of
format ampadcwkialglkedbénto a single tar.gz file upon downl o
Agent Dies aiml cal l l og that shows every call to each i
information is availabl e:
f Tindg he date and time the call was received.

T Agentthe agheantt was rung for the call
T Queuéhe queue that the call went to.

T Caller | Dt NemBleb of the caller

T Abandoinienddi cates whether the calll was picked up or
sever al agents simulfaoeagehty, daddnbohi piskeap the <c
abandoned even if a different agent in the same que

T Wait iTtime amount of time that the call was waiting

T Tal k iTtihnee dur ati orerofi tt wea sc @lilc kaefdt up by agent.

Overview Agent Details Login Record Pause Log

Statistics Report Agent v
TIME AGENT QUEUE CALLER ID NUMBER ABANDOMNED WAIT TIME TALK TIME
521 FI-081056: 00 6500 1000 No 00:00:05 00:00:29
531 FI0BTT0% 5000 6500 1000 No 00:00:07 00:01:51
20191081118 5009 6500 1000 Yes 00:00:04 00:00:00

17

Fi guWwr7er Agent details

Login Riesoadreport that shows the timestamps of dynami

amount of time the dynamic agents were |l ogged in. Dynar
agent | ogin/ 1l ogout codese ($Somnffigys edage) GorobhYy Q@senog
softkey. A new record wild/l be created only when an ager
1 Agentthe extension that | ogged in and out.
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T Queuéhe queue that the eowtemdion | ogged in and
T LoginiThmeti me that the extension |l ogged into the g
T LogoutitThanet i me that the extension | ogged out of th
T Logi n Diutrhag itomnt al l ength of time that the extension
Overview Agent Details Login Record Pause Log
Statistics Report Agent v
AGENT QUEUE LOGIN TIME LOGOUT TIME LOGIN DURATION
2000 6500 2019-11-08 0G:48:53 2019-11-08 02:53:00 00:02:07
2000 6300 2019-11-08 09:53:10 2019-11-08 09:55:22 00:02:12

Fi gur7eBolgi n Record

Pause ilsogg report that shows the times of agent pauses
that agents are paused. I f an agent is part of several
will only e a@aneagedt attbpauses. The following informat.i

1T Ageiithe extension that paused and unpaused.
T Quelud he queue that the agent is in.
T Pause iTtime ti me that the agent paused.

T Resume IiTtihme ti me that the agent unpaused.

1 Pause Duirtahtei otnot al l ength of time the agent was pau
Overview Agent Details Login Record Pause Log
Statistics Report Agent v
AGENT QUEUE PAUSE TIME RESUME TIME PAUSE DURATION
2000 6500 2019-11-08 11:32:00 2019-11-08 11:33:33 00:01:33
2000 6500 2019-11-08 11:32:00 2019-11-08 11:33:33 00:01:33

Fi gur7ed Pause Log
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SwitchbsaadWeb GUI tool for call gueue monitoring and
me nQal | FeAdtad 1 e Quheeune press fAiSwitchboardo.
Foll owing page wi |l be displayed:
Switchboard Back
6500 (Sales) 6501 (test)
L]
77.78% 0.00%
Abandoned Rats Abandoned Rate
Members 474 Members 1/1
Total Calls g Total Calls
Answered Calls 2 Answered Calls 0
Waiting Calls 0 Waiting Calls
Abandoned Calls 7 Abandoned Calls 0
Average Wait Time 00:00:03 Average Wait Time 00:00:00
Average Talk Time 00:00:14 Average Talk Time 00:00:00
Fi gur8®® Switchboard Summary
Theage @bewmmarizes the available queues statistics anc
directed to page bel ow:
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Fi gur8el Call Queue Switchboard
The table below gives a brief description for the main
Tab®@ Switchboard Parameters

This menu shows the current waiting

Waiting to humpmgcall by pr ébsusitrmogn.on t he
Proceedin Shows the current established call s
9 as well as th-apopt i annsefestrohnagdbghdng € he ¢
Di splays the I|Iist of agents in the ¢
use or unavailable) along with some b
or dynamic) .
Agent s
Notthe dashboard will show the number
each agent. For dynamic agents, it wi
|l ast |l ogin time.
There are three different privilege |levels for Call Que
Chairman, and Queue Agent .
T Super AdDOmifmault admin of the UCM. Call gueue parlilvi | e
gueue agents, monitor, and execute actions for i n
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